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THE MYTH ABOUT DATA DELETION
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NAND FLASH STORAGE

» USB pendrives

* Smartphones

+ Tablets

* Memory cards (SD, microSD, CF, etc)
+ Solid State Drives

 Digital voice recorders

* GPS devices

e Other devices
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NAND & eMMC CHIPS

TSOPA48
LGAS2
BGA169 eMMC
BGA100
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NAND MEMORY ENDURANCE
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ERASE CYCLES

e Quality of NAND memory  ==Capacity, GB
SLC NAND — up to 100°000
MLC NAND — up to 10°000
TLC NAND — up to 1500
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DELETE OPERATION ON FILE SYSTEM LAYER

OLD INVISIBLE VERSION OF DATA ON PHYSICAL NAND LAYER
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NEW VISIBLE VERSION OF DATA ON PHYSICAL NAND LAYER

Normally when the file is deleted, there’s only metadata modified to make it invisible.
But in fact, there still old version of this metadata is stored in another NAND block.
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PHYSICAL STRUCTURE OF NAND MEMORY

Block is a minimal unit of ERASE operation

Page is a minimal unit of READ/WRITE operation
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DATA MODIFICATION IN NAND. IN THEORY

3 - Erase block‘

Page

Page

//A

Page

. Write Page

Page

Page

— 2 - Modify page

<
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DATA MODIFICATION IN NAND. ON PRACTISE
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Page

Page

1 - Read page |||

Page

Page
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CASE STUDY

Scenario: The ex-employee of company is accused in stealing corporate’s client database
Evidence collected: Pendrive where he has probably copied stolen files
Goals: Find any traces or files related to database “ELPIDA”

Notes: No database files were found during classic forensic analysis.
Data is probably deleted and overwritten.
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CHIP-OFF NAND IMAGE EXTRACTION PROCESS
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o |~

Workspac
/'\. @ Add physical images
o 4 r'l‘] =

When physical image is extracted, it has to be transformed to logical image

Insert area D l@ E!l
& q

Visual Nand Reconstructor

peete Copy | T8 Open physical images Skip area pra
Cut area table Grid |
Element functions List cr... | Position
£ Workspace X ¥ Data area 0
< > » MBR P Volumed Microsoft FAT16) b Root b
Dump operations Enter filter string “ (=ipump Name ) Ext Size Date
4 S5 MBR [ 1 . oo3jpg 24,06,2009 16:34:56 -
Block list operations # Element 4 7 Volumed (Microsoft FATIE) O i 0s09 26.04.2000 17:37:54
e . l'iiz:;i:rw e | 4[] | Root [ 1. 230309 26.04.2009 17:37:56
1)) . 003ipg [J# | core 24,11.2009 9:36:26
B S—— m Physical Translation ta.. 1 ) o309 ] | piamono 29,07,2008 18:0%:54
image List [ 230300 [ # 1 ewipa 26.04.2009 17:38:10
a ccc B \version 4 List creator by markers [] 1. core [ | epexergasias 26.04.2009 17:38:18
Dump 5tfu¢ufe [1 1 piamono [] | foto_watch 26.04.2008 17:38:28
B YOR B Pair Bank structure | Bank v [] ) EtriDa ] 1 koms 26.04,2008 17:38:30
Bank position E] [} epexergasias O 7 Regyeled 27.04.2009 14:30:08 3
[] 1. foto_watch [+ 1. suunto 26.04.2009 17:38:54 3
E SAEG m urite Block structure | Block v [} koms [} ¥ ) ema 09.11.2009 18:35:32
m g m T LBMN position 514,515 [ 11 Recycled O # =l 200 JPG 3,24 Mb 13.04.2010 235612
Header posi... s12[v] 11 suunto O, [] 200957 SDE 38350Kb 07.05.2009 15:37:20
n };;';acrllfe B o Test! position = ,D EIMA O 20 JPG 3,10Mb 13.04.2010 23:56:15
[ZaFaT0 [ # &5 210-3407034 Ms 1450Kb 08.01.2008 19:32:42
@ . n Bit Test2 pasition 516517 7] HFATI [ # [ 782200¢L1_v jpg 1431Kb  08.05.2009 B:32:06
E ey Page structure | Page v [ # 57 adober exe  3,35Mb 28.04.2009 11:33:58
LPN position 513 [ [[] . ] ANTONAKAKHS KOSMHMATA psd 146 Mb 08.08.2009 15:52:1
Commands w6l [[] . || ANTONAKAKHS KOSMHMATA 025 psd 138 Mb 03.08.2009 12:42:30 =
[[] 2 [&] ANTONAKAKHS KOSMHMATA 1 jpg 205,83 Kb 09.07.2009 12:25:58
[] . || ANTONAKAKHS KOSMHMATA brac psd 148 Mb 10.08.2009 23:20:12
[[] . ] ANTONAKAKHS KOSMHMATA Bpaxio?  psd 1,56 Mb  12.08.2009 %:01:10
[[] # & bank_logo jpo 2B78Kb 02.01.2008 11:05:1—
[[] #* ) basic_npétaon_emarketgr doc 51,51Kb 02,12.2008 23:23:3%
[, | sootex LOG  138Kb  03.04.2010 9:07:40
[ # B gr2300GR exe 43,28 Mb 20.06.2008 23:08:18
[[] . "E: contacts GMAIL 1108 csv 23447Kb 26.11.2009 21:38:20
D 7 = diamond-pendant jpo 40,80 Kb 20.05.2009 22:32:2
[ 7 & piamonot JPG 4375Kb  10.12.2008 8:47:48
[ =] diamona11 jpg 3259Kb  10.12.2008 8:47:48
[[] # =] diamond1z jpo 2609Kb  10.12.2008 B:48:28
[ # & diamend_1 Jpg 4337Kb 27.12.2008 23:52:58
O 7 [&= divemanager_usb ipg 69,398Kb 16.06.2008 23:45:22 ‘
[[] 7 |& doroepitagi bmp 4277Kb  26.03.2009 %:50:48
[] 7 [&] doroepitagit bmp 137 Mb  26.03.2009 :53:54
D 7 = &-mail-logo jpg  1,66Kb  09,08.2009 2:57:00 3
— FosenTen AER SRR AR e 4R AR AARR AL TAR
E Event log explorer

Last active selection: address selected
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Here we see data blocks which shape logical image with file system

Visual Nand Reconstructor -
HNavigator Dump viewer Hex viewer

o w &
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Hex | Bitmap Structure Records Save

view | view view view all
L Pairo %
Block mark E k
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o 00 so FrRE o;szcaooo [ [ El e oomacsozro EI 0004C50030 |81 FB FE 7B 72 E5 83 F3 04 74 0B 81 F9 03 01 74| [Hp{resB.t.[B..t
oo 1002 50 FRFF oot4sraoco [ [ FF 0D04C50420 0004C50040 |0k BB A5 7R EB 2C BB 37 7R EB 27 8B 4C 02 38 14| .sTza,sdza'cl.c.
00 10035 50 FrFF ooossecooo [ [ I 0004C50050 (BA 01 02 BB 00 7C CD 13 73 05 BB BC 72 EB 13 2E| &..».IH.3.»jza..
0004C50060 (A1 FE 7D 3D 55 2A 74 05 BB BC 72 EB 05 EA 00 7C| Yp}=Ufr.»jzi.k.|
o0 1004 50 FFFF ooo7sacooo [ [ FF 0004C50840 0004C50070 |00 00 2E 8% |07 3C 00 74 0C 53 BB 07 00 B4 0E CD| ...B.<.t.S5»..C.H
00 1005 S0 FFFF ooipasoono [ | [ FF 0004C50450 0004C50080 |10 5B 43 EB ED EB FE 4E 6F 20 62 6F 6F 74 61 62| .[CannnNo bootab
0o 0004C50090  |6C 65 20 70 61 72 74 6% 74 6F GE 20 63 6E 20 74| le partiton in t
00 1006 50 FFFF DOTC2AS000 FF 0004050060 0004C50080 |61 62 GC 65 00 49 GE 76 61 6C 69 64 20 50 61 72| able.Invalid Par
o0 1007 50 FFFF oo13A04000 (] [] FF  0DD4CS0ETO 0004C500B0 (74 69 74 6F 6E 20 74 61 62 6C 65 00 49 6E 76 61| titon table.Inva
0004C500C0  |6C 69 &4 20 €F 72 20 64 €1 6D &1 67 €5 64 20 42| Llid or daBaged B
o ooe so FrRF ootresoooo [ [ FF 0004051080 0004C500D0 |6F 6F 74 61 62 6C 65 20 70 €1 72 74 €3 74 69 6F| cotable partitio
oo 1003 so  FreF oorressooo [ [ FF 0D04C51290 0004C500E0  |6E 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| nm...............
o0 1004 50 FrFF ootcassooo [ [ FE D0DACS1440 0004C500F0 |00 00 00 00 00 00 0D 00 00 00 00 00 00 00 00 00| .. ..
0004C50100 |00 00 00 DO 00 00 00 DG 00 00 00 00 00 00 0D 00
00 1006 50  FFFF oooBD3Co00 [ [] FF 0004C516B0 0004C50110 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 100C FF FFFF oooacpaoco [ [ FF 0004C513C0 0004C50120 |00 00 00 00 00 00 00 0C 00 00 00 00 00 00 00 00
oo 0004C50130 |00 00 00 00 00 00 00 0C 00 00 00 0C 00 00 00 00
G0 LD i CIECETD GEROYRIADN 0004C50140 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 100E  FF FFFF omicadaono [] [] FF 0004C51CED 0004C50150 (00 00 00 00 00 DO 0O 00|00 00 00 0O 0D DO 0O 00
0004C50160 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| ..
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o0 1010 FF FRFF ooozsz2coc0 [ [ FF 0004C52100 0004C50180 |00 00 00 DO 00 00 00 DG 00 00 00 00 00 00 0D 00
o0 101 e Fere ooiczedooo [ [ I 0004C50190 |00 00 00 00 00 00 00 0C 00 00 00 00 00 00 00 00
0004C50120 |00 00 00 00 00 00 00 0C 00 00 00 0O 00 00 00 00
o0 1012 FF FFFF ooosasoono [ [] FF 0004052520 0004C501B0 |00 00 00 00 00 00 00 00 BF 63 39 C6 00 00 00 01
00 1013 FF FFFF oooastzooo || [ FF 0004052730 0004C501C0 |01 00 06 OF EO SF 20 00 00 00 EO BF 1E 00 00 00
oo 0004C501D0 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 1014 FF FFFF 0CCOCE40C0 FF 0004052940 0004C501ED (00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| .ueeueeaeeeneenn
00 1015 50 FFFF oo1s8rao00 [ [ FF  0004C52850 0004C501F0 (00 00 00 00 00D D0 00 0000 00 00 00 00 00 55 BA| ..............U€
! ! 2 L AR LT .
00 1016 o FFFF ooteacooo [] [ - 52060 0004c50200  [OOIIOONEENEE [00N00N4END0) EaNSA 26 7F E3 74 na..N3uZ.€s =t
o0 1017 50 FrFF ooipescooo [ [ FF 0004C52F70
00 1012 50 FRFF ootFT4coce [ [ FF 0004€53130
o0 13 FF FRFF ooi3ssoooo [ [ FF 0004053390
oo 1o1a 50 FRFF ootspeooso [ [] FF 0004053540
o0 1018 50 FFFF oo1zp2o0000 (] [] FF  0004C537B0
00 fo1c 50 FRFF oooscs4oco [ [ FF 0004C533C0
o 101D 50 FFFF ooos3ooooo [ [ FF 0004C53BD0
o0 101E 50 FFFF ooossasooo [ [ FF 0004C53DE0
o0 101F 50  FFFF oooeascooo [ [] FF 0004CS3FFO
00 1020 50 FRFF ooosetzoco [ [ FF 0004€54200
o 1021 50 FreeF ootecocoso [ [ FF 0004054410
o0 1022 50 FRFF ootoacose [ [] FF 0004054620
o0 1023 50 FFFF oot41ceooo (] [ FF  0004C54830
o0 1024 50 FRFF ooteeesoco [ [ FF 0004C54440
oo 1025 50 FrFF ooiceroooo [ [ FF 0004C54C50
& n P - e menanmannn mr ol e emmeeearen ul
Position 0x0 from 0xB00 Position 0x0 from D:3FF Address: 80019456 Selected:
Last active selection: address 80019456 selected
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There are some other blocks beyond the range of data blocks, they are system and invisible
outside interface. In one of those blocks we can find a fragments of file system’s metadata, in
particular - FAT folder. This FAT folder contains file record of “ELPIDA.MDB” and “ELPIDA .LDB”
files. It proves existence of the stolen files on suspect’s device.

o= wisual Nand Reconstructor - 0 -

Navigator Dump viewer Hex viewer Structure viewer
1S/

i =

il | (| &
— | =) —J =

Hex | Bitmap |Structure | Records Save

view | view | view | view all
i Pair 0 X%
Block markers Page markers 00 01 02 03]04 05 06 0708 08 0A 0B[0C 0D OE OF » Plane » Bank » Block » Page » Dataarea » Entry »
Bank LBN Header Test2 Address LB REB LPN  Address 002310840 20 20]10]00 1E 2C 98
01 138 S0 FFFF 0D3ECT0000 « 4 0002310000 - (0002310830 00 00
o s e e oom E E e s 002310860 00 1E 2C 98 =5 | Filename (ES - deleted: 00 - unallocated) (1) Flane 1107236236 a5 Plane
5450000 002310870 00 00 - - Bank 553648128
01 13AB 50  FFFF 002834000 [ [] FF 0002310420 002310880 Block 540672 as Black
002310890
0 13aC  FF FFFF o02EB24000 [ ] [] FF 0002310630 o oeae —| Fitename m) Page 528 as Page
01 13D FF  FFFF 00234gco00 [ ] [] DO 0002310840 0023108B0 0] 03 5 o [ Data area 512
01 13%E  FF FFFF oozcieoooo [ [] D1 0002310450 ggggig:gg 00232C95 Entry 2
01 13AF 50  FFFF WEDAWE g Dz 0002310C60 002310BE0 002? zzoo . =#| Extension (3) Spare area 16 I
01 1380 FF  FFFF 002D634000 D3 0002310ET0 002310870 m.4.b...A%. 0208
002310800 Len P EL e . @ EI ECC 0
0 1381 FF FFFF oo3F21c000 [ [] D4 0002311080 T S
002310810 *.J. .elTLL V.8 resenved space 10
01 1382 FF  FFFF 003p9E0000 [ [] D5 0002311290 002310920 .T€%," ~1MDB . .0 =5| File attributes (1) o N
Ti q . I ilename
01 1383 FF  FFFF 0034878000 [ ] (] D6 0002311440 002310930 | | Br)<. V)<L T f
002310840 00 88 FF FF| B..N.d.b.. ISR R ] File size +
01 1384 FF  FFFF 0024414000 ] [] D7 0002311680 002310850 FF FE ARAEARAZAR
o1 1385 FF FFFF oo3ssocooo [ [ DO 00023118C0 002310960 ooaa 403 .'.H."‘.mf'. 52 =5 | reserved space 10) Extension 3
002310870 7. .l Tl Vel File Datestamp 2
01 1386 FF  FFFF 0026724000 [ ] [] D1 0002311AD0 202310880 TEE 2MDE . ar 12-21 10|
01 1387 FF  FFFF 0030380000 [ [] D2 0002311CED 002310890 T80 D7 -:fc..qSf<n .BU. File Timestamp 2
( ! [00 EE 30 00| B:.R.i.i. ile Ti st fi
01 1388 FF  FFFF 0031a94000 [ | [] D3 0002311EF0 002310320 L £-8.1.1.2 EIF””""““’""EZJ First file cluster num 2
0023108B0 00 00 1.0...x.1. .
o1 1389 FF FFFF oo3spooooe ] [] D4 0002312100 0023108C0 00 OC 68 95| BUE, 20108LS .Ehu 2-23 2 LBN 2 I
o1 13BA FF  FFFF 003D6cao00 [ ] [] D5 0002312310 002310800 XN 73 <..k Be3..Ve. test1 2
00Z3108E0 00 58 64 00| BY.e. ...1. = File Datestamp (2)
01 1388 50 FFFF 003D9scoo0 [ [ D6 0002312520 0023108F0 FF FT b...REARAR File attributes 1
[0 oo 100 52 FFFE ooo1BD8000 [ ] [ D7 0002312730 002310800 .E.l.p.i.d @ EI Filename [ES - deleted; 00 - unallocated) 1
002310810 .2.0.0.2..
[] oo 1041 52 FFFF 0002310000 [ ] [] FO 0002312940 002310820 ELPIDA~1LDB .Isg j‘=9 First file dluster num 2] Header 1 I
[ oo 1065 52 FFFF oo17760000 [ ] [] F1 0002312850 002310230 00 00 J<IC. . 3qd<r s P |
O oo 1o sz Fere oorrassoo ] [ F2 0002312DE0 002310840 FD 2F EF BE 00 00 Az 2B FA B2 F9 16 B2 E7 28 9C o/ns..V+uID.Is(H 26 - 27] 2
[J oo 1309 so0 Frre ooiseodooo [ ] F3  0002312FT0 =] File size )
[] oo 3mps  so  FFFF oooesecooo [ [ F4 0002313180 - -
[] oo FFFF 4D FFFF 0000528000 [ | [] F5 0002313330
[J oo fFrFF 50 FFFF ooozepcooo [ ] F& 0002313540
[] oo FFFF FF  FFFF ooocs7cooo [ | [ F7  DD023137B0
[] oo FFFF FF FFFF 0011568000 || [ ] F8 0002313900
[] oo FFFF FF FFFF 0013690000 || [ ] F9 0002313600
[ oo FFFF 4D FFFF o015E1C000 [] [] FA  0002313DED
[J oo rFeF FF FFFF o0209dcooo [ [] FB  0002313FF0
[ o1 1380 52 FFFF poz7essooo [ [ FC 0002314200
[0 o1 FreF 4D FRFF o021630000 [ [] FD 0002314410
[ o1 FFFF 4D  FFFF 0O02EF24000 | [] FE 0002314620
[0 o1 e FF FFFF o030cas000 [ ] B FF 0002314830
[] o1 Frre FF FFFF D033F30000 [ [] DO 0002314540
[J o1 e FF FRFF o003513c000 [ [] D1 0002314C50
Il e ———— e rree amsmaamnan 1 T & mA AAAseLsEsa E
Position 0x7B1 from 0x200 Pasition 0x4 from 0x3FF Address: 36767808 Selected: 0
Last active selection: address 36767808 selected ol|

ruScllum




In another copy of the page we can even see the history of file creation and modification. The
blocks that contain pages with different versions of data are called “LOG block”, because they
keep LOGs of data modification. In this page we can see that time stamp of “ELPIDA.MDB” was
changed.
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Dump viewer

Hex viewer Structure viewer

|

Hex | Bitmap |Structure | Records Save

view | view view

Block markers Page markers
Bank LBN Header Test2 Address LE RB LPM  Address
01 13a8 50 FFFF oo3ecoooo ] [ ~ | 4E 0002310000
01 1388 FF  FFFF 0028488000 [ ] [ ] FF 0002310210 E
01 13AB 50 FFFF 0028A34000 (] [ FF 0002310420
0 13aC  FF FFFF o02EB24000 [ ] [] FF 0002310630
01 13D FF  FFFF 00234gco00 [ ] [] DO 0002310840
01 13%E  FF FFFF oozcieoooo [ [] D1 0002310450
01 134F 50 FFFF 003DAedo00 [ [] D2 0002310C60
01 1380 FF  FFFF 0020684000 [ ] [] D3 000Z310ET0
0 1381 FF FFFF oo3F21c000 [ [] D4 0002311080
01 1382 FF  FFFF 003p9E0000 [ [] D5 0002311290
01 1383 FF  FFFF 0034878000 (] [ D6 0002311440
01 1384 FF  FFFF 0024414000 ] [] D7 0002311680
01 1385 FF  FFFF oo3aBocooo [ [] DO 00023118C0)
01 1386 FF  FFFF 0026724000 [ ] [] D1 0002311AD0
01 1387 FF  FFFF 0030380000 [ [] D2 0002311CED
01 1388 FF  FFFF 0031A%4000 [ ] [] D3 000Z311EFD
01 1383 FF  FFFF 0038000000 [ ] [] D4 0002312100
01 1384 FF  FFFF 003D6ce000 [ ] [] D5 0002312310
01 1388 50 FFFF 003D9scoo0 [ [ D6 0002312520
[0 oo 1000 s2 FFFF oooiBDso00 [ | [ D7 0002312730
[] oo 10#1 52  FFFF 0002310000 [ | [ ] FO 0002312940
[0 oo 1065 52 FFFF 0017760000 | [] F1 0002312650
[0 oo 1077 52 FFFF 0017423000 [ [] F2  0002312DED
[] oo 1308 so  FFFF op15BO4o00 [ | [ F3  0002312F70
[] oo 3mps  so  FFFF oooesecooo [ [ F4 0002313180
[] oo FFFF 4D FFFF 0000528000 [ | [] F5 0002313330
[ oo FFFF 50 FFFF oo02CDCo00 [ [] F& 0002313540
[] oo FFFF FF  FFFF ooocs7cooo [ | [ F7  DD023137B0
[] oo FFFF FF FFFF 0011568000 || [ ] F8 0002313900
[] oo FFFF FF FFFF 0013690000 || [ ] F9 0002313600
[ oo FFFF 4D FFFF oD15E1CO00 [ [] FA 0002313DED
[] oo FFFF FF  FFFF oD2094con0 [ | [ ] FE  0002313FF0
[ o1 1380 52 FFFF poz7essooo [ [ FC 0002314200
[] o1 FFFF 4D FFFF 0021630000 | [] FD 0002314410
[ o1 FFFF 4D  FFFF 0O02EF24000 | [] FE 0002314620
[] o1 FFFF FF  FFFF oD30CRS000 [ | [ ] FF 0002314830
[] o1 Frre FF FFFF D033F30000 [ [] @ DO 0002314540
[] o1 FFFF FF FFFF o03513c000 | [] . | D1 0002314C50
Il e ———— e rree amsmaamnan 1 T mA AAAseLsEsa

Pasition 0x7B1 from 0x200

Last active selection: address

view

all

Pasition 0xC from Ox3FF

36772032 selected 0|

Visual Nand Reconstructor

L pair 0 X
00 01 02 03[04 0708 09 oA 0B 0C 0D OE OF B » Plane » Bank » Block » Page » Dataarea » Entry »

002311800 20 20]10]00 1E 2C 98
0023118D0 00
002311REQ 00 1E 2C 98 = | Filename (ES - deleted 00 - unallocated) (1] Flane 1107296256 as Plane
0023L1EFQ 00 00 - - Bank 553648128
002311800 Block 540672 as Block
002311810
002311920 =%/ Filename (7) Page 528 as Page
002311830 03 Bs5 Data area <1 [EDataared
002311840 00 23 2C 98| ELPIDR-1MDB .4, 4 4
002311850 DE_ ErJ<. . ErJc(..BH. Entry 32
002311860 ! B o.T.E.3.T...f.. =| Extension (3) Spare area +
002311870 M.d.b...AZ. . AZAR
002311880 Lo m . TH. @ EI ECC 0
2311850 osmsgs| . cr e _ resened space 0
00231180 »"€%,"~1MDB .0 =/ File attributes (1) .
002311880 00 7D Br) <. TV)cu...}. Filename T
0023115C0 ooaarrrr 5..0.d.b.. ISR R ] File size <
0023118D0 AAAAAAAAAA
0023118E0 ooaa ! Ly 03 LeEL P EL =| reserved space (10) Extension 3
002311870 .7, .+l LL.Y.e, File Datestamp 2
002311200 €%, ~2MDB . «r 12-21 10
002311210 80 D7 .if<..qSt<n LBU. File Timestamp 2
002311A20 B Ali.i.2 =5 | File Timestamp (2) First file cluster num 2
002311230 1.0...x.1. .
002311840 00 oC 68 75| BUE,2010%LS .Ehu 223 2 LEN 2 I
002311830 A2 63 7; <..k B<3..¥e. test1 2
002311860 00 58 64 00| BY.e. ...1. = File Datestamp (2)
002311270 FF FF D...AZARAR File attributes 1
002311280 -E.1l.p.i.d [24-25 2 Filename (ES - deleted; 00 - unallocated) + I
002311890 03 Bs_ .2.0.0.2..
002311220 ELPIDA~1LDB .Isg =/ First file cluster num (2) Header T —
002311ZB0 00 00 J€J€. .20T€% e nn. LPH 1

002311AC0 FD 2F EF BE 00

73 B1 8E F& 27 40 43 4C C8

2/ns. .uslBn’ @CL

Bm (32

@ File size [4)
-3 [ 4

Address: 36772032 Selected: O

ruScllum



There are several copies of page with file system’s metadata. In this version we can see that

timestamp of “ELPIDA.LDB” was changed.

Visual Nand Reconstructor

Dump viewer Hex viewer Structure viewer

-

— | =
Hex | Bitmap |Structure | Records  Save
view | view | view | view all

* Plane * Bank » Block » Page » Dataarea * Entry »

Filename (ES - deleted: 00 - unallocated) (1)

Filename (7}

Extension (3]

File attributes (1)

reserved space (10)

File Timestamp (2)

]

First file cluster num {2)

File size [4)

Plane 1107296256 as Plane
Bank 553648128

Block 540672 as Black
Page 523 as Page
Data area =12 [as Data ared
Entry 32

Spare area 16 [N
ECC 10

reserved space 10

Filename 7

File size + I
Extension 3

File Datestamp 2

File Timestamp 2

First file cluster num 2

LBN 2 I
testl 2

File attributes 1

Filename (ES - deleted; 00 - unallocated) 1
Header 1
LPN 1

i Pair 0
Blodk markers Page markers 00 01 02 03/04 05 06 0708 09 0A 0B|0C 0D OE OF
Bank LBN Header Test2 Address LE RB LPM  Address 002314240 20 20 20 20 20 20 20 20]10]00 1E 2C 98 R -
01 1389 50 FFFF 003eC7o000 [ [] ~ a6 ooozztoooo  ~ fl|Doo2314m50 3h]27 08 i
002314160 20 20]10[00 1E 2C 98 cees
01 13AA FF  FFFF 0028488000 [ ] [] FF 0002310210 E 003314870 EM00 o0 Eimi..—"mi.ols
01 13AB 50 FFFF 0028A34000 (] [ FF 0002310420 002314280 6D DOJOF |00 18 64 00| BY.®. ...m....d.
01 13AC  FF FFFF oozes24000 [ ] [] FF 0002310830 ggz:i:ﬁg EE 88 gg S - hé'i"””"g"”"”
’ .p-i
01 13D FF  FFFF 00234gco00 [ ] [] DO 0002310840 002314280 200 00 z.0.0.2..
01 13%E  FF FFFF oozcieoooo [ [] D1 0002310450 002314AC0 4 42[20100 23 2C 98| ELPIDA-1MD3
002314AD0 Cl28 08 BrJ<. Erde(..BH.
01 134F 50 FFFF 003DAedo00 [ [] D2 0002310C60 002314AE0 % 00TOF|00 27 2E 00
01 1380 FF  FFFF 0020684000 [ ] [] D3 0002310ET0 00Z314RF0 EF]00 00
002314800 95 03|0F |00 27 B4 03
0 1381 FF FFFF oo3F21c000 [ [] D4 0002311080 002314810 SR o0 o0
01 1382 FF  FFFF 003p9E0000 [ [] D5 0002311290 002314820 44 42]20]00 07 30 98
01 1383 FF  FFFF 0034878000 [ ] (] D6 0002311440 002314830 i
002314B40 00 DOJOF |00 88 FF FF
01 1384 FF  FFFF 0024414000 ] [] D7 0002311680 002314B50 FF[00 00 ARRARRAZAL.
01 1385 FF  FFFF oo34socooe [ [] DO 00023118CO 002314B€0 95 03[0F[00 88 B4 03 . "-mf
00Z314B70 03]00 00 o
01 1386 FF  FFFF 0026724000 [ ] [] D1 0002311AD0 202314880 14 422000 2B F2 4D| . &%, ~2MDE . ol
01 1387 FF  FFFF 0030380000 [ [] D2 0002311CED 002314890 SC[EB 20 .7P<. .qSt<n L BU.
002314BR0 32 DOJOF |00 EA 30 00| A& A.i.i.2...x0.
01 1388 FF  FFFF 0031A%4000 [ ] [] D3 000Z311EFD 002314880 Sl o0 o0 et
01 1383 FF  FFFF 0038000000 [ ] [] D4 0002312100 002314EC0 4C 53[20[00 oC 68 75| EUE,2010XLS .Eny
o1 13BA FF  FFFF 003D6cBoo0 [ [ D5 0002312310 002314BD0 2C133 02 7i <.k Be3..ve.
00Z314BEQ 6C DOJOF |00 58 64 00| BY.e. ...1...Xd.
01 1388 50 FFFF 003D9scoo0 [ [ D6 0002312520 00Z314BF0 FF00 00 ARRA
[J oo 1000 s2 FrrF oooteosooo [ [] D7 0002312730 002314C00 64 0D0]|OF]00 58 61 00 X;
002314C10 00]00 00 IS N
[0 oo wonn s eeee oooearoooo [ [ FO 0002312840 002314C20 3 44 43[30(00 48 FC 71| ELPIDA-~1LDB .Ing
[J oo 1065 s2 FreF oot7760000 [] [] F1 0002312650 002314C30 0 3C[3E 02 J¢I<. Erdes. Q...
O oo 1o sz Fere oorrassoo ] [ F2 0002312DE0 002314C40  FD 2F EF BE 00 0 C Co E9 C4 8R 9C BC 48  o/ns..«n|HalEBjHE
[] oo 1308 so  FFFF op15BO4o00 [ | [ F3  0002312F70
[] oo 3mps  so  FFFF oooesecooo [ [ F4 0002313180
[] oo FFFF 4D FFFF 0000528000 [ | [] F5 0002313330
[J oo fFrFF 50 FFFF ooozepcooo [ ] F& 0002313540
[] oo FFFF FF  FFFF ooocs7cooo [ | [ F7  DD023137B0
[] oo FFFF FF FFFF 0011568000 || [ ] F8 0002313900
[] oo FFFF FF FFFF 0013690000 || [ ] F9 0002313600
[ oo FFFF 4D FFFF oD15E1CO00 [ [] FA 0002313DED
[J oo rFeF FF FFFF o0209dcooo [ [] FB  0002313FF0
[ o1 1380 52 FFFF poz7essooo [ [ FC 0002314200
[] o1 FFFF 4D FFFF 0021630000 | [] FD 0002314410
[0 of FFFF 4D FFFF o02EF4d000 (] ] FE 0002314620
[0 o1 e FF FFFF o030cas000 [ ] B FF 0002314830
[] o1 Frre FF FFFF D033F30000 [ [] | bo  ooo2314840|
[J o1 e FF FRFF o003513c000 [ [] D1 0002314C50
Il e ———— e rree amsmaamnan 1 T & mA AAAseLsEsa E
Position 0x7B1 from 0x200 Pasition 0x24 from 0x3FF | Address: 36784704 Selected: 0
Last active selection: address 36784704 selected ol|

ruScllum



In the latest versions of the page we can see that eventually files related to ELPIDA database
were deleted. File recovery is not possible in this case, but the trace, the fact that this file was
existing on device proves that files were actually stolen.

01F| =P @P

Mavigator Dump viewer Hex viewer Structure viewer
l1a) | /&)

L & | | S J

Hex | Bitmap |Structure | Records Save

Visual Mand Reconstructor - o -

view | view | view | view all
i Pair 0 X%
Block markers Page markers 00 01 02 0304 05 06 07|08 08 OA 0B|0C 0D OE OF » Flane » Bank » Block » Page » Dataarea » Entry »
Bank LBN Header Test2 Address LE RB LPM  Address 002316E40 20 20 20 20 20 20 20 20 20]10]00 1E 2C 98
01 13a3 50 FFFF oo3ecroooe [ [] < F4 o0p2313180  ~ f(0002316B50  [8A 3R oA 3R 00 00 [2D008 3R 00 00 T ———— Plane 1107296256 as Plane
002316560 2E 20 20 20 20 20 20 00 1E 2C 98 - ;00 -
01 13A4  FF FFFF oozs4esoo0 [ ] [] F5 0002313390 002316870 |95 3A 8R 3R 00 o0 [HEIIE 00 00 E . Bank 553648128
01 134B 50  FFFF 0028A34000 [ ] [] F6 00023135A0 E 002316880 1 03 A9 03 20 00 2E Block 540672 as Block
002316890 (62 00 00 00 FF_FF|FEFE EF FE |
01 13AC  FF  FFFF 0DZEB24000 F7 0002313780 )
oo 002316B20 45 00 6C 00 70 00 69|00 64 0O . =| Filename (7) Page 525 as Page
01 13aD  FF FFFF oo23ascooo [] [] F8 0002313900 002316BBO (20 00 32 00 30 00[30/00[32 00]00 00 03 Es] . iz 7 Data area =12
o1 134 FF FFFF oo2cisocco [ [] F9  00023138D0 002316BC0 4C 50 49 44 41 7E 4D 44 42[20|00 23 2C 98| ELPIDA~IMDB .4, 4 4
oo 0023166D0  (9A 3R B3 3C 00 00[ES A3 3C[z28 90 DB_ B:J<. . Erd<(..BbH. Entry 2
01 13AF 50 FFFF 003DAG4000 FA  0002313DE0 002316BE0 20 DO 74 00 65 00 00 27 2E 00| B .t.e.3.T...'.. =>| Extension (3] Spare area 16 I
01 1380 FF  FFFF oo2pss4o00 [ ][] FE  0002313FF0 002316BF0 (6D 00 64 00 62 00 ][00 00 FF FF T,d.b... AR AEAR :ﬂ ol :|3
01 1381 FF  FFFF oo3r21coo0 [ ] [ FC 0002314200 002316000 L SreETm ‘E- - Eec "
002316C10 (95 03 B3 03 20 0095103 03 B9 | .J. LelT...Y.B reserved space 10
01 1382 FF FFFF 003D9E0000 | [] FD 0002314410 002316C20 92 88 89 84 92 JE 31 ,,’€‘;,,’_-_-1MDB --0 =% | File attributes (1) )
o1 1383 FF FFFF oo34a7acce [ [ FE 0002314620 oozsiecso |92 3K 29 5C 00 00[EETSE 00 7D s < TV can. ). -l [ Fitename i
002316C40 E 00 6D 00 64 00 62|00 00 00 00 88 FF FF| B..N.d.b.. i =1 1 File size 4
01 1384 FF FFFF oo2a4t4000 [ [] FF 0002314830 002316C50 |FF FF FF FF FF FF [ERVEEIFE FE]00 FF_FF_ ARARARARAR
o1 1385 FF FFFF op34Bocooo [ ][] DO DD02314A40 002316C60 5 03 A4 03 99 03 98 00 88 B4 03| .e.m.™.p.- =5 | reserved space (10) Bxtension 3
oo o02316c70 (85 03 B3 03 20 00[895103 03 Bg | L SRS P - File Datestamp 2
01 1386 FF  FFFF 0026724000 D1 0002314C50 202316080 92 B8 50 84 52 1E 32 TEE 2MDE . ar 12-21 10|
01 1387 FF  FFFF 0030380000 [ [] D2 00DZ314EED 002316C90 |04 3B 83 3C_00 007153 80 D7_ .:h<..qSP<n LBU. D File Timestamp 2
002316CR0 Bl 03 CO 03 BF 03 B3 By B.i.i.2 = | File Timestamp (2) First file cluster num 2
01 138 FE o FeFE oo31asao0o [] [ E— 002316CB0 (31 00 30 00 2E 00 [781100 00 00 1.0...x.1. .
o1 1389 FF FFFF oo3spooooe ] [] D4 0002315280 002316CC0 F 8E 82 32 30 31 30 00 OC 68 95| BUE, 20108LS .Ehu 2o [ 4 LBN 2 I
o1 138A FF  FFFF 003Decaooo [ | [ D5 0002315430 002316CD0 A 93 3C 00 00[6B B0 B2 63 7: <..k Be3..Ve. test1 2
00Z316CED 1 03 B9 03 20 00 2E 00 58 64 00| e¥.e. ...1. = File Datestamp (2)
01 1388 50 FFFF 003D9scoo0 [ [ D6  0D023156A0 a0zatecra 6z Bo 00 0o FF FF|FEIEE FF FT b...REARAR File attributes 1
[0 oo 100 52 FFFE ooo1BD8000 [ ] [ D7 0002315880 002316D00 5 00 6C 00 70 00 69 eE.l.p.i.d @ EI Filename [ES - deleted; 00 - unallocated) 1
0 oo cozstenio Nl2o o 32 00 30 o0[30700] 03 A5 -2.0.0.2..
00 ) 04 7 s e 000231 00N, DO 0002315AC0 002316D20 C 50 49 44 41 7E 31]4C eLPIDA-~1LDB .Ing =o| First file dluster num (2) Header I
[J] oo 1065 52 FrFF ooi77enono [ [] D1 0002315CD0 002316D30 C A3 3C 00 o0[B8 92|53 J<I<. .Erd<>. Q... LPH |
O o wm 52 FeFE oo oo T — 002316D40  FD 2F EF BE 00 00 86 44 43 F2 F7 D9 80 AD AR B3 o/ns..tDCrully.€E 26 - 27] 2
[] oo 1308 so  FFFF op15BO4o00 [ | [ D3 00023160F0 =/ File size (4)
[] oo 3mps  so  FFFF oooesecooo [ [ D4 0002316300 - -
[0 oo FFFF 4D  FFFF 0000528000 [ ] [] D5 0002316510
[ oo FFFF 50  FFFF oo02cDCo00 [ [ D6 0002316720
[1 oo rreF FF FFFF oooCSTCODD [ ][] D7 0002316930
[] oo FFFF FF FFFF 0011568000 || [ ] DO 0002316640
[0 oo FreF FF FFFF 0013890000 [] [] D1 0002316D50
[ oo FFFF 4D FFFF o015E1C000 [] [] D2 0002316F60
[1 oo FreF FF FFFF oD2094c000 [ ] [] D3 0002317170
[ o1 1380 52 FFFF poz7essooo [ [ D4 0002317380
[0 o1 FreF 4D FRFF o021630000 [ [] D5 0002317590
[0 of FFFF 4D FFFF o02EF4d000 (] ] DE 0002317740
[0 o1 e FF FFFF o030cas000 [ ] Bl D7 0002317960
[] o1 rFrFE FF FFFF o033F30000 ] [] FF 0002317BCO
[0 o1 FreF FF FFFF 003513c000 [] [ FF 0002317DDO
[l £ - e rree amsmaamnan 1 T & — AnARmamEma E
Pasition 0x7B1 from 0x200 Position 0x34 from Qx3FF | Address: 36783152 Selected: O
Last active selection: address 36793152 selected ol|

ruScllum




It is known fact that NAND Flash storage devices do not erase data when it's
deleted, during a period of time (until garbage collection algorithm eventually

does it).

As we have just proven, chip-off data extraction and analysis is the only way to
find 100% of user's data or data traces on flash device

This method is applicable for working and heavily damaged (non-working) flash
devices that utilize NAND memory.
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