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CHIP-OFF DATA RECOVERY FROM FLASH MEMORY DEVICES
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RAW NAND AND EMMC CHIPS USED IN PHONES AND OTHER DEVICES
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RAW NAND
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APPLICATIONS OF EMMC CHIPS

* SMARTPHONES

* TABLETS

* LAPTOPS

* VOICE RECORDERS

* CAMERAS

* MULTIMEDIA PLAYERS
* TV DECODERS

* INTERNET OF THINGS

...AND MUCH MORE...
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EMMC PROTOCOL

INSIDE EMMC

ruScllum

CONTROLLER

NAND PROTOCOL

NAND MEMORY
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WHEN EMMC CHIP DAMAGE OCCURS

 WATER DAMAGE

* THERMAL DAMAGE

* PHYSICAL DAMAGE

 DAMAGE OF TRACKS/PADS ON CHIP’S PCB
* DAMAGE OF WIRE BONDING INSIDE CHIP

* HUMAN FACTOR DURING DATA RECOVERY
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SYMPTOMS OF DAMAGED EMMC CHIPS

* NOT RECOGNIZED WHEN CONNECTED TO EMMC ADAPTER

* RECOGNIZED BUT SHOWS WEIRD CAPACITY

* RECOGNIZED AND FIRST 32-64MB ACCESSIBLE

* RECOGNIZED BUT READS GARBAGE
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SO HOW TO EXTRACT THE DATA OUT OF DAMAGED EMMC CHIP?
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DELAYERED EMMC CHIP
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EMMC CHIP STRUCTURE

NAND MEMORY

CONTROLLER
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TECHNOLOGICAL PADS - NAND INTERFACE
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NAND PINOUT ANALYSIS

* XRAY PCB LAYOUT ANALYSIS WITH FURTHER WIRE BONDING ANALYSIS
OF NAND AND CONTROLLER

* NAND AND CONTROLLER PINOUT ANALYSIS THROUGH PCB LAYER
REMOVAL

* CLASSIC “MAN IN THE MIDDLE ATTACK” USING LOGIC ANALYZER
CONNECTED BETWEEN CONROLLER AND NAND MEMORY
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NAND PINOUT ANALYSIS. XRAY
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LAYER 1 (TOP)

NAND PINOUT ANALYSIS. LAYER DISSECTION
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NAND PINOUT ANALYSIS. LAYER DISSECTION — LAYER 2 (INNER)
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NAND PINOUT ANALYSIS. LOGIC ANALYZER
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SCENARIOS OF FAILURE

NO SHORT CIRCUIT ~80-90% SHORT CIRCUIT ~10-20%

FW CORRUPTION

CONTROLLER DAMAGE DUE TO OVERHEAT

WIRE BONDING DAMAGE

UNKNOWN COTROLLER DAMAGES
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SHORT CIRCUIT IN CONTROLLER. CONTROLLER DISCONNECTION. EASY CASE

S —

e
&€ e

YT 5 |

Xy : l

T,

&L
o

000 60060000
900

X X N N NN N N N N
P00PHOCOGOP2O00
0900 O0COPCOOOQO

ok 111 I!:

W)

v

!

i

Sudinun

-4

7R i innm « 44

"%9

s -
-

L
L
[
|
L
L
Ld
]
]
]
B
[ |
L
&
L]
LS
L3
]
]
]
i
(1]
27
L.z
»
.
™
]
.
i

g & =

Techno Security &
Digital Forensics
Conference



SHORT CIRCUIT IN CONTROLLER. CONNECTING TO SECOND LAYER OF PCB. HARD CASE
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EMMC-NAND ADAPTERS

VISIT BOOTH 108 TO SEE ALL
ADAPTERS AND TECHNOLOGY IN ACTION
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CONNECT CHIP TO READER
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VISUAL NAND RECONSTRUCOR — THE NEW MODE FOR EMMC-NAND ACCESS
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ADAPTER ASSEMBLY

&~ Visual Nand Reconstructor - eMMC-NAND - X

-

NAND eMMC X EESRUTTSTETd

eMMC parameters

Model: THGBMBG7D2KBAIL
Vendor: Toshiba

HOO OV NAND ID: 98DE949376
Crystals: 2

Capacity: 16 GB

Adapter assembly

PCB Frame Assembled adapter
Toshiba BGA 169 #1 (PCB 1) Toshiba BGA 169 #1 (11.5x13)

Socket
Toshiba BGA 169 #1

Back I | Next
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RAW NAND PHYSICAL IMAGE EXTRACTION

= Visual Nand R
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ERROR CORRECTION CODES IN FLASH MEMORY
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DATA SCRAMBLERS OF FLASH CONTROLLERS

LFSR-BASED GENERATOR
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LOGICAL IMAGE RECONSTRUCTION
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Messages
s H & B
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Export Save Find  Find
next

Data extraction (Data area 0)
gj Messages (21)
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Messages summary X EJNERHT

‘Group by: None v

H: Data area 0

* Workspace

SQLITE CARVING AND DATA ANALYSIS
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SMS

13 n sms
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Position 1 from 21

Folder

Inbox

Sent

Inbox

Sent
Inbox

Sent

Inbox

Inbox

Inbox

Sent

Inbox

Inbox

Inbox

Sent

Inbox

Inbox

Y Timestamp (UTC+0) V/

24/12/2013 16:50:41

24/12/2013 16:42:21

24/12/2013 16:50:41

24/12/2013 16:42:21

24/12/2013 17:22:29

24/12/2013 16:42:21

24/12/2013 16:50:41

24/12/2013 17:22:29

24/12/2013 16:50:41

24/12/2013 17:23:03

24/12/2013 16:50:41

24/12/2013 17:31:14

24/12/2013 16:50:41

24/12/2013 16:42:21

24/12/2013 17:23:25

18/01/2014 13:22:04

From

+4850589

+48505893

48506463

+4850589

+40506463

+48505897

+487058%

4850646

+485058

+485064¢

+485058%

v To A\

Zdrowia, szcze{cia, pomysinosci,

nie polykaj z karpia osci,

nie jedz bombek, Nie pal siana,

jedz pierogi, lep balwana,

a w sylwestra, pij do rana!!Zyczy Lukasz

+4866724 Dziekuje bardzo, oraz z mojej strony najserdeczniejsze zyczenia:)

Zdrowia, szczescia, pomysinosci,

nie polykaj z karpia osci,

nie jedz bombek, nie pal siana,

Jjedz pierogi, lep balwana,

a w sylwestra, pij do rana!!Zyczy Lukasz

+4866724 Dziekqje bardzo, oraz z mojej strony najserdeczniejsze zyczenia:)
Co nie zajechales?

+4366724 Dziekuje(bardzo, oraz z mojej strony najserdeczniejsze zyczenia:)

Zdrowia, (szczescia, pomysinosci,

nie polykaj z karpia osci,

nie jedz bombek, nie pal siana,

jedz pierogi, lep balwana,

a w sylwestra, pij do rana!!Zyczy Lukasz

Co nie zajechales?

Zdrowia, szczescia, pomyslnosci,

nie polykaj z karpia osdi,

nie jedz bombek, nie pal siana,

jedz pierogi, lep balwana,

a w sylwestRa, pij do rana!!Zyczy Lukasz

+485064€ Zadzwonig za 10 minut jakos

Zdrowia, szczescia, pomysinosci,

nie xolykaj z karpia osci,

nie jedz bombek, nie pal siana,

Jjedz pierogi, lep balwana,

aw sylwestra, pij do rana!!Zyczy Lukasz

Co nie zajechales?

Zdrowia, szczescia, pomysinosci,

nie polykaj z karpia osdi,

nie jedz bombek, nie pal siana,

Jjedz pierogi, lep balwana,

a w sylwestra, pij do rana!'Zyczy Lukasz

+4866724 Dzié ékuje bardzo, oraz z mojej strony najserdeczniejsze zyczenia:)
Ok

Zdrowia, szczescia, pomysinosci,

nie polykaj z karpia osdi,

nie jedz bombek, nie pal siana,

Jjedz pierogi, lep balwana,

a w sylwestra, pij do rana!!Zyczy Lukasz
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APPLICATIONS OF TECHNOLOGY

* DATA RECOVERY FROM DAMAGED EMMC CHIPS

 RETRIEVAL OF DELETED TEXT MESSAGES, CHATS , ETC. THROUGH NAND PROTOCOL INCLUDING GARBAGE BLOCKS ON
DEEPER LEVEL THAT IS NOT ACCESSIBLE FOR CLASSIC MOBILE FORENSIC TOOLS

More details here:
https://www.flashmemorysummit.com/English/Collaterals/Proceedings/2017/20170808 S102A Sheremetov.pdf

Shortlink: https://go0o0.gl/g84gk)
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https://www.flashmemorysummit.com/English/Collaterals/Proceedings/2017/20170808_S102A_Sheremetov.pdf
https://goo.gl/g84gkJ

VISITOUR BOOTH 108 TO SEE NEW TOOL UNVEIL AND TECHNOLOGY IN WORK
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