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APPLICATIONS OF EMMC CHIPS

* SMARTPHONES

* TABLETS

* LAPTOPS

* VOICE RECORDERS

* CAMERAS

* MULTIMEDIA PLAYERS
* TV DECODERS

* INTERNET OF THINGS

...AND MUCH MORE...
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DIFFERENT WAYS OF IMAGE EXTRACTION FROM DEVICES BASED ON EMMC CHIPS

LOW

DEEP

DEPTH OF ANALYSIS

= STANDARD
=DEEPESTY

LOGICAL EXTRACTION

PHYSICAL EXTRACTION

IN-SYSTEM PROGRAMMING (ISP)

eMMC CHIP-OFF

eMMC-NAND ACCESS

—

F

Image extracted from
phone connected via cable

Image extracted from
eMMC chip

Image extracted from
NAND memory of eMMC chip



CLASSIC CHIP-OFF AND DATA EXTRACTION FROM eMMC CHIP

CLEANING

UNSOLDERING

PHYSICAL IMAGE EXTRACTION
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FLASH MEMORY CHIPS
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EMMC vs RAW NAND CHIP-OFF DATA RECOVERY
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EMMC PROTOCOL

INSIDE EMMC
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CONTROLLER

NAND PROTOCOL

NAND MEMORY




EMMC CHIP STRUCTURE

NAND MEMORY

CONTROLLER
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WHY CARE ABOUT GETTING DATA VIA NAND FROM EMMC?

* DAMAGED EMMC CHIPS

* FACTORY RESET

* ERASED DATA RECOVERY



NAND MEMORY ADDRESSING AND R/W OPERATIONS

« READ PAGE
_ PAGE G
@)
O — PAEGE « PROGRAM (WRITE) PAGE
om .
PAGE « ERASE BLOCK
BLOCK PAGE IS A SMALLEST R/W UNIT
BLOCK IS A SMALLEST ERASE UNIT
PAGE SIZE = 0,5 - 16Kb
BLOCK BLOCK SIZE = 128Kb — 4Mb
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HOW DATA MODIFICATION PROCESS IS SUPPOSED TO WORK IN NAND MEMORY

NAND MEMORY

BUFFER INSIDE CONTROLLER

PAGE
CONTROLLER ~ PAEGE
L Ts
. e
2 - MODIFY DATA — PAGE | _ s
=1 PAGE A e ?X‘P
— 5 = > BLOCK
| . —
:E PAGE i_
]
TTTTTT
BLOCK
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READ PAGES
MODIFY DATA
ERASE BLOCK

PROGRAM (WRITE) PAGES



HOW DATA MODIFICATION PROCESS ACTUALLY WORKS IN NAND MEMORY

NAND MEMORY

BUFFER INSIDE CONTROLLER —
PAGE
CONTRO LLER PAGE OLD UNERASED BLOCK STAYS UNTOUCHED
T —— FOR SOME TIME UNTIL GARBAGE COLLECTION
ALGORITHM ERASE IT. USUALLY IT’S NOT SO FAST
__J__|__|__|._LL__, PAGE PROCESS
1 |
l — —
O PAGE ! 1. READ PAGES
2- MODIFY DATA — | e}
i : ~N BLOCK 2. MODIFY DATA
i :
R
PAGE
— 3. PROGRAM (WRITE) PAGES
|
! Ep
CTTITTT oe~[PAcE
PAGE
PAGE
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LET’S TRY TO EXTRACT SOME DELETED SMS FROM THOSE “OVERWRITTEN” GARBAGE BLOCKS OF eMMC MEMORY VIA NAND INTERFACE

TO MAKE THINGS WORSE LET’S ERASE EMMC CHIP!
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THERE ARE SEVERAL STEPS...

* GAIN ACCESS TO NAND MEMORY OF eMMC CHIP
* EXTRACT PHYSICAL IMAGE OF NAND CHIP
 DECODE PHYSICAL IMAGE TO READABLE FORM

* CHECK IF THERE ARE STILL BLOCKS WITH “REMNANTS” IN THE DUMP
(WE EXPECT TO SEE 0x00 IN THE WHOLE DUMP)

* SCAN DUMP USING SQLITE CARVING ALGORITHM TO FIND DELETED SMS

* ANALYSE RESULTS (WE EXPECT TO FIND NOFHING! USER’S DATA)
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TECHNOLOGICAL PADS - NAND INTERFACE
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NAND PINOUT ANALYSIS

* XRAY PCB LAYOUT ANALYSIS WITH FURTHER WIRE BONDING ANALYSIS
OF NAND AND CONTROLLER

* NAND AND CONTROLLER PINOUT ANALYSIS THROUGH PCB LAYER
REMOVAL

* CLASSIC “MAN IN THE MIDDLE ATTACK” USING LOGIC ANALYZER
CONNECTED BETWEEN CONROLLER AND NAND MEMORY
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NAND PINOUT ANALYSIS. XRAY
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DELAYERED EMMC CHIP
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NAND PINOUT ANALYSIS. LOGIC ANALYZER
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A BUS_NAND |

NAND PINOUT ANALYSIS. LOGIC ANALYZER

.42 ms 842 ms

842 ms

.42 ms

843 ms

843 ms

843 ms

843 ms 843 ms .44 ms

844 mz

WL AETRE R AR
TR U0 EUEL UL L

-

roqr
ﬂ?!!awcl}?ash

Lahel Channel 1 ]

— ] " |
A r == }
_.-'E _ BUS_NAND Flash(NAND Flash) _ .‘“l % 4 Search All Field E| AV
Sample Command Row Address(h) Column / Feature Address(h) Do M D2 D3 D4 D5 D& D7 ASCI(DO-DT) j

98 2.34249ms READ #2(30) ooo4d1z2 ] u]u]a] 51 &F 949 a3 &E ES 93 gD Q...n...

99 RESET (FF) J
100 READ #1(00) 000800 ] u]u]a]

101 READ #2(30) 000800 ] u]u]a] 3B 0n Fa LR 08 43 LB &0 HE s

102 RESET (FF)

103 READ £1{00) 000601 Llafulu]

104 READ $#2(30) 000601 Llalulu] 41 T8 SE ca 15 Ly 70 04 AV....pP.

105 READ £#1{00) 00040R ao0ag

106 BERD #2(30) 00040R ao0ag 4c Cl 0a o3 D3 C4 D5 R7 Lewennnn

107 BERD #1(00) goo412 ao0ag

108 BERD #2(30) goo412 aa0g 51 aF 99 93 6E F5 93 8D Q...n...

109 0 BRERD #1(00) 000413 Q000

110 10.443715ms BERD #2(30) 000413 Q000 a1 DF TE 1B o7 iF 2D E7 -

11 10.92529%ms RESET (FF)

112 10.940395ms RESET (FF) FFFFFF FEEE

113 10.9441%ms RESET (EF) ] ] {ulu] {ulu] 0o 0o a0 00 eeennnns

114 11.04347ms RESET (EF)

115 11.052801ms RESET (FF) FFFFFF FFFF

116

11.

FLSOLITIS




NAND PINOUT
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CONNECT CHIP TO ADAPTER
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VISUAL NAND RECONSTRUCOR — THE NEW MODE FOR EMMC-NAND ACCESS

Select eMMC chip
Select eMMC NAND template.
You can use filter by chip model, vendor or adapter.

Filter ok
Model
A E N RN T3 'T l’ln‘lllxil(l
Vendor - - . : . eocee L
" . . < - =
Hynix : : : : : :‘
S - -4 4 < %
Samsung : 1 : : : :
Sandisk « o oe 10 oe = «
Toshiba et eLO e :é {g:{:{l;llvx 3 -
Others ] X
THGBMBG7D2KBAIL THGBMFG7C2LBAIL THGBMBG6D 1KBAIL
13444t s reeeanent
. . . e
: -4 > -
- > p »
e % -~ ~
1 - o -
® < ~ ~-
a a - ~-
& - -
eMMC NAND adapter
Hynix BGA 162 #1
o ReAIe N KLMAG2GE4A KLM8G2FEJA KMVTUOOOLM
Samsung BGA 169 #1
Samsung BGA 169 #2
Sandisk BGA 169 #1 oo 0
Toshiba BGA 169 #1 eeeeesee b ecssees ¥es
ERELEALER LR . . L
. . : i : o0 *
= - = 4 4 °
. . e ® 00
= - > a - .
= - = a 4 L
o . . it ee
- -~ o. : \
. ™YY . AEAA AL L L L . . .
° -
oo
HIODP32A4JJAC H26M41103HPR SDIN5C2-8G CHINA L
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ADAPTER ASSEMBLY
e~ o

eMMC chip test
Insert chip into reader by means of adapter

Adapter assembly
PCB Frame Assembled adapter
Samsung BGA 169 #1 (PCB 2) Samsung BGA 169 #1 (11.5x13)

osescscssnccsner

Model: KMVTUQDOLM
Vendor: Samsung

Capacity: 16 GB

+ Socket —

Samsung BGA 169 #1

| < Back || Next > |[ Cancel |
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|~

Workspace

W

N-1=1=-1=-1-1-EE =

=

Open
images |=

RAW NAND PHYSICAL IMAGE EXTRACTION

Plugins
Insert area

Skip area

Extract area columns

Element functions

=%

Phy image

(> chipo o o[

@l

Phy image

> Chip1 00>

@

Phy image
[ »Chip2_0 0[ >

Phy image
[ » Chip3_00[ >

@

Pasiti...

15%

Reading durnp from reader...

Chip: Chipl
Port: 0
Crystal: 0

Cancel

Wisual Nand R

JEEIAEAAN \ RN



01010100...0111
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ERROR CORRECTION CODES IN FLASH MEMORY

CONTROLLER
DATA BUFFER PROTECTED DATA
»0[1]0l1]0]1]0]0[.[0]1 0l1 >01010100...01110100
FROM INTERFACE 7'} TO NAND MEMORY

vivd

\ 4

BCH CODER

PARITY




DATA SCRAMBLERS OF FLASH CONTROLLERS

LFSR-BASED GENERATOR

il 1
: CONTROLLER ]
| |
1 1
1 1
1 1
1 1
1 1
| |
DATA l . ! RANDOMIZED DATA
OxBEEFBEEF ! o(+) : » OxSAF810E3
FROM INTERFACE : : TO NAND MEMORY
1 1
1 1
i OxE417AEOC i
1 1
: SEED :
i I T | | i
; s»o0/l1l1/0lo0f{0]1 ]
| |
1 1
1 1
1 1
1 1
1 1
1 1
1 1
L 1
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LOGICAL IMAGE RECONSTRUCTION

- | = Visual Mand Reconstructor

Workspace Plugins
. Insert area
) =

Skip area
Delete Copy Open Remove bad | —
images || Extract area columns |n| 2
Element functions Paositi.

W

‘SoceoEB8888 I
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IMAGE AFTER DESCRAMBLING

REMEMBER WE ZEROED THIS DEVICE? WE EXPECT TO SEE 0x00 IN
EVERY SECTOR/PAGE. BUT WHAT WE ACTUALLY SEE IS A BIT DIFFERENT:

- AFTER 15T ERASE CYCLE ~5% OF BLOCKS WEREN'T ERASED
- AFTER 2NP ERASE CYCLE ~1% OF BLOCKS WEREN’T ERASED

il |7 Visual Nand Reconstructor - HITP3244GDMC_NAND — O
Case Mavigator Hex viewer Bitmap viewer
o1 'j@ & = E J -] Pagesize 8832 5 (;EEI sta: W 130633 5 H 1543 0 1 @
- — =SS n n Pixel size == "\-\.-"1—.- Stop: v 130633 [ 154E| [ = B
Hex | Bitmap | Structure Records Save 5a Shift size 0 Show Show
structure | position | Selected: V 1 H 1

view | wview view view all

= Workspace

View settings

Selection markers

e ot TR A R A e g

0044C4D6E0
0044C4D620
0044C4D6R0
0044C4DaB0
0044C4D6C0
0044C4D6D0
0044C4D6ED
0044C4D6F0
0044C4D700
0044C4D710
0044C4D720
0044C4D730
0044C4D740
0044C4D750
0044C4D7a0
0044C4D770
0044C4D7E0
0044040730
0044C4DTRO
0044C4D7BO
0044C4D7CO
0044C4D700
0044C4DTED
0044C4DTFO
0044C4DEDD
0044C4DELD
0044C4DEZ0
0044C4DES0
0044C4DE40
0044C4DESO
0044C4DERD
0044C4DETO
0044C4DEED
0044C4DESD
0044C4DERD
0044C4DEBO
0044C4DECD

i # ’ . Z A
yte position: 66; Row: 130117; Address: 1149183410 4 |Ill |

0044C4DEDO

9613217706.2(a/]
...PRP°C, P"P»CEC
I.RUP PaClCTPECH

+7951493262
4.2{]_#-.P PaPjP
®C+PeP°.RUP PaCl'
CrE&C]. ... 05R (..

4932624.7{U>...P
PaPjP°C+PeP®.RU
P P3CICIPECIH....
IRE .3 ues)uunn
.3

.+79514982624.7{
U<T.F PaPjP°C#Pe
P*.RUP PaCICIP&EC

+795149826
24.72{QME.H.P PaP
JE°C+PeP®.RUF Ps
CrCTPECI. .. .11?5s

063075389.7[01a.
RUP PsCICI'PECH.T
BS..%....

78514532624, 7 [N’
E.c.P PsPjP°CiPe
P®.RUP PaCI'CTPEC

Address: 1153750675 Selected: O

I— SD[ m E Event 10g explorer
U U Last active selection: address 1153750675  selected




SMS CARVING

THE MOST INTERESTING PART. ARE THERE REALLY ANY MESSAGES?

i~ Visual Nand Reconstructor - HSTP32A4GDMC_NAND — O b
File system parser &
= o [ =l [—
= B w9 ﬁ’J ==
N B e B &
Check Save Check file = Create unallocated | Android data = SQlite
headers selected system data dump extractor carver

E=r_‘gData ECREd © Workspace

[=1Dump

| =ipump | First sector : O sectors

Length : 2382608 sectors

Data extraction n

Actual data | Carver/Deleted data
® SMS

Source

Dump

Dump

Data partition
DE files

ruSolum

E Event log explorer
Last active selection: address

1153750675 | selected 0|




RAW CARVING RESULTS

i || 7 Visual Nand Reconstructor - HITP32A4GDMC_NAND — O *
Case SMS carver &
1T
Export Data Remave

to excel transfer unselected

SMS carver ¥ fi- Log image @ * Workspace

|Groupbr. Mone _||Findrepeat: Phone - '~§|

Phone "7 Timestamp [UTC+0) "17 Status "17 Folder "17 Message "? Algarithm

406 el60H Read/Sent Inbox 7709 cHoBa noaewaca & ceTh 08/06/2013 B 17217, Bol MoXeTe NOIBOHWTE emy, = 79289900052} 6t0% Carving algaorithm 41
Q@ eAboHe Read/5Sent Inbox 709 cHoea noaewnca & ceTk 08/06/2013 & 17:17, Bol MOXKETE NOIECOHWTE My, = 79289900052} et0% Carving algorithm 42
+79239037709 8/8/2013 1:17:45 FM Read/5ent Inbox  ABoHeHT +78283037709 cHoga noAsunca B ceTi 08/06/2013 & 17:17, Bol MOXETE NOZBOHKUTE emMy, Carving algorithm 43
+79514982624 Read/Sent Inbox  3ToT aBOHEHT NuITanca Bam No3B0HWUTE Carving algorithm 20
79514382624 Read/Sent Inbox  @TOT aBOHEHT NuITanca Bam No3BoHWTE= Carving algorithm 21
+79514932624 6/8/2013 %:58:18 AM Read/5ent Inbox  3TOT a60HEHT NuiTanca Bam NnoseoHWTE Carving algorithm 43
“LiderRosto Unread/Unsent Inbox  &Vas ozhidaet belyiy nissan M 534Podrobnaya informaciya ob usloviyah zakaza - www. rutaxi.r Carving algaorithm 19
LiderRostow Unread/Unsent Inbox  Vas ozhidaet belyiy nissan N 584Podrobnaya informaciya ob usloviyah zakaza - www, rutaxi.ru Carving algorithm 20
iderRostovn Unread/Unsent Inbox  as ozhidaet belyiy nissan M 584Podrobnaya informaciya ob usloviyah zakaza - www, rutaxi.ru= Carving algorithm 21
T Ha4e\as o Unread/Unsent Inbox  nissan M 584Podrobnaya informaciya ob usloviyah zakaza - www. rutaxi.ru+79037011111Lér0 Carving algorithm 38
Yo ee\as oz Unread/Unsent Inbox  nissan M 584Podrobnaya informaciya ob usloviyah zakaza - www. rutaxi.ru+ 79037011111 Lér0 Carving algorithm 39
Xe & €\Vas ozh Unread/Unsent Inbox  issan M 584Podrobnaya informaciya ob usloviyah zakaza - www. rutaxi,ru+73037011111L@r0 Carving algorithm 40
&69\as ozhi Unread/Unsent Inbox  ssan M 584Podrobnaya informaciya ob usloviyah zakaza - wiww.rutaxi.ru+73037011111L&r0 Carving algaorithm 41
€ &Vas ozhid Unread/Unsent Inbox  san M 584Podrobnaya informaciya ob usloviyah zakaza - www, rutaxi.ru=79037011111L04r0 Carving algorithm 42
LiderRostov 8/7/2013 &:35:20 PM Unread/Unsent Inbox  Vas ozhidaet belyiy nissan N 584Podrobnaya informaciya ob usloviyah zakaza - www, rutaxi.ru Carving algorithm 43
Tele2 Read/Sent Inbox  BHECEHA CYMMA 92.50 p. Carving algorithm 20
ele2/ Read/Sent Inbox  HECEHA CYMMA 92,50 p. + Carving algorithm 21
¥eBHE Read/5sent Inbox 50 p. +75043490004 & (@ Carving algorithm 37

3 &BHEC Read/Sent Inbox 0 p. 790434300046 (&q Carving algorithm 38

O

32 EHECE Read/Sent Inbox  p, 790434500044 (@ q0 Carving algaorithm 39

Position 1 from 205

E Event log explorer
Last active selection: address 0 selected




CLEANED UP RESULTS

s || = Visual Nand Reconstructor - HITP3244GDMC_MNAND — O >
Case Messages &
3 B35 B3
x| 40 dE
Export Save Find  Find
next

Data extraction (Log image 0) Messages summary X BEREl a1 Ll L * Workspace

E]Messages (12)

[}
=
[=]
[=
=
=3
=
=
=]
3
m

e
K | O&

® Type % Folder W Timestamp [UTC+0) Y Fram Y 1oV Message % source W

ABDHeHT + 79283037709 cHoBa noseWnca & ceT 08/06/2013 6 17:17, Bul

o SMs Inbox 6/8/2013 1:17:45 PM +79289037709
MOMXETE NOIEOHWTE EMY.

Carver |

3

X swms Inbox 6/8/2013 9:58:18 AM +795149532624 3TOT aBOHEHT NEITanca Bam No3E0HWTE Carver

Vas ozhidaet belyiy nissan N 584Podrobnaya informaciya ob usloviyah
zakaza - www.rutaxi.ru

3

SMS Inbox 6/7/2013 8:35:20 PM LiderRostov Carver

3

SMS Inbox 6/7/2013 §:22:38 PM Tele2 BHECEHA CYMMA 92,50 p, Carver

Ceungea 10% B Peg Takcy No Balemy NepooHaneHomy kogy 1812 T

SMS Inbox 6/7/2013 8:53:00 AM RED TAXI 3227327

Carver

3

SMS Inbox 6/8/2013 4:34:41 PM +79514982624 3TOT aBOHEHT NuITanca Bam nozBoHUTE Carver

SMS Inbox T/3/2013 6:31:25 PM +79514982624 NOXANYACTa He yxoau Be BYAeT nogpyromy Carver

(AR CA RN Y

SKIS Inbox 7172013 60657 AM +79514982624 MobBnw 3310 o4eHB!) Carver

CE3CH CKWADK OTKPBIT! MPK NMOKYTIKE OAHOA BELLN-20%, ABYX-
TPETEH B MNOJAPOK

29.06.2013 02:03 MCK: Y BAC HA HOMEPE +79525709690 OCTATOK
SMS Inbox  6/29/2013 9:22:46 AM Tele2 MEHEE 5p. KAK PA3rOBAPuBATD nPu "0" HA C4ETE - Y3HAUTE HA Carver
“11#

«

5M5 Inbox  6/29/2013 11:10:07 AM EGO Carver

3

«

SKIS Inbox Ti3/2013 231:49 PM +79514982624 A KNAHY k. MAMOH Carver

Tbl MEHA BONbILE HE YBHAEWb.. MO KD&ﬁHELI, MEPE MHWEBIM..A 3HaN 4TO
ITOT AeHb HACTAHET

Carver

X X X XXX X XX

[«

5M5 Inbox T/3/2013 T:46:26 PM +79514982624

Position 1 from 12

E Event log explorer

ast active selection: address selected




OUR THEORY IS PROVED. BUT NOBODY WANTS TO ERASE eMMC CHIP IN REAL LIFE.

WE CAN POSSIBLY GET MORE DATA FROM EVERY eMMC VIA NAND PROTOCOL?!

ruSDlum



SMS RECOVERY FROM 10 SMARTPHONES (SAME MODEL)

Green blocks (A,C,D,F,H,]) — more SMS were found in NAND
memory chip.

Red blocks (B,E,G,l) — less SMS were found in NAND memory
chip due to uncorrectable bit errors caused by threshold
voltage shifts (eMMC controller handles it) during read
operation
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A

Source SMS count | Comparison
NAND 116 283%
eMMC 41 100%

B

Source SMS count | Comparison
NAND 2377 99 75%
eMMC 2383 100%

C

Source SMS count | Comparison
NAND 4866 103%
eMMC 4723 100%

D

Source SMS count | Comparison
NAND 118 144%
eMMC 82 100%

E

Source SMS count | Comparison
NAND 6753 71%
eMMC 9464 100%

F

Source SMS count | Comparison
NAND 47 247%
eMMC 19 100%

G

Source SMS count | Comparison
NAND 96 T4%
eMMC 129 100%

H

Source SMS count | Comparison
NAND 105 525%
eMMC 20 100%

|

Source SMS count Comparison
NAND 244 94%
eMMC 260 100%

J

Source SMS count Comparison
NAND 1540 131%
eMMC 1174 100%




APPLICATIONS OF TECHNOLOGY

* DATA RECOVERY FROM DAMAGED EMMC CHIPS

* RETRIEVAL OF DELETED TEXT MESSAGES, CHATS , ETC. THROUGH NAND PROTOCOL INCLUDING GARBAGE BLOCKS ON
DEEPER LEVEL THAT IS NOT ACCESSIBLE FOR CLASSIC MOBILE FORENSIC TOOLS

* DATA RECOVERY AFTER FACTORY RESET OR OTHER OPERATIONS THAT ERASE DATA

Related links:
https://rusolut.com/wp-content/uploads/2018/06/Sheremetov-The-Ultimate-Chip-off-Mobile-Forensics.-Data-Resurrection-from-Dead-eMMC-Chips-June-3-
Oleander-B.pdf

https://www.flashmemorysummit.com/English/Collaterals/Proceedings/2017/20170808 S102A Sheremetov.pdf

https://belkasoft.com/ssd-2016-part2
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https://rusolut.com/wp-content/uploads/2018/06/Sheremetov-The-Ultimate-Chip-off-Mobile-Forensics.-Data-Resurrection-from-Dead-eMMC-Chips-June-3-Oleander-B.pdf
https://www.flashmemorysummit.com/English/Collaterals/Proceedings/2017/20170808_S102A_Sheremetov.pdf
https://belkasoft.com/ssd-2016-part2
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