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Scrambling- cyclic data randomization algoritm protecting NAND memory 

from charges leaks.
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XOR KEY RECOGNITION
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XOR KEY RECOGNITION

„Noise-like” XOR key 
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TYPES OF XOR KEY FOR SA



SA XOR key extacted from Data Area

TYPES OF XOR KEY FOR SA



Pros

 100% pure SA xor key

 SA is not distorted

 „Hot data” blocks can be used in 

structure build

 Easy extraction

Cons

 absent

SA XOR key extacted from Data Area

TYPES OF XOR KEY FOR SA
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SA XOR key extacted from empty SA part

TYPES OF XOR KEY FOR SA



SA XOR key extacted from empty SA part

TYPES OF XOR KEY FOR SA



SA XOR key extacted from empty SA part

TYPES OF XOR KEY FOR SA



Pros

 100% pure SA xor key

 LPN not distorted

 „Hot data” blocks can be used in 

recovery

 Quite easy extraction

Cons

 Works only when every SA part in 

block use same scrambling 

pattern

 Sometimes has to be inverted 

(When correct data in empty SA 

are FF instead of 00)

 Require at least one empty SA 

part

SA XOR key extacted from empty SA part

TYPES OF XOR KEY FOR SA



SA XOR key extacted from „Block 0”

TYPES OF XOR KEY FOR SA



Pros

 Allow for restore block order

 Easy extraction

Cons

 SA is scrambled except LBN

 „Hot data” blocks can’t be used 

in structure rebuild

 Sometimes require to use 

external data carver

SA XOR key extacted from „Block 0”

TYPES OF XOR KEY FOR SA



Same LBN

vsDA Block 0

SA XOR key extacted from

TYPES OF XOR KEY FOR SA
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Header 

Misagliment

TYPES OF XOR KEY FOR SA

Markers Table Comparison



 Silicon Motion:

-SM2685

-SM2703 Family

-SM2702

-SM3257 (optional)

 Innostor:

-IS817

-IS902

-IS903

-IS916

-IS917

 Allwinner: (Low cost tablets SoC)

-A10

-A13

-A15

 Rockchip: (Low cost tablets SoC)

-RK3066

 Actions (ATJ):(Voice Recorders 

SoC)

-ATJ2117

-AT3315

SoC-System on a Chip

CONTROLERS EXAMPLES WITH 

SCRAMBLED SPARE AREA



Silicon Motion SM2703

CASE SAMPLE


