NEW READ RETRY

Powerful and automatic solution to improve
reading of NAND flash chips

Patryk Ptudowski - RUSOLUT
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What is Read Retry?

CONTROLLER NAND FLASH
111111 1 Comman

k

—

- 2. Response

Read Page
Standard <Write Page
Read ID

Vendor
Specific

<€

Command

——> Read Retry

READ RETRY IS A SPECIFIC COMMAND SET TO TWEAK READING MODE
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Problem with chip readmg bit errors

uu wi we ua YU W We uT wee uwun ww ue us . 00 01 02 03 05 06 07 08 09 0& 0B OC 0D 0E OF
0000000000 |EB 33 30 61 6E 64 72 €F 63 64 20 00 02 20 24 20| eXtandrold -. & gpg0000000 [EB 58 90 61 6E 62 72 6F 68 64 20 00 02 20 24 00| exUandroid .. 5.
0000000010 |02 00 00 00 00 FO 00 00 10 00 04 00 00 00 00 00| ..... - S
0000000010 |02 00 00 00 00 FO 00 00 10 00 04 00 00 00 00 00| ..... - S
0000000020 |00 SF 27 00 36 02 00 00 00 00 00 00 02 00 00 00| o "eBeeeeeauannn 0000000020 100 5F 27 00 02 00 0000 OO 00 00|02 00 DG 0O -
0000000030 00 02 00 00 00 00 00 00 00 00 00 08 00f eueeeeeeeenanan 0000000030 la1 o0 02 00 o oo aoloa oo oo oaloz o0 o0 oo e AEEEEEE D
0000000040 00 29 E0 60 4C 2D 45 4D 45 4E 54 20 33 ) f.. L-EMENT 3 oooO0WODSH QAL A8 92 0040 99 04 a9 /a0 0h 00 09709 90 00 A0 ... RERER
0000000040 |00 00 29 EO 1B EO 4C 2D 45 4D 45 4E 54 20 33 .)#..fL-EMENT 3
0000000050 38 46 41 32 20 Ro 20 FA 31 C0 CE Do BC| 4aFRdaz G1RIBL o0ng000s0 |35 30 46 41 33 32 20 20 20 FR 31 CO 8E DO BC| SOFAT32  G1RZBL
0000000060 7C FB 8E 00 00 SE 83 C6 19 BB 07 00 FC[ .|3ZR&..~0C.»..8 goonnno0s0 |00 7¢ ¥B 8% E0 00 00 SE 83 C6 1% BB 07 00 FC| .|dZR#..~0C.»..1
0000000070 8c co 74 OE C5 10 CB F5 30 E4 CD 16 CD| -SRt. .L.E&0&L.1  ,o00000070 |Ac 82 co 74 06 B4 OE CD 10 E5 FS 30 E4 CD 16 CD| —,Bc.-.f.280a%.7
0000000080 0D 4R 4E 2D 73 75 73 74 65 6D 23 64 &9 -JHen-systel{dl  ,nn0000p80 |19 0D 0R 4E 6E 2D 73 7% 73 74 65 6D 20 64 69 .Non-systel di
ggggggggig gg 22 g? gg 23 2? Eg 51 g% gg 33 gg g; Sk-'PrEES any k8 gpoppoooso |73 6B oD oA 72 €5 73 73 20 61 6E 79 20 6B 65| sk..Press any ke
2000000050 ¥y to reboot..... D0O0D00OORO |73 20 74 &F 72 65 62 6F 6F 74 0D 0R 00 00 00| ¥ to reboot.....
0000000000 2000009500
00000000C0
00000000D0 0000000000
00000000ED 00000000ED
00000000F0
00000000F0
0000000100 0000000100
0000000110 0000000110
0000000120 0000000120
0000000130 0000000130
0000000140
0000000140
0000000150 0000000150
0000000160 0000000160
0000000170
0000000170
0000000180 0000000180
0000000190 0000000130
0000000120 0000000120
0000000180 0000000180
0000000100
0000000100 00 OUwv oo rerUrEUT T T T O @ 00000001C0 T T !
00000001EQ |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| eueeeeeeeeenenn-- gggggggigg gg gg 33 33 33 33 33 83 33 83 88 33 83 38 33 33 """"""""
[ q E ................
00000001F0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 55 2B ... ........... U*  .000001F0  loo 00 00 00 0O 00 00 00 00 00 00 00 00 00 55 BR| ...l U5
|

B|t error sources

e Read disturb (noise, connection problems)
* Program disturb

* Endurance of cells

* Data retention
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Error Correction Codes (ECC)

ECC map
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ECC CORRECTABILTY IS STRICTLY LIMITED BY ECC CAPABILITY

Uncorrectable errors can be repaired with Read Retry
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NAND flash internals
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PAGE IS THE SMALLEST R/W UNIT

ruSDlu‘l:” >



Page decoder

Analog data Digital data
Memory 2.3v29v3.1vl,/v 01101011 NAND
Page decoder >
array /\/\/\/\/\/W\/ l—l I—I l—l I—l I—l controller
2.3v>>01
2.9v>>10
3.1v>> 10
1,7v>>11

ANALOG STATES FROM CELLS ARE CONVERTED INTO DIGITAL DATA

*Simplified view I-USDlle 6



= Stored data

Voltage[V]

Architecture of cells

SLC MLC
10
0
00
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2 Levels 4 Levels 8 Levels

100,000 P/E Cycles 10,000 P/E Cycles 1,000 P/E Cycles
BT LARGERCAPACITY )
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Thresholds in memory cells

MLC memory cell

. <

Stored data
o
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//// : Zones of detection

Voltage[V]

2 Bits Per Cell 4 Levels 10,000 P/E Cycles

THE DATA IN CELL IS STORED AS A VOLTAGE LEVEL
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Bits inside memory cell
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THE DATA IN CELL IS STORED AS A VOLTAGE LEVEL
Controller is reading data according to specific zones
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Retention Error
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WHEN CHARGE LEAKS OUT FROM CELL WE GET BIT ERROR
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Read-Retry Mechanism
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WHEN CHARGE LEAKS OUT FROM CELL WE GET BIT ERROR

Degraded cell gives wrong data
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Read-Retry Mechanism #1
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READ RETRY MECHANISM HELPS TO SHIFT READ VOLTAGE THRESHOLDS
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Read-Retry Mechanism #2
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READ RETRY MECHANISM HELPS TO SHIFT READ VOLTAGE THRESHOLDS
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= Stored data

Voltage[V]

Sets of parameters

DEFAULT THRESHOLD
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THRESHOLD SET #2
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SHIFTED READ THRESHOLDS

ALL ZONES NEED TO BE ADJUSTED SEPARETLY
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Read Retry effect

) Amount of errors
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DIFFERENT PARAMETERS PRODUCE DIFFERENT ERROR RATE
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What we did to implement Read Retry?

New firmware which allows us to read chips faster and change
NAND protocol instantly
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We made new universal software platform just to start
Read Retry analysis
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More than 500 devices analyzed
TO UNDERSTAND what controller does to improve reading

S
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And finally after ~2000 human hours we made
an automatic and smart Read Retry algorithm in VNR

Testing Read Retry...
Read Retry is found and applied
Pass 1
Error blocks count: 87
Corrected blocks: 49
Mot corrected blocks: 38
Testing Read Retry...
Read Retry 15 found and applied
Pass 2
Error blocks count: 38
Corrected blocks: 0
Mot corrected blocks: 38
Testing Read Retry...
Read Retry is found and applied
Pass 3
Error blocks count: 38
Corrected blocks: 35
Mot corrected blocks: 3
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Read Retry results compared to normal ECC ReRead

Effectiveness of correction
100%
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10%

0%
1-st pass 2-nd Pass 3-th pass pass 4-th pass 5th- pass 6-th pass 7-th pass

M ReadRetry 73% 87% 100%
M ReRead 42% 55% 64% 69% 73% 75% 77%

READ RETRY HELPS TO CORRECT ERRORS FROM ANY SOURCE
When ReRead corrects errors caused only by read disturb
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Almost all chips of:

N

Sandisk, Toshiba

453C86937A
983A95937A
983AA89276
983C95937A
453C969376
45DE949376
45DEA49276
454CA8A276
453E9B927E

Micron, Intel
2C64444BA9
89A4E53CAS
2C84643CA5
2C846454A9
2C68044AA9
B5646454A4

Already supported chips

Most popular of:

N

Samsung
ECDEA47A68
ECD7947E64
ECD798CE74
ECDE98CE74

ECD798CA
ECDED9CA

Hynix
ADD7149E34
ADDE14A742
ADD794DA74
ADDE14AB42
ADDE94EB74
ADD7949160

MUCH MORE SOON
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SUMMARY

READING NAND FLASH WITH READ RETRY HELPS TO ADJUST READING PROTOCOL AND SIGNIFICANTLY IMPROVE
QUALITY OF DATA

ALL NEW CHIPS HAVE A BUILT-IN READ RETRY MECHANISM AND ITS USAGE IS THE ONLY PROPER WAY TO
EXTRACT PHYSICAL IMAGE

WORKING BETA VERSION IS RELEASED IN VNR 3.5.

IN CURRENT VERSION OF SOFTWARE IT IS SPECIFICALLY DESIGNED FOR PARTICULAR MEMORY CHIP
IT IS A AVAILABLE BY REQUEST AT: SUPPORT@RUSOLUT.COM

LET’S MOVE TO PRACTICAL PART
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