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rUSolUEYY Chip-off data recovery method

Logical image
analysis
and file extraction

Memory chip Chip identification Chip reading
unsoldering and adapter selection and file structure re-build
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ruSolLUEYY Chip-off data recovery method advantages

e No risk of overwriting data and losing device logs

e Access to data ensured by password
e Access to all data stored on the device

e Ability to recover data from damaged devices

e Access to deleted via standard interface data



ruSolity Embedded flash file systems of devices loT
YAFFS, UBI FS, NAND FS, RAW

Functions Properties

« NAND memory blocks usage optimization * No standardized metadata

(Wear levelling)
* Multiple versions of filesystems

« Translation of a physical image into a logical
form * Ability to recover old/deleted data

« Refresh operations for data allocated in blocks
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Case studies
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CALIX 844E-1

Network software

9 @ http://192.168.1.1 /login.html c* COIiX Help | Logout | About

@ Login - Calic Home Gateway * || - » -
G- B - @ - Pager sty- Tookir @ A [ Status " Quick Start Wireless Utilities Advanced

», Configure Wireless Network

Quick Start
Configure Wireless Network is used to enable or disable connections between this gateway device and other wireless devices
Wireless: @ On o Off
Calix . & Network Name: CXNK12345678
Home 4 CQI]X Set Time Zone

Gateway

WPA/WPA2 Password:

User Name:

Password: Apply
_
o Wireless Protected Setup

Wireless Protected Setup (WPS) provides an easy and secure way to establish a wireless network connection between this gateway device and another
wireless device by sharing the wireless password between the two devices. The procedure is to first press the “Connect” button in this window and then press
the WPS button on the other wireless device. This gateway device will then attempt to automatically connect to the other wireless device. This process may
take up to two minutes to automatically set up the connection,
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Chip reading in YNR
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Mavigator Hex viewer Bitmap viewer
[F] =1 Page size
10
! Pixel size
Eitmap | Structure Records — Save Save Extrac i
i view view all selected to worksp Shift size
i Offsets 2 X

Physical image from NAND chip

Visual Nand Reconstructor

2l & @ gh ) == | Start W 0P H o5 Ie B W
2t < hd = Stop: W 0 H o5 i B %
- Highlight | Show | Show | Showbits | Bt ) z z
isa blocks | structure | pesition | statistics | order | Selected: V 1 H il

Wiew settings Selection markers
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3 MB Files-volume-1

UBI File System

Size

3.MB

Last Modified
19/05/2022 17:36:35

3 MB

1980572022 17:36:35

ULI[ILPLI

E,’ 459 Bytes udhcpd.conf
g | 2 KB udhcpd.leases
2KE poe
3ME log

312 KB
312 KB
312 KB
512 KB
512 KB

messages.
messages. 1
messages.?
messages.3
messages.d

33KB delta_1
B 33KB delta_0

l 0 Bytes arc
~ B 63 KB [9 Files]

B 1KB
B IKB
B 2 KB
B 32Bytes
B 133 Bytes
B 226 Bytes
B IKE

46 KB

log_message

smact_data.json

scratchpad

running_uptirne
upgrade_log.dat
var_log_128k_mapagent_saved
wlanmgr_log_messages_saved

var_log_messages_reset_saved

-re

459 Bytes
2KB

2 KB

3 MB
312 KB
312 KB
512 KB
512 KB
512 KB
33KE
33KE

0 Bytes
68 KB
1KB

3 KB

8 KB

32 Bytes
183 Bytes
826 Bytes
3KE

46 KB

p5/2022 17:36:35
05/08/2021 01:31:34
05/08/2021 01:31:34
19/05/2022 17:36:35
19/05/2022 17:36:35
230772021 23:17:16
1270772021 09:47:50
12/07/2021 01:45:48
11/07/2021 17:28:54
07/07/2021 06:39:30
19/05/2022 17:3&:35
19/05/2022 17:3&:35
19/05/2022 17:3&:35
05/08/2021 01:31:33
05/08/2021 01:31:33
05/08/2021 01:31:33
05/08/2021 01:31:31
05/08/2021 01:31:09
05/05/2021 08:04:39
05/05,/2021 08:03:21
05/05/2021 08:03:21
05/05/2021 08:03:20

Allocated
3 MB
3 MB

4 KB

0 Bytes
4 KB

4 KB

3 MB
316 KB
316 KB
516 KB
516 KB
516 KB
36 KB
36 KB
0 Bytes
80 KB
4 KB

4 KB

8 KB

() Bytes
0 Bytes
4 KB

4 KB
48 KB

Type
Folder
Folder
Folder
COMF File
LEASES File
File
Folder

0 File

1 File

2 File

3 File

4 File
Folder
Folder
Folder

File

JSON File
File

File

DAT File
File

File

File

Folders
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ruSolut M DHCP Leases
_ MAC Addresses

|=] udhcpd.leases

Device name

Leased IP Addresses
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i) 2@ 26 86 2 ee ee @ j udhcpd.conf - Notepad had — O B L E T T T
]
File Edit Format View Help O d
decline_file /fwvar/udhcpd.decline ne recor | ~
auto_time 900
interface br@
start 192.168.250.18
end 197 _16A8_250_ 7068 .
option lease 386480 Lease flme
min_liease Jg
option subnet 255.255.255.8
option router 192.168.250.1
option dns 192.168.2508.1
option dns 192.168.250.1
option domain Home
interface brgt
start 169.254.1.2
end 169.254.1.2
option lease 36408
min_lease 3@
option subnet 255.255.255.8
option router 169.254.1.1
option dns 169.254.1.1
option dns 169.254.1.1
option domain Home e
Ln 1, Col1 100%  Unix (LF) UTF-8
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| udhcpd,

GAUBIFS\CALX\ on [NV_SSD] (Scan of 19/05/2022)

3 MB Files-volume-1
hepd

udhcpd.conf

udhepd.le

Case 1 - Summary

IP address rent-time is 24 hours, so all devices
mentioned in the UDHCPD.leases file were connected to
the network within 24 hours, starting from file creation

date

Last Modified Allocated | Type

19/05/2022 17:36:35 3MB Folder

19/05/2022 17:36:35 3IMBE Folder
2022 1 4 KB der

05/08/2021 01:31:34
File creation date
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1E @2 92 @@ 22 43 68 72 6F 6D 65 63 61 73 74 2D 55 6C 74 72 61 @@ @2 20 00 @0 0O @0 @2 °0 €0 00 00 00 20 00 0O OO 00 20 00 B0 00 00 B9t . .Chromecast-Ultra.
1F @2 22 00 @2 47 6F 6F 67 6C 65 2D 4E 65 73 74 2D 4D 69 GE €9 00 00 22 00 00 ©0 20 22 00 20 00 0D 00 20 02 °O OO 00 20 00 00 00 00 ot ...Google-Nest-Mini.
20 B2 92 0B 92 77 6C 61 6E 30 ©0 G0 G0 G0 00 22 PO DO 0O 0P G0 00 GO 20 DO DO D@ DO G2 B0 0D 9O 0D 0D 20 0O DO OO 0O 20 00 0D 20 BB BE

21 @2 92 9@ 92 45 53 58 SF 35 45 37 36 44 45 20 00 00 00 00 G0 00 B2 20 00 00 00 0O 02 0O 00 00 0D 00 20 00 0O 0D 0 20 00 B0 20 BB 8¢ .ESP_BF76DE

22 @@ 92 2@ 22 77 6C 61 G 3@ 20 @2 °0 20 02 20 90 °O OO 00 G0 OO0 60 90 0D 90 0O ©0 90 °0 ©0 00 00 00 20 00 PO OO OO0 20 00 B0 00 00 Bt

23 @0 22 0@ 00 50 61 75 6C 73 2D 47 61 6C 61 78 79 2D 53 39 00 00 00 90 00 00 00 00 00 00 00 20 00 00 00 0O 00 00 00 °2 00 @0 20 00 8¢’ Pauls-Galaxy-59
24 @o 92 oo 2o @2 90 B0 90 B0 02 00 OP 02 B0 G2 B2 00 0O 20 PO DO 0Q 0O 02 BO B2 B0 DO B DESKTOP-URBATEA.

44 45 53 4B 54 4F 50 2D 55 52 38 41 54 42 41

. .DESKTOP-URBATEA. .

auto_time 900
interface bre

option lease 86408

start 192.168.250.1@

amd 107 1£0_ICO_ 200

File Edit Format View Help
decline_file /var/udhcpd.decline [

Lease time - 24 Hours




ruSoliEM Case 2 - Google Home Speaker

e Fully voice controlled device

e Standard smart speaker functions
replicate functions of Google
assistant

e Smart home central node

e Compatible with other Chromecast
devices




ruSolE NAND chip extraction and preparations for read-out

NAND
Chip

950
©o0®o000606
098806
o060 006
909006

0090600060
D050006600H
) ®9°

L
® e
I
e e
® e
ee
® O
¢ O

NAND chip

Y
v
@Y
>
9
9
»
L
»
Y
Y

4
@ 24y MONOUTH s

Non-standard package
microsoldering

Unsoldering



ruSolUEP NAND reading process

o
Reading dump from reader...

5o Chip: Chip0
Port: 0
Crystal: 0

Cancel

VNR reader with NAND Software side of reading process
Chip inserted



- 20 e D
= s 20532
= e s oo

® EBlock ® Page »

Visual data analysis in YNR
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First look

——
T F'-y'"l 19 Meta data offset O@ Sequence number offset 2043@ 4 Eyte count offset 2060@ ﬁll]& ‘,:,:‘5
[E=] 4 Object Id offset 2052@ Block status offset @ “lon &
Elock Elock Read sync with
filter sorter Chunk Id offset 2056@ Data status offset OEE dump
QOE positions
Offsets 1 X space
Use Chunk Type Object Type Object Id Chunk ld Sequence number Byte count Parent Object ID Mame Permissions  UID GID atime mtime ctime  File size  H/S link value Address

0wB0 File header (0x10) 0000102 0000101 Ow0000101C 00930 Ou101 log 03130 3EE8  On3EB 05 05 (0] 0930 Ow0006F50C30

0x30 File header (0x10) 0x000103  0x000101 0x0000101C %0930 0101 last_log Ox81A0 0x3E8  On3EB x5 x5 x5 0x930 Ox0006F51500

0x00 Data (0x00) 0x000104  0x000001 0x0000100C x002B Ox0010E6F700

080 File header (0x10) 0x000104 0000001 0x0000100C 0x002B Ol hw bt 0x310000 OxD Ox0 Ox1A003800 Ox1A003858 0x4358  On2BOO 0x0010E6CC30

0wB0 File header (0x10) 0000104 0000101 Ow0000101C OwA995 Ou101 last_logcat w3140 3EE8  On3EB 05 05 (0] 4995 OwD006F51D80

0x30 File header (0x10) 0x000105  Ox000001 0x0000100C 0x052E ol dient.crt 0x8124  Ox1BEAS Ox1388 Ox530140C9 (x580140C9 0Ox43 x52E Ox0010E69100

0x00 Data (0x00) 0x000105  0x000001 0x0000100C x052E Ox0010E6FF30

080 File header (0x10) 0x000107 0000001 0x0000100C 0x055F Ol client.crt.gen2 0x8124  Ow1BEAS Ox1388 0x580140C9 0x580140C9 0Onxd3 0x55F Ox0010E69930

000 Data (0x00) 0000107 0000001 0x0000100C 0x055F Ox0010E71080

Ox00 Data (0x00) 0x00010A  Ox000001 0x0000100C %0019 Ox0010E71900

0x30 File header (0x10) 0x00010A  Ox000001 0x0000100C %0019 ol mac_addr 0x8124  Ox18EAS Ox1388 Ox530140C9 0x580140C9 Oxd3 19 Ox0010E6BBE0

000 Data [0x00) 0x00010C 0000001 0x0000100C 00177 Ox0010E72130

080 File header ((10) 0x00010C 0000001 0x0000100C 0177 Ol checksum,shal 08124 Owl1BEAS Ox1388 0x580140CA Ox580140CA Ond3 177 Ox0010E6BB80

0x80 Soft link header (0x20) 0x00011C 0x00010D 0x0000101A 00000 0x100 kb.bin OxATFF Ox0 x0 2 2 02 00 ffactory/kb.bin Ox0006F19000

0x00 Data (0x00) 0x00011F  0x000001 0x0000101A 00035 Ox0006F19830

080 File header (0x10) Ox00011F  Ox00010C 000001014 0x0035 0x10C wpa_supplicant.conf 0x3130 0x3F0  Ox3F0D 03 03 03 035 Ox0006F16530

0xB0 Soft link header (0x20) 0x000120 Ox000106 Ox00001014 00000 0x106 localtime OxA1FF 0x0 0x0 03 03 03 0 fusr/share/zoneinfo/america/Los_Angeles?? T i TmioroermIemeeoeseneimesy Ox0006F14100

0x30 File header (0x10) 0x000124  Ox000101 0x00001017 00000 0101 recovery.log 0x8180 Ox0 x0 x5 x5 x5 w0 Ix0006EADBOD

0x30 File header (0x10) 0x00012C 0000202 0x0000101A %0002 0202 bootid 8144 Ox0 00 (05} o7 o7 w2 x0006F1C300

000 Data [0x00) 0x00012C 0000001 000001014 00002 Ox0006F1BABD

080 File header ((10) 0000120 Ox000202 000001014 00200 0202 random_seed 8180 D 00 [0 7 7 0200 On0006F1D400

0x80 File header ((x10) On00012E 0000109 00001016 00000 109 lockfile 8180 x3E8  Ou3EB OnA 9 13 ox0 n0006F2FDB0

0x30 File header (0x10) 0x000134  Ox000111 0x00001017 %0131 o1 bt_config.conf %8160 Ox3EA  OxBCO oD %D oD 131 Ox0006EBOECD

000 Data [0x00) 0x000134 0000001 000001017 00131 Ox0006EBDS30

080 File header ((10) 0000136 Ox00013A 000001014 0n00BE Ox134 LOG.old 8180 Ox3EE8  On3EB 011 w12 011 OmBE Ow0006F1FEBD

0w00 Data [0x00) 0x000136  On000001 000001077 Ox00BE Ow0006EB4980

0x30 File header (0x10) 0x00013C  Ox00013A 0x00001017 x0000 0134 LOCK 0x8180 0x3E8 (n3EB o1 11 o1 w0 Ox0006EB3000

000 Data [0x00) 0x000142  0x000001 000001016 Ow04BC Ox0006F2B930

080 File header ((10) 0000142 Onc00013F 000001016 Ow04BC Ox13F watchdog.conf 8180 D 00 011 13 010 OwdBC Ox0006F2C200

0w00 Data [0x00) 0000155 0000001 00001016 00074 Ou0006F35280

0x30 File header (0x10) 0x000155 Ox00010E 0x0000101A w0014 0x10E metrics_client_id 0x8180 0x3E8 (n3EB 14 14 02 14 Ox0006FOFF30

000 Data [0x00) Ox00018F 0000001 000001016 0x0085 Ox0006F49530

080 File header (0x10) On00018F Ox00010E 000001014 0x0085 Ox10E .chirp.conf 08180 Ox3E8  (n3EB Ox1E x1E Ox2 0m85 Ox0006F15430

0w00 Data [0x00) 0000190  Ox000005 m0000107C w0460 Ou0006F4F300

0x30 File header (0x10) 0x000190  Ox00014A 0x0000101C %2460 0144 doud_settings.prefs 0x8180 0x3E8 (n3EB 21 021 21 %2460 Ox0D006F4FBE0

YAFFS parser look in VNR software
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Interesting files

Files extracted from
researched device #1

e bootid

e bt_config.conf

e build_info.txt

e checksum.shal

e client.crt

e client.crt.gen2

e cloud_settings.prefs
e eureka.conf

e hw.txt

e LOG

LOG.old

e mac-addr

e metrics-client-id
e random_seed

e serial.txt

» watchdog.conf
etc.

Files extracted from
researched device #2

e ecureka.conf e cert9.db

e watchdog.conf * metrics_client_id
e hostapd_entropy.bin ampservice.pid
e bootid e test-bin.stderr

o pkesil.ixt e test-bin.stdout

e client.crt.gen?2 o settings

1 key4.c|b etc.



ruSolUt SSL certificates

[ ] [
client.crt client.crt.gen?

00 01 02 03|04 05 06 07/08 09 Ol QOB|OC 0D OE OF QO010E71080 20 20 20 2D 2D 42 45 47 4% 4E 20 43 45 52 54 48] -——=--- BEGIN CERTI
0010EEFFE0  [2D 2D 2D 2D 2D 42 45 47 49 4E 20 43 45 52 54 49| ———— BEGIN CERTI 0010E71080 46 49 43 41 54 45 2D 2D 2D 2D 2D 0B 4D 49 49 44 FICATE----- MIID
O0010EEFF30 |46 4% 43 41 54 45 2D 2D 2D 2D 2D 0R 4D 49 49 44| FICATE----- MIID AN AEa L o I I
O010EEFFRD |70 6% 43 43 41 6F 36 67 41 77 49 42 41 67 49 45| pjccRo6ghwIBRgIE ::ME:‘lDM 73 72 43 4; 41 Ti 4F 67 41 77 43 42 41 87 43 435 ?EEF rgg wIB gIE
O0L0EGFFBO |57 41 45 &R 58 44 41 4E 42 67 6B 71 63 6B 69 47| WAEJXDANBgkghkiG OOL0ETIOBO |57 41 45 62 58 62 41 4E 42 &7 6B T1 &8 6B 69 47| WREJK]ANBgkghkiG
O010EEFFCO |39 77 30 42 41 51 55 46 41 44 42 39 4D 51 73 77| 9wOBROQUFADB3MQaw Q010E710C0 39 77 30 42 41 51 55 46 41 44 43 42 69 44 45 4C SwOBRAQUFADCBLiDEL
0010EEFFDO |43 51 59 44 56 51 51 47 45 77 4R 56 o0& 55 7R 45| COYDVOOGEwWIV.UZE AR AEA
O0010EEFFE0 |54 4D 42 45 47 41 31 55 45 43 41 77 4B 51 32 46| TMBEGRI1UECREwEQZF “:1':'5’1':'[:":' 4D 41 6B 47 41 31 55 45 42 63 4D 43 0& 56 56 4D MR} GR1UEBRHC. VW
O010EEFFFO 73 61 57 SR 76 63 €D 35 70 5% 54 45 57 4D 42 51 saWZvclSpYTEWMBO Q010ET1CED 78 45 7R 41 52 42 &7 4E 56 42 41 &7 4D 43 6B 4E szﬁRBngBﬁgHCkH
0010E70000 |47 41 31 55 45 42 77 77 4E 54 5; 33 31 si 6E 52 GRIUEEWWNTHSIL':;R 0010E710F0 68 62 47 6C 6D 62 33 4L 75 §1 57 45 78 46 6L 41 hbGlob3JuaWExFild
0010E70010 |63 €1 57 34 &7 56 6D &C 6C 64 7R 45 54 0R 4D 42| haW4gVmlldzeT.MB o -
0010E70020 |45 47 41 31 55 45 43 §7 77 4B 52 32 3% 76 5& 32| EGRIUECgwER2GvI2 0010E71100 55 42 67 4E 56 42 41 63 4D 44 55 31 76 64 57 35 UBgNVBACHMDU1vdWS
0010E70030 |73 &C 49 45 &C 75 59 7R 45 53 4D 42 (41 47 41 31| =x1IElu¥YzESMBAGRL Q010ET1110 30 59 57 6C 75 49 46 5R 70 SR 583 63 78 0OR 45 7A QIWlulFipi¥cx.Ez
0010E70040 |55 45 43 77 77 4R 52 32 39 76 5R 32 78 6C 4; 16 UE;“""JR”V?“HF QO010E71120 41 52 42 &7 4E 56 42 41 &F 4D 43 6B &4 76 62 32 ARBgNVBAcMCkdvb2
0010E70050 |52 57 4D 52 67 77 46 €7 59 44 56 51 51 44 0R 44| ERWMRgwFg¥YDVQQD.D - -
0010E70060 |41 3% 46 64 58 42 6C 61 32 45 67 52 32 56 75 4D E?ngg’lnggaz‘-’uM 0010E71130 64 73 SR 53 42 4R 62 €D 4D 73 44 54 41 4C 42 €7 dsZ5BJpmMxDTALEg
0010E70070 53 42 4K 51 30 45 77 43 63 63 4E 4D 54 59 78 4D SBJIQOEwHhcHMTY M O010ET1140 4E 56 42 41 73 4D 42 45 4E 68 63 33 51 78 4B 44 NVBAsMBENhc30xKED
Q010ETCOE0 44 45 30 4D 54 67 7% 4E &R 4D 32 57 63 63 4E 4D DEOMTgyNjM2WhcHM 0010E71150 41 &0 42 67 |4E 56 42 41 /4D 4D 43 30 4FE &F UA 63 MBquBmHUHD.C

The SSL certificate allows you to decrypt all the traffic of the Smart speaker.
This is where Forensics meets Intelligence.. Imagine scenario where you already had traffic collected..
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Geo location and client ID

settings metrics_client_id

Liomso < T (1 7 31 39 31 39 34 33 36 36 31 33 38 37 39 34| 1719193366138794
00 01 02 03 04 05 06 07 03 05 0R 08 0C 0D 0F 0F 30 38 33 31 00 00 00 00 00 00 00 00 DO 00 00 00| 0831...evenvnn..
0000010CI0 22 6C €1 74 € 74 75 €4 5 22 3A 33 37 I o ‘Lacicude-:37. 35 00 00 00 00 00 00 00 00 0O OO0 00 00 00 00 00 00| .uevuuvnnnnnnn.s
B0000IDcan 31 32 a5 22|56 55 5% Sal5c 23 1o eilee o sa a2 13 ponermadc - 00 00 00 00 00 00 00 00 0O 0O 00 00 00 00 00 00| .vevevvnnnnnnnss
ao00001DC40 38 74 72 75 &5 7D 2C 22 &3 &F 74 77 &F 72 &4 5F rtruel, "hotword_ |:||:| |:||:| |:||:| |:||:| |:||:| |:||:| |:||:| |:||:| |:||:| |:||:| |:||:| |:||:| |:||:| |:||:| |:||:| |:||:| ................
Q00001DCS0 GE &1 &D &5 22 3L 22 22 2C 22 78 BF &C 75 &D &5 nalg™:"", "yolulle
000001DC60  SF 69 6E 66 6F 22 3; 78 22 61 6C 61 72 6D 5F 76  _info":{"alarfy aa 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00! ..isecessonnenssa
000001DCE0 35 35 30 37 33 30 37 31 30 34 2C 22 73 &1 76 65 5307507104, %aava |00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 00f +uerrrnuennanns
00000iDCR0  GF &C 75 € 65 22 3A 23 31 2£ 30 70 15 00 00 00 olamewii.on... |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| ..i.iiiaiinn....
DDO00IDGED 00 00 0 00|00 00 00 00|00 00 00 00|90 00 00 00  -eneonenrnioiil: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| wuueuueuunnennnn
000001DCDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ...enenenennnns 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00| vevveeeeeneenns




ruSolUEY Network config

mac_addr bt_config.conf

60 01 62 63loa 65 nE n7lnR no oA AR |0E 60 OF 0 a] 5B 49 6E 66 &F 5D 0OR 46 69 &C 65 53 6F 75 72 €3 [Info] .FileSourc
o Ul Ue U3 Us Ua Ub Uy ud U3 us Ub ul ull UE U 10 &5 20 3D 20 45 €D 70 74 79 0R 54 g% 6D 65 43 72 e = ENpty.TileCr
0 €5 61 74 65 64 20 3D 20 31 3% 36 33 2D 31 32 2D ted = 19§3-12—
46 34 46 35 44 38 42 46 30 39 41 36 0B 46 34 46 F4FSDABFOSAG.F4AF 0 33 31 20 39 36 3R 30 30 3B 31 30 Ok DR 5B 41 64 gi 36:00:10..[ﬁd
35 44 38 42 46 30 39 41 37 00 00 OO0 00 OO0 00 QO SDEBFOSRET7.....v. 0 61 70 74 65 72 S5F oA 41 54 €4 72 65 73 73 20 3D apter_.RAddress =
a] 20 66 34 3R g6 35 3R g4 383 3R 62 66 3R 30 35 3R fa4:f5:d8:bf:09:
ao oo 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00| ..eeeeecaacasana a €1 37 DR 4C 45 SF 4C 4F 43 41 4C SF 4B 45 590 SF a7.LE LoCAL Ky
a0 00 00 OO0 00 OO0 OO0 OO0 00 00 OO0 00|00 00 00 00] ..seececnaaccasns 0 49 52 4B 20 3D 20 65 36 61 33 36 33 33 36 30 62 IRK = 2623633600
a 35 66 62 37 35 36 65 36 61 €3 37 31 64 37 35 32 Sfb756e6acT1ld7a2
ao oo 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00| ..eeeeecaacasana fg 30 63 39 62 £4 33 DR 4C 45 SF 4C 4F 43 41 4C SF Gcgde?L;iLocﬁL_
a0 00 00 OO0 00 OO0 OO0 OO0 00 00 OO0 00|00 00 00 00] ..seececnaaccasns a 4B 45 5% 5F 4% 52 20 3D 20 33 33 33 31 33 35 33 KEY IR = 3331353
a 64 32 64 30 64 34 64 63 64 €1 38 61 38 61 38 61 dzdod4dcdadasas
ao oo 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00| ..eeeeecaacasana o 38 61 38 61 38 61 39 61 61 OA 4C 45 SF 4C 4F 43 ﬂaaaﬂagza?Lg_iUg
a0 00 00 OO0 00 OO0 OO0 OO0 00 00 OO0 00|00 00 00 00] ..seececnaaccasns i 41 4C 5F 4B 45 5% 5F 44 48 4B 20 3D 20 37 35 &6 Ar_Key_DHK = 75f
i0 31 61 63 66 32 &5 30 36|31 &3 33 33 31 €5 36 61 lacfzeld6lc3i3led
ao oo 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00| ..eeeeecaacasana a €4 39 32 36 33 €1 B2 €3 35 31 E£2 30 37 OA 4c a4t dggﬁazbcgfbﬂ??Lg
g0 o0 00 OO0 OO OO0 OO OO0 OO OO0 OO OO0 OO0 OO0 00 00| ..cccesmamssoman 10 5F 4C 4F 43|41 4C 5F 4B 45 59 5F 45 52 20 3D 20 _LoCcRL_KEY_ER =
sl 36 66 34 37 31 37 &2 37 &6 37 37 37 37 37 37 37 EE4717LTETTTTT7T
00 00 00 00 00 00 00 0O 00D 00 00 00 00 Q0 0D DO wevrrmnmnnnnnnns s] 34 32 34 32 34 33 34 30|34 37 34 38 35 36 36 61 424243404743566a
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Case 2 - Summary

The "first look" into devices shows the “user footprints” are there.
Connecting this information with other parts of puzzle extracted from phone
or other evidence may help to piece case together

This research is still ongoing, we are feeding several donor devices with lots of
test data in order to pull out more information out of speakers
and understand the whole scale of what is stored there.



ruSoLUEY Case 3 - Mikrotik RB433GL
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YAFFS2 File system

Mavigator Hex viewer Bitmap viewer &)

N @ r x| @lE 2112 > Bl B S (0/65535) @ Mavigation group ) |

Hex |Bimap| Structure Records | Save  Save | Exira , from @ begin () end fback a [ 135168 (S Bl & G (0/1023) cotg L Useapcle address | o] # | vafs | [ By offset of 512 bytes block

view | view | view view all  selected | to workspace () eurrent () current (back) 49 [ User size [ Bl B 0 source  [] Use equal selection B8 Find previous B8 Find next

Goto Blocks Groups Find

L Phy image Chip0_0_0 3

= K 00 01 02 03|04 05 06 0708 09 OR 0B|0C 0D OE OF =
0000000000 [30 30 31 37 AF F3 48 4E 00 00 A9 48 36 2E 34 32| 0017 oHN..®HE.42 |€|
0000000010 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000000020 |40 75 01 00 8F FD €3 FF 3C 01 30 71 AC 37 &F FO
0000000030 |07 34 OR 1C 3E 33 00 04 0B 28 70 04 FF DB 4F 96| .4..%"...(p.¥00-
0000000040 |96 08 43 10 3C 03 07 25 08 6E CO 01 00 F8 0% 00| -.H.<..%$.nk..s..
0000000050 |0B 24 3F 60 00 80 90 01 02 00 37 7F D9 EE A5 72| .s2°.€0...7 Ui¥r
0000000060 |E6 CO 3D 35 01 20 3B 40 02 48 00 03 FB EE 81 B5| =A05. ;@.H..4i0p
0000000070 |EO0 5F OF 3C 09 €3 29 43 00 8D 28 10 5C 32 61 98| a_.<.c)C.O0(.\2a>
0000000080 |72 23 1F 08 AD 93 FD OF CC 1B 00 &0 40 21 10 80| r#..."y.I.. @!.€
0000000090 |00 0E 2B 0R B7 3F 19 2B 07 09 01 2R 48 23 01 C3| ..+.-2.+...*H$. 2
00000000A0 |23 1% €3 FE 3F EC 20 FF FB 23 10 00 FF F3 24 84| $.Ep?i ¢a4..¥6%,
00000000B0 |FF FF 00 00 00 87 72 48 2E 6C F3 OF 84 02 &0 BO LotrH.le. ..t
00000000C0 |1F 2B 17 08 63 04 40 25 40 88 1B C9 30 DD BD 24| .+..c.@%@".E€ixs
0000000000 |08 5F 83 20 26 23 24 6E BB DF 1E 3C 0B B8 3C 0C| ._° &#én=bB.<..<.
00000000ED |30 01 BD 22 BD 61 03 21 63 9E 61 64 DF 9R 15 6C| €£.%"Ma.!kads3.1
00000000F0 |FF FC 97 47 FF EC AE BO DO 27 80 00 4F 23 08 FF| $a—G{i®D'€.04.¥
0000000100 |FD 1B Bé BO 87 0D 00 BD 00 1F 43 6F DB D% 17 1F| §.9°%..%..col0..
0000000110 |FF 35 93 24 45 R0 10 89 20 25 3C €2 €6 7E 1F 90| #5"sH .% 3<Rz..0O
0000000120 |32 1E OF 1F R0 85 EC 40 76 91 3C 3F AC 35 83 FF| ,... .i@v'Ea__f§
0000000130 |91 11 EC 8C 43 1F 74 66 &F 53 B3 34 89E 75 5D C3 LiEC.tfo5*4Zuld
0000000140 3D 97 75 00 OC 21 B0 07 0R 16 02 0E 83 3D D& 07 O-u. ol
0000000150 |01 20 04 00 02 OF 03 42 90 Cl 06 EB 07 04 17 05| . ..
0000000160 |07 07 41 06 19 €4 0% OF 15 06 19 64 30 17 1B 1F| ..A..d
0000000170 |0D 7B D3 2F 44 1D 06 36 2E 34 32 3F 88 39 03 EF| .{®/D..6.420"'%.1
0000000180 |B7 C& €5 93 03 7C 3B CO 29 4C 02 20 34 59 BO &0 -Eet.|;B)L. LY
0000000130 |BF DB &7 C2 03 43 40 €7 21 28 87 13 FC a5 97 70| :Ogk.@ecy)—.i.—p
0000000120 |15 20 5F AF BF B7 04 11 FF EF 23 BD D8 2D B5 27| . _ ;-..¥ig%@.n’
00000001B0 |BF 8F BF 03 0B 3F 03 EO 23 €9 37 DE 5B 1F 57 33| :0;..2.34E7B[.Rf
00000001C0 |00 0B 24 OE SE 72 AD E3 90 aD €6 AD 03 17 26 25 L.5.~p.E00E. . . s¥
0000000100 |00 0L 58 37 &C CO 5F 05 35 5B D3 0B 38 96 DL 78| ..xX71RA__;[@.9-Hx
00000001E0 |15 80 BF &7 SR FB DD 93 BO 1B DB 54 08 40 40 0F| .€zgzai~".0T.ee.
00000001F0 |D7 01 OC 40 20 11 27 5D 23 31 6C F9 16 17 13 4C| =x..@ .']£1ld...L
0000000200 |0C 5F E3 D3 65 27 42 77 01 0D BB 77 24 DB BD ED| ._&Pe'Bw..»ws0°i
0000000210 |B7 01 8B 01 01 40 26 11 12 2B 22 83 70 C6 7E CO “v¢..Bs.. ¥ pE-R
0000000220 |BAR 21 4B €4 83 €1 01 aC 50 20 1B 4C 63 BB 20 DC| °'!'EAFA.EP .Lc» U
0000000230 07 15 40 47 00 21 4R 87 B9 81 BD EF &4 5F 0B 50 ..@8G, 1g0%id_.p
0000000240 |87 BS5 27 87 CO BE FD BR 27 02 2B 25 CD 3R 05 B1| ipr#Bper 43f:.;
0000000250 |00 03 3F F6é 10 FE D6 50 58 21 00 RE 20 21 OF 25| ..20.p0PX!.® !.3
0000000260 4R 93 29 42 Ro BD 9B €7 BB 17 BB 1C 9E D4 3E B3| J")BEMigs.».30>,
0000000270 |01 &0 23 FB 10 21 &7 B7 &6 BC 3F €3 23 BD 00 04| . #id.!g-l-2c#*..
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# nov/ 7/2017 23:41:10 by Router(S 6.48.4 0R M= to associate
# software id = 17XZ-2GID 20 pgnov/04 13:32:
&F vireless, debug o
# 3A lesz-ap3: 18:21:
nov/B4 15:51:29 wireless,info 88:83:22:39:A8:BE@olesz-ap3: disconnected, extensive data loss 95:84:25:27 not
nov/84 15:51:36 wireless,info 80:AA:AB:00:1F:28@clesz-ap3: disconnected, received disassoc: sending station leaving (8) 3 lg iocil ACL, by
. . i e = ept
nov/@4 15:52:80 wireless,debug olesz-ap3: 18:21:95:84:25:A7 attempts to associate ; ;;v?gd lg?gppjn
nov/B4 15:52:80 wireless,debug olesz-ap3: 18:21:95:84:25:A7 not in local ACL, by default accept wirélasstinfo 1]
nov/84 15:52:00 wireless,info 18:21:95:84:25:A7@olesz-ap3: connected - 95:1 5:87

conn|
ected .nov/04 15
:59 wireless,

nov/@4 15:52:59 wireless,info 18:21:95:84:25:A7@olesz-ap3: disconnected, received deauth: sending station leaving (3)
nov/84 15:53:01 wireless,debug olesz-ap3: 18:21:95:84:25:A7 attempts to associate

nov/84 15:53:01 wireless,debug olesz-ap3: 18:21:95:84:25:A7 not in local ACL, by default accept 3 | fo 18:21:95:84
nov/@4 15:53:01 wireless,info 18:21:95:84:25:A7@olesz-ap3: connected i :R7@olesz-ap3
nov/84 15:53:49 wireless,info 18:21:95:84:25:A7@olesz-ap3: disconnected, received deauth: sending station leaving (3) eg;SC:En:::Egﬂ:
nov/B4 16:39:43 wireless,debug olesz-ap3: F4:42:8F:97:BE:73 attempts to associate sending station|
nov/84 16:39:43 wireless,debug olesz-ap3: F4:42:8F:97:BE:73 not in local ACL, by default accept leaving (3) .no
nov/@4 16:39:43 wireless,info F4:42:8F:97:BE:73@0lesz-ap3: connected ’ii:S;SQigigloft
nov/04 16:40:48 wireless,info F4:42:8F:97:BE:73@olesz-ap3: disconnected, extensive data loss : - —ap3: 18:21:85
nov/84 16:54:16 wireless,debug olesz-ap3: 88:83:22:39:A8:BE attempts to associate :84:

nov/B4 16:54:16 wireless,debug olesz-ap3: 88:83:22:39:A8:BE not in local ACL, by default accept : : BLED HSSDCi AL

nov/84 16:54:16 wireless,info 88:83:22:39:A8:BE@olesz-ap3: connected '2::;?:5;?522531
nov/@84 16:54:47 wireless,info 88:83:22:39:A8:BE@olesz-ap3: disconnected, received deauth: sending station leaving (3) I lesz-ap3: 18:2

nov/@4 16:54:48 wireless,debug olesz-ap3: 88:83:22:39:A8:BE attempts to associate 372 =?5=54=c5=%7 not|
nov/84 16:54:48 wireless,debug olesz-ap3: 88:83:22:39:48:BE not in local ACL, by default accept : rlEPizzit igg;p?
nov/B4 16:54:48 wireless,info 88:83:22:39:A8:BE@clesz-ap3: connected : nov/04 15:53-0
nov/84 16:55:15 wireless,info 88:83:22:39:A8:BE@olesz-ap3: dis?? 1 wireless,info

15:21
Ln 25, Col 65 100%  Windows (CRLF) UTF-8 2.0 Tole
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0x00 Data (0x00) O0001FD  Ox000017 OeD0050AM2 0686 000368A190 3R 20 30 3R 31 35 20 62 79 20 52 &F 75 74 &5 72 : 0:15 by BRouter
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# nov/ 7/2017 23:41:18 by Router(0S 6.4B.ﬂ-l jun/26/2018 5: B:15 by Router0S 6.42 I ~
# software id = JZIXZ-2GID # software id = JZIXZ-2GID
nov/@4 15:51:29 wireless,info 88:83:22:39:A8:BE@olesz-ap3: disconnected, extensive data loss :00:34 wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -83
nov/@84 15:51:36 wireless,info @@:AA:AB:80:1F:28@olesz-ap3: disconnected, received disassoc: sending station leaving :00:52 wireless,info 14:5F:94:1F:37:43@olesz-ap3: disconnected, received disassoc: sending station leaving (3)
(8) 08:88:55 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
nov/B4 15:52:80 wireless,debug olesz-ap3: 18:21:95:84:25:A7 attempts to associate B80:80:55 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 not in local ACL, by default accept
nov/B4 15:52:80 wireless,debug olesz-ap3: 18:21:95:84:25:A7 not in local ACL, by default accept B80:80:55 wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -83
nov/B4 15:52:80 wireless,info 18:21:95:84:25:A7@clesz-ap3: connected 00:01:13 wireless,info 14:5F:94:1F:37:43@0lesz-ap3: disconnected, received disassoc: sending station leaving (3)
nov/@4 15:52:59 wireless,info 18:21:95:84:25:A7@olesz-ap3: disconnected, received deauth: sending station leaving (3) 08:81:16 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
nov/@4 15:53:81 wireless,debug olesz-ap3: 18:21:95:84:25:A7 attempts to associate : wireless,debug olesz-ap3: 14:5F:94:1F:37:43 not in local ACL, by default accept
nov/@84 15:53:81 wireless,debug olesz-ap3: 18:21:95:84:25:A7 not in local ACL, by default accept wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -82
nov/@84 15:53:81 wireless,info 18:21:95:84:25:AV@olesz-ap3: connected wireless,info 14:5F:94:1F:37:43@olesz-ap3: disconnected, received disassoc: sending station leaving (3)
nov/84 15:53:49 wireless,info 18:21:95:84:25:A7@olesz-ap3: disconnected, received deauth: sending station leaving (3) wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
nov/B4 16:39:43 wireless,debug olesz-ap3: F4:42:8F:97:BE:73 attempts to associate wireless,debug olesz-ap3: 14:5F:94:1F:37:43 not in local ACL, by default accept
nov/B4 16:39:43 wireless,debug olesz-ap3: F4:42:8F:97:BE:73 not in local ACL, by default accept wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -82
nov/@84 16:39:43 wireless,info F4:42:8F:97:BE:73@olesz-ap3: connected wireless,info 14:5F:94:1F:37:43@olesz-ap3: disconnected, received disassoc: sending station leaving (3)
nov/@84 16:48:48 wireless,info F4:42:8F:97:BE:73@olesz-ap3: disconnected, extensive data loss wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
nov/@84 16:54:16 wireless,debug olesz-ap3: 88:83:22:39:A8:BE attempts to associate wireless,debug olesz-ap3: 14:5F:94:1F:37:43 not in local ACL, by default accept
nov/@84 16:54:16 wireless,debug olesz-ap3: 88:83:22:39:A8:BE not in local ACL, by default accept wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -84
nov/B4 16:54:16 wireless,info 88:83:22:39:A8:BE@olesz-ap3: connected wireless,info 14:5F:94:1F:37:43@olesz-ap3: disconnected, received disassoc: sending station leaving (3)
nov/84 16:54:47 wireless,info 88:83:22:39:A8:BE@olesz-ap3: disconnected, received deauth: sending station leaving (3) : wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
nov/B4 16:54:48 wireless,debug olesz-ap3: 88:83:22:39:A8:BE attempts to associate 080:84:33 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 not in local ACL, by default accept
nov/@84 16:54:48 wireless,debug olesz-ap3: 88:83:22:39:A8:BE not in local ACL, by default accept 08:84:33 wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -83
nov/84 16:54:48 wireless,info 88:83:22:39:A8:BE@olesz-ap3: connected B0:04:51 wireless,info 14:5F:94:1F:37:43@olesz-ap3: disconnected, received disassoc: sending station leaving (3)
nov/@4 16:55:15 wireless,info 88:83:22:39:A8:BE@olesz-ap3: disconnected, extensive data loss 80:84:54 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
nov/@84 16:58:45 wireless,debug olesz-ap3: 18:21:95:84:25:A7 attempts to associate 08:84:54 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 not in local ACL, by default accept
nov/B4 16:58:45 wireless,debug olesz-ap3: 18:21:95:84:25:A7 not in local ACL, by default accept 080:84:54 wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -84
nov/B4 16:58:45 wireless,info 18:21:95:84:25:A7@clesz-ap3: connected BB:05:12 wireless,info 14:5F:94:1F:37:43F@0lesz-ap3: disconnected, received disassoc: sending station leaving (3)
nov/84 16:59:16 wireless,info 18:21:95:84:25:A7@olesz-ap3: disconnected, received deauth: sending station leaving (3) B80:85:15 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
nov/84 16:59:25 wireless,debug olesz-ap3: 18:21:95:84:25:A7 attempts to associate 08:85:15 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 not in local ACL, by default accept
nov/84 16:59:25 wireless,debug olesz-ap3: 18:21:95:84:25:A7 not in local ACL, by default accept 00:85:15 wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -81
nov/@4 16:59:25 wireless,info 18:21:95:84:25:A7@olesz-ap3: connected B0:05:33 wireless,info 14:5F:94:1F:37:43@olesz-ap3: disconnected, received disassoc: sending station leaving (3)
nov/B4 16:59:55 wireless,info 18:21:95:84:25:A7@olesz-ap3: disconnected, received deauth: sending station leaving (3) 88:85:35 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
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VISIT OUR BOOTH FEE652 TO SEE NEW TOOLS UNVEIL AND TECHNOLOGY IN WORK

TN
ruSalu‘l:”

www.rusolut.com
Polczynska 10,

Warsaw, Poland
+48 535 054 431

info@rusolut.com

!une 8-9, 2022 @ London, w

THANK YOU

S

CT FORENSIC;

PREVEMNT * RESPOND - RECOVER EUROPE EXPO

8-9 June 2022 8-9 June 2022
ExCel London ExCel London
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