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IoT Network

Smartwatches

Smartphones Smart homes

Smart speakers

Smart home router/hub



Chip-off data recovery method

Memory chip
unsoldering

Chip identification
and adapter selection

Chip reading
and file structure re-build

Logical image 
analysis

and file extraction



Chip-off data recovery method advantages

• No risk of overwriting data and losing device logs

• Access to data ensured by password

• Access to all data stored on the device

• Ability to recover data from damaged devices

• Access to deleted via standard interface data



Embedded flash file systems of devices IoT
YAFFS, UBI FS, NAND FS, RAW

Functions
● NAND memory blocks usage optimization

(Wear levelling)

● Translation of a physical image into a logical 
form

● Refresh operations for data allocated in blocks

Properties
• No standardized metadata

• Multiple versions of filesystems

• Ability to recover old/deleted data



Case studies

CALIX 844E-1 
Wi-Fi Router

Mikrotik RB433GL
Wi-Fi Router

Google Home 
Speaker



Case 1 - CALIX 844E-1



CALIX 844E-1

Network software



PCB of  CALIX 844E-1 



Chip reading in VNR



NAND reading process



Physical image from NAND chip



UBI File System



DHCP Leases

Lease time

MAC Addresses Device name 

One record

Leased IP Addresses



Case 1 - Summary

Lease time – 24 Hours

05/08/2021 01:31:34
File creation date

IP address rent-time is 24 hours, so all devices 
mentioned in the UDHCPD.leases file were connected to 
the network within 24 hours, starting from file creation 

date



Case 2 - Google Home Speaker

• Fully voice controlled device 
• Standard smart speaker functions
replicate functions of Google 
assistant
• Smart home central node  

• Compatible with other Chromecast
devices



NAND chip extraction and preparations for read-out

Unsoldering

NAND chip

Non-standard package
microsoldering



NAND reading process

VNR reader with NAND
Chip inserted

Software side of reading process



Visual data analysis in VNR

Page structure analysis



First look

YAFFS parser look in VNR software



Interesting files

• bootid
• bt_config.conf
• build_info.txt
• checksum.sha1
• client.crt
• client.crt.gen2
• cloud_settings.prefs
• eureka.conf

• eureka.conf
• watchdog.conf
• hostapd_entropy.bin
• bootid
• pkcs11.txt
• client.crt.gen2
• key4.db

• hw.txt
• LOG
• LOG.old
• mac_addr
• metrics_client_id
• random_seed
• serial.txt
• watchdog.conf
etc.

• cert9.db
• metrics_client_id
• ampservice.pid
• test-bin.stderr
• test-bin.stdout
• settings
etc.

Files extracted from
researched device #1

Files extracted from 
researched device #2



SSL certificates 

client.crt.gen2

The SSL certificate allows you to decrypt all the traffic of the Smart speaker. 
This is where Forensics meets Intelligence… Imagine scenario where you already had traffic collected...

client.crt
 



Geo location and client ID 

metrics_client_id settings 



Network config 

bt_config.conf mac_addr 



Case 2 - Summary

The "first look" into devices shows the “user footprints” are there. 
Connecting this information with other parts of puzzle extracted from phone 
or other evidence may help to piece case together

This research is still ongoing, we are feeding several donor devices with lots of 
test data in order to pull out more information out of speakers 
and understand the whole scale of what is stored there.



Case 3 - Mikrotik RB433GL



YAFFS2 File system



VNR – YAFFS2 parser

File metadata version history File Content



Object content



Case 3 - Summary
Obtained access to the full system logs history from the 

period between 07/11/2018 - 26/06/2018



VISIT OUR BOOTH FEE652 TO SEE NEW TOOLS UNVEIL AND TECHNOLOGY IN WORK

THANK YOU
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