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rUSolUEY Odzyskiwanie danych metoda Chip-off

Wylutowanie kosci Identyfikacja chipu Wyczytanie pamieci i rekonstrukcja  Analiza obrazu logicznego
pamieci NAND oraz dobor adaptera obrazu fizycznego oraz zapisanie danych
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Zalety odzyskiwania danych metoda
Chip-off

Brak ryzyka nadpisania danych oraz logow urzadzenia
Dostep do danych urzadzen chronionych hastem

Dostep do wszystkich danych zgromadzonych na urzgdzeniu
Mozliwos¢ odzyskania danych z uszkodzonych urzadzen

Dostep do danych usunietych przez standardowy interfejs



rusalut™ \Whudowane systemy plikow flash urzadzen loT
YAFFS, UBI FS, NAND FS, RAW

Funkcje Wiasciwosci

» Optymalizacja zuzycia blokdw » Wiele wersji systemow pliku
pamieci NAND (Wear leveling)
» Brak ustandaryzowanych
» Translacja fizycznego obrazu do metadanych
postaci logicznej
» Mozliwosci odzyskiwania
» Operacje odswiezania danych starych/skasowanych danych
zapisanych w blokach pamieci
NAND
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Case 1 - CALIX 844E-1




ruSolJty CALIX 844E-1

Oprogramowanie sieciowe

. C )| @ http://192.1681.1/login htmi C4 Colix Help | Logout | About

@ Login - Calix Home Gateway * - » -

B -8 -3 & - Pager Sfeyr Toos~ @~ A [ Status " Quick Start Wireless Utilities Advanced

>4 Configure Wireless Network
Quick Start

Configure Wireless Network is used to enable or disable ions b this g; y device and other wireless devices.
Connect To Internet Wireless: ® On Off
Configure Wireless Network
Calix o Network Name: CXNK12345678
Home < Collx Set Time Zone
Gateway
WPA/WPA2 Password:

User Name:

Password:

Wireless Protected Setup

Wireless Protected Setup (WPS) provides an easy and secure way to establish a wireless network connection between this gateway device and another
wireless device by sharing the wireless password between the two devices. The procedure is to first press the “Connect” button in this window and then press
the WPS button on the other wireless device. This gateway device will then attempt to automatically connect to the other wireless device. This process may
take up to two minutes to automatically set up the connection
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ruSolUtY Odczyt zawartosci kosci pamieci w VNR




rUSolUEY Proces czytania pamieci NAND
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Workspace Plugins
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Element functions Paositi..

@'Workspace *

'

Phy image

5 vl

| Phy image g ~
C»Chip1_0o 0[5> Reading dump from reader...
Port: O
Crystal:

Cancel

@l

@

Phy image
Chip2_0_0[ >

@I

Phy image

> Chip3 0 o[>

‘SocooEee8.




ruSDlum

& -

se Mavigator

& |

Hex viewer

Bitmap viewer
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Save Save
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Page size
Pixel size
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Wyczytany obraz fizyczn

Wisual Nand Reconstructor
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View settings

Selection markers
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DHCP Leases i Config

MAC Addresses

Leased IP Addresses

Device name
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File Edit Format View Help One reco rd

decline_file /var/udhcpd.decline ~

auto_time 960

interface br@

start 192.168.250.10

end 197 168 _ 256 _ 260 L t'

option lease 86408 ¢ ease Ime

min_lease 39

option subnet 255.255.255.8

option router 192.168.258.1

option dns 192.168.2508.1

option dns 192.168.258.1

option domain Home

interface brgt

start 169.254.1.2

end 169.254.1.2

option lease 86400

min_lease 38

option subnet 255.255.255.8

option router 169.254.1.1

option dns 169.254.1.1

option dns 169.254.1.1

option domain Home e
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Case 1 - Podsumowanie
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Case 2 — Google Home Speaker

» Urzadzenie w petfni kontrolowane
gtosem

» Spetnia standardowe funkcje
smart speakera oraz wspiera
funkcje asystenta Google

» Centralne urzadzenie sterujace
Smart Home

» Kompatybilny z innymi
urzgdzeniami Chromecast
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ruSoltIN Odczyt pamieci NAND

s

Reading durmp frorm reader...
59 Chip: Chipl

Port: 0

Crystal: 0

Cancel

Czytnik VNR z pamiecig NAND Odczyt pamieci w oprogramowaniu



Wizualna analiza obrazu fizycznego w VNR
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IZ) Offsets 1 > EEERUTS

IMeta data offset

1-9
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Chunk Type Object Type

w80 File header [0x10)
w80 File header (0x10)
000 Data (0x00)
%80 File header (0x10)
w80 File header [0x10)
%80 File header (0x10)
000 Data (0x00)
080 File header (0x10)
0x00 Data (0x00)
0x00 Data (0x00)
Cx20 File header [0x10)
0x00 Data (0x00)
w80 File header [0x10)

OxB0 Soft link header [0x20)

000 Data (0x00)
080 File header (0x10)

w80 Soft link header [0x20)

OxB0 File header [0x10)
w80 File header (0x10)
0x00 Data (0x00)
w80 File header [0x10)
OxB0 File header [0x10)
w80 File header (0x10)
0x00 Data (0x00)
w80 File header [0x10)
000 Data (0x00)
%80 File header (0x10)
0x00 Data (0x00)
w80 File header (0x10)
0x00 Data (0x00)
080 File header (0x10)
0x00 Data (0x00)
w20 File header [0x10)
0x00 Data (0x00)
080 File header (0x10)

Object Id
0000102
0x000103
0x000104
0x000104
0x000104
0x000105
0x000105
0000107
0x000107
OxD0010A
0x00010A
0x00010C
Dx00010C
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0x000T1F
DxD0011F
0x000120
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0x00012C
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0x00012D
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0x000134
0000134
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0x00013C
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Dx000155
DxD0018F
OxD0018F
0x000190
0000190

0 @ Sequence number offset

Chunk Id Sequence number

0000101
0x000101
0000001
0000001
0000101
0000001
0000001
0000001
0000001
0000001
0000001
0000001
0000001
0x00010D
0000001
On00010C
0000106
0000101
000202
0000001
0x000202
0x000109
0000111
0000001
0000134
0000001
000134
0000001
Ox0D0013F
0x000001
On0010E
0000001
OxD0010E
0x000005
000144

Ohbject |d offset
Chunk Id offset

0x0000101C
0x0000101C
0x0000100C
x0000100C
0x0000101C
0x0000100C
0x0000100C
0x0000100C
Ox0000100C
0x0000100C
0x0000100C
0x0000100C
Ox0000100C
0x00001014
0x00001014
000001014
00001014
0x00001017
00001014
000001014
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0x00001016
00001017
000001017
000001014
0x00001017
00001017
0x00001016
0x00001016
0x00001016
00001014
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0x00001014
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0x0000101C

YAFFS Parser - Koncept

2048 [
2052 [
20562

0OOE positions

4 Byte count offset
Block status offset

Data status offset

Byte count Parent Object ID Mame
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00026
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File size H/S link value
0930
0930
2B00
OxASS5
0x52E

055F
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35
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{1}
2
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00
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On8E

OdBC

el
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02460

Address
Ox0006F50C80
0x0006F51500
0x0010EGFT00
Oe0010E6CCED
Ox0006F51D80
0x0010E69100
0x0010EGFFE0
0x0010E69980
0x0010E71080
0x0010E7 1900
0x0010EGEBE0
0x0010E72180
0x0010E6B880
0x0006F19000
0x0006F 19880
0x0006F16580
Ox0006F1 4100
Ox000GEADEOD
Ou0006F1C300
Ox0006F1BASD
0x0006F1D400
0x0006F2FDE0
0x0006EBOEQD
O0x0D06EBOS80
0x0006F1FESD
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ruSalUtym Wyodrebnione pliki z wykorzystaniem
YAFFS Parsera

Wyodrebnione pliki z Wyodrebnione pliki z

badanego urzadzenia #1 badanego urzadzenia #2
» bootid » eureka.conf
» bt_config.conf > i i » watchdog.conf »> certd.db
» build_info.txt > LOG > hostapd_entropy.bin » metrics_client_id
» checksum.shal » LOG.old » bootid » ampservice.pid
» client.crt » mac_addr > pkes11.txt » test-bin.stderr
> client.crt.gen2 » metrics_client_id > client.crt.gen2 » test-bin.stdout
> cloud_settings.prefs ~ random_seed » key4.db > settings
» eureka.conf > serial.txt etc.

» watchdog.conf

etc.



ruSolJtie Przyktady uzyskanych plikow #1

client.crt client.crt.gen2
(SSL certificate) (SSL certificate)

00 01 02 03|04 05 06 07|08 09 OR 0B |0OC 0D OE OF QO010ET1CED 20 20 20 2D 2D 42 45 47 43 4E 20 43 45 52 54 43| ————- BEGIN CERTI
0010EEFFE0 |20 2D 2D 2D 2D 42 45 47 49 4E 20 4; 45 52 54 43 _“:_;_BEGIN CERTI Q010ET71090 46 49 43 41 54 45 2D 2D 2D 2D 2D OR 4D 49 49 44 FICATE-—--—- MITD
0010E6FF30 |46 49 43 41 54 45 2D 2D 2D 20 20 02 4D 49 49 44| FICATE----- MITD P
0010ERFFRO 70 6B 43 43 41 6F 36 67 41 77 49 42 41 &7 49 45 piCCRoeghwIBRAgIE ::ME',_"]'DM 79 7R 43 4; 41 72 4F 67 41 77 43 42 41 87 43 43 yzCFﬂ?DgﬂwIBﬂg;E
0010EEFFBO |57 41 45 &R 58 44 41 4E 42 67 6B 71 68 6B 69 47| WREjXDANBgkghkiG 0010E710BO |57 41 45 &R 53 6R 41 4E 42 67 6B 71 €3 6B 6% 47| WREjXjANBokghkiG
O0LOEGFFCO |33 77 30 42 41 51 55 46 41 44 4; 39 4£ 51 ?‘; 17 9w05$QUFﬁDB‘§MDaw 0010ET10CO 3% 77 30 42 41 51 55 46 41 44 43 42 69 44 45 4AC SwOBAQUFADCBiDEL
O010E6FFDO |43 51 59 44 56 51 51 47 45 77 4R 56 o0& 55 7R 45| COYDVQOGEwWJV.UzE Ana AEn VM
O0L0EEFFEC |54 4D 42 45 47 41 31 55 45 43 41 77 4B 51 32 46| TMBEGR1UECAwKQ2F ”:ME"lDD':' 4D 41 6B 47 41 31 55 45 42 63 4D 43 0A 56 56 4D MALGRIUEBRMC.
O010EEFFFD |73 61 57 5A 76 63 6D 35 70 59 54 45 57 4D 42 51| saWZvchSpYTEWMBQ 00L0E710E0 |78 45 7R 41 52 42 67 4E 56 42 41 €7 4D 43 6B 4E| xEzRRBgNVBAgHCKN
ffigg:ggg 2; éi g% gi 462 :2 2; zg 465 2: g;‘i 22 2‘11 gﬁ 45% ig Ehlli‘gﬁ%ﬁﬁ“g%b;g Q010ETICFD 63 62 47 6C 6D 62 33 4R 75 §1 57 45 78 46 &R 41 hbG1lMp3JuaWExFjA
0o 10 a zET. - -
0010E70020 |45 47 41 31 55 45 43 67 77 4B 52 32 3% 76 5& 32 EGﬁlgEngKREQVZZ 0010E71100 33 42 67 4E 56 42 41 €3 4D 44 55 31 76 &4 37 33 UBgNVBACMDU1vdNS
0010E70030 |78 &C 49 45 &C 75 59 7R 45 53 4D 42 41 47 41 31| =x1IEluYzESMBRGR] J010E711140 30 59 57 6C 75 49 46 5R 70 SR 58 63 78 OR 45 7R J¥WluIlFipi¥cx.Ez
O010E70040 |55 45 43 77 77 4R 52 32 39 76 5R 32 73 6C 4; 46 UEE‘*"*’JR”—""%“J—IF O010ET1120 41 52 42 &7 4E 56 42 41 &F 4D 43 6B 64 76 62 32 ERBgNVBRcHMCkdvb2
0010E70050 |52 57 4D 52 67 77 46 67 59 44 56 51 51 44 0R 44| RWMRgwFgYDVQQD.D R
ODL0E70060 |41 39 46 64 53 4R BC 61 32 45 67 52 32 56 75 4D ﬁQFd}q(;lg2E.gR2VuM 0010E71130 64 73 SR 53 42 4R 62 6D 4D 73 44 54 41 4C 42 67 dsZSBJpmMxDTALBg
D010E70070 |53 42 4A 51 30 45 77 43 63 63 4E 4D 54 59 73 4D| SBJQOEwHhcNMTYxzM 0010E71140 |4E 56 42 41 73 4D 42 45 4E &3 63 33 51 78 4B 44| NVBAsMBENhc30xKD
QO10ETCOBO 44 45 30 4D 54 67 79 4E &R 4D 32 57 |68 63 4E 4D DEOMTgyNjM2WhcHM O010E71150 41 6D 42 &7 AE 56 42 41 4D 4D 48 30 4E &F |:|I'I-'~ 63 MEngEmHUND.C

Certyfikat SSL pozwala na odszyfrowanie petnej komunikacji Smart Speakera.
To jedna z tych sytuacji, w ktorych kryminalistyka znajduje zastosowanie w wywiadzie... Wyobrazmy sobie scenariusz, w

ktorym juz posiadamy probki takiej komunikaciji...



ruSolt Przyktady uzyskanych plikéw #2

Settings (geolocation) metrics_client_id

L om0 < T (1 7 31 39 31 39 33 33 36 36 31 33 38 37 39 34| 1719183366138794
00 01 02 0304 05 06 07 08 09 0B QOB OC 0D OE OF 30 384 33 31 00 0O OO OO OO OO 0O 00 00 OO0 OO0 00 0831, .0 nenunnnna
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0000010C40 3R 74 72 75 65 7D 2C 22 63 6F 74 77 6F 72 &4 SF :true}, "hotword_ 00 00 00 00 00 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 00 000 @ .uveveevcnacnnas
Q00001DCS0 6E &1 6D €5 22 34 22 22 2C 22 76 BF &C 75 &D &5 nallg™: ™" "vyolulle
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000001DC80 35 38 30 37 33 30 37 31 30 34 2C 22 73 &1 76 €5 £30730710¢, ~save 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00] weuueeeeesennnn
000001DCA0  EF £C 75 €0 €5 22 2A 23 31 25 50 7D 75 00 80 00 oTameriioi T 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| wevennevenneenn.
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rusSoltP Przykiady uzyskanych plikéw #3

mac_addr bt_config.conf

nnnt ne nalnd 0t nE A7 na na nk AR ar An AF A 10 5B 49 GE 66 6F 5D 0& 46 69 &C &5 53 6F 75 72 &3 [Info] .FileScurc
oo bl Ue Ug e Ua Uo UV U Uz US UD UL UL ULS U 10 &5 20 3D 20 45 &D 70 74 7% 0OR 54 €% 6D &5 43 72 e = ENpty.TilleCr
W0 65 61 74 65 64 20 3D 20 31 39 36 3% 2D 31 32 2D d = 1969-12-
46 34 46 35 44 38 42 46 30 39 41 36 0R 46 34 46 F4F5DABFO9A6.F4F L 33 31 20 39 36 3B 30 30 3R 31 30 0A OA 5B 41 B4 gitgﬁ:ﬂﬂ:lﬂ__[hd
35 44 383 42 46 30 39 41 37 00 00 0000 OO0 0O 00 SDABFOSRT7 . ..., ] &1 70 74 65 72 5F 0ok 41 &4 84 72 &5 73 73 20 3D apter_.Rddress =
a 20 66 34 3R 66 35 3% 64 38 3R 62 66 3R 30 33 3R f4:f5:48:bf:0%9:
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| ..veveununnnnnns ?o 61 37 0R 4C 45 5F 4C 4F 43 41 4C 5F 4B 45 59 5F a7.LE_LOCAL_KEY_
a0 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00] ..veeceanasscass a 49 52 4B 20 3D 20 &5 36 61 33 38 33 33 36 30 &2 IBRK = e6a363360b
a 35 66 62 37 35 36 65 36 61 63 37 31 64 37 35 32 Sfb756e6acT71d4d792
00 00 00 00 00 0O 00 00 00 00 Q0 00 00 00 00 OO ...evenennnann.. !0 30 63 3% 62 64 33 0B 4C 45 5F 4C 4F 43 41 4C 5F Gc?de?L;ELOCHL_
a0 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00] ..veeceanasscass a 4B 45 5% S5F 49 52 20 3D 20 33 33 33 31 33 35 33 KEY_TR = 3331353
a 64 32 64 30 64 34 64 63 64 61 38 61 3I4 61 33 61 dzdod4dcdasaias
a0 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00] .eieeeceecacacaas a 35 E1 38 E1 38 E£1 39 61 61 OB 4C 45 SF 4C 4F 43 aaaaaagza?Lg_EDg
a0 00 00 00 00 OO0 OO0 OO0 00 00 OO0 00 /00 00 00 00] ..ecececnaascass ia 41 4C S5F 4B 45 53 5F 44 43 4B 20 3D 20 37 35 &6 Br_HEev_pHE = 75fF
i 31 61 €3 66 32 €5 30 36 31 €3 33 33 31 65 36 61 lacfzed&lc33led
a0 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00] .eieeeceecacacaas ' 2 35 32 36 33 61 E2 £3 35 31 &2 30 37 DA 4 4% d;SESEbcgfbﬂ??L;
a0 00 00 00 00 OO0 OO0 OO0 00 00 OO0 00 /00 00 00 00] ..ecececnaascass 10 5F 4C 4F 43 41 4C 5F 4B 45 53 5F 45 52 20 3D 20 _LOCRL_KEY_ER =
10 36 66 34 37 |31 37 62 37 66 37 37 37|37 37 37 37 6f471TBTETTTTTTT
00 00 00 00 00 00O 00 0O 0O 00 00 00 00 00 00 OO ......cneennn.... W0 34 32 34 32 34 33 34 30 34 37 34 38 35 36 36 61 424243404748566a




ruSolUEr Case 2 - Podsumowanie

Analiza zawartosci pamieci Speakera pokazata, ze urzgdzenie nie byto ekstensywnie
uzywane i nie byto tam zbyt wielu pozostawionych "sladoéw" uzytkownika.
Jednakze, tak jak w innych przypadkach potaczenie tych informacji wraz z danymi
uzyskanymi z telefonu lub innego urzagdzenia moze rzuci¢ nieco sSwiatta na badana
sprawe.

Badania nad tymi urzadzeniami w dalszym ciggu trwajg. ZebraliSmy obecnie duzo
danych z kilku identycznych urzadzen, aby oszacowac petng skale
przechowywanych tam danych oraz mozliwosci ich potgczenia.



ruSoluty Case 3 - Mikrotik RB433GL

Urzgdzenie przywrdocone do ustawien fabrycznych
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0000000110 |FF 35 93 24 4B A0 10 8% 20 25 3C €2 C6 7E 1F 90 y5"sK .% 3<RE~.O
0000000120 |32 1E OF 1F Ro 85 EC 40 76 91 8C 3F AC 35 83 FF| ... _i@v'Co__f§
0000000130 |91 11 EC 8C 43 1F 74 66 6F 53 B3 34 3E 75 5D C3 ‘.iBC.tfo534Zu]ld
0000000140 38D 97 75 00 OC 21 B0 07 OR 16 02 0E 83 3D D6 07| DO—u..'® g
0000000150 |01 20 04 00 02 OF 03 42 90 C1 06 EB 07 04 17 05| . .....
0000000160 |07 07 41 06 19 &4 09 OF 15 06 19 &4 90 17 1B 1F| ..RA..d.....
0000000170 |0D 7B D3 2F 44 1D 06 36 2E 34 32 8F 88 89 03 EF| .{@/D..6.420°%.1
0000000180 |B7 C& €5 98 03 7C 3B CO 29 4C 02 20 34 59 BO &0 -EeT.|:R)L. LY
0000000190 |BF DB &7 C2 03 48 40 C7 21 29 97 13 FC 85 97 70| g UgR.HEC!)—.@.—p
0000000120 |15 20 5F AF BF B7 04 11 FF EF 23 BD D3 D B5 27| . _ ;-..¥is™@.n’
00000001B0 |BF 8F BF 03 0B 3F 03 EO0 23 C9 37 DE 5B 1F 57 33| :0;..2_ a$E7B[.Wf
00000001C0 |00 0B 24 0E SE 72 2D E3 90 2D €6 2D 03 17 26 25| ..$.~r.&00E...:¥
0000000100 |00 01 53 37 6C CO 5F 05 3B 5B D3 0B 39 96 DL 78| ..X71A_.;[@.9-fx
00000001E0 |15 80 BF €7 SR FB DD 93 BO 1B DB 54 08 40 40 0F| .€;gza¥~".0T.@e.
00000001F0  |D7 01 OC 40 20 11 27 5D 23 31 6C F3 16 17 13 4C| =..@ .']£1ld...L
0000000200 |0C S5F E3 D3 65 27 42 77 01 0D BB 77 24 DB B0 ED| ._8@e'Bw..»wsl°%
0000000210 |B7 01 8B 01 01 40 26 11 12 2R 22 33 70 C& 7E CO cita.@s.. %" pE-R
0000000220 |BA 21 4B C4 23 C1 01 8C 50 20 1B 4C 63 BB 20 DC| °!KRfA @p .Lc» O
0000000230 07 15 40 47 00 21 42 87 B9 81 BD EF &4 5F 0R 50 ..@6,1gs0O%id_. P
0000000240 |37 BS 27 87 CO BE FD BA 27 02 2B 25 CD 3R 05 B1| #pr#luper 43f:.;
0000000250 |00 03 3F Fé 10 FE Dé 50 53 21 00 RE 20 21 OF 25| ..28.p0PR!.® !.3
0000000260 |4% 93 29 42 R9 BD 9B 67 BB 17 BB 1C 9E D4 3E B3| JV)BMigm.».%0>,
0000000270 |01 €0 23 FB 10 21 &7 B7 B BC 3F €3 23 BD 00 04| . #d.!g-i-2c$*..
0000000230 |7F 17 33 8E F7 DR 63 75 5D DF 14 07 %4 DF A3 Ao .3E+0hulB..”82
0000000290 [BB 7D F7 C1 47 05 54 3C 0R 07 4R 05 C8 8D 2B 27 »}<BG.T<. . J.EO+r
0000000240 |AD 0B 7F 3D BB FO 32 DB 04 15 2R 9B 21 03 47 3C| .. =»&,0..%>1.6<
0000000280 |12 DE OE AC 34 73 1B 4F BF EF 00 27 5R 43 3R 20 LP.-43.0:1."ZH:
00000002C0  |DD 82 17 5B 7F 1F 20 AB C7 46 D8 F1L 71 8C 47 Ap| ¥,.[ .€«CForiglc.
0000000200 |09 CF 04 4F R4 50 53 BO 64 DB 22 1D C3 FA 23 5B| .I.pupx°dl".Buf[
00000002E0  |4F 00 76 CO0 12 77 BF 41 1F 96 10 E3 DR 1D 5F 73| O.vR.w;R.-.e0._s
00000002F0 |71 03 1B 16 B DB 1D 02 78 43 oR 07 B8 04 AC 2&| g... 0..{C..,.-*
0000000300 |OC 1C 32 €4 C3 23 17 10 24 EB F7 DD 2F 7D 90 70| ..2d84..¢8+¥/)0p
0000000310 |83 20 02 1F 72 8C 42 E6 6C 17 AC 44 37 7F 1B 87| £ ..rEB=l.-D7 ,%
0000000320 |20 07 27 B3 E3 43 24 42 7C 36 DO FO 3D 7C C3 00| -.'=&csB|epaljA.
0000000330 |14 AF BO 86 40 CF 80 80 6F 7B 4D 1F 7F 14 RE A5| .7 °t+@Ieco(M, .o¥
0000000340 |38F 13 02 21 33 6E BB ED 6E 2F 00 13 6B 06 8C 48| 0O..!'3n«in/..k.EK
0000000350 |08 03 CR €D 36 B2 EE 83 18 25 77 24 57 07 33 Re| . .EmE*if.3wsW.3!
0000000360 &F F [ 9F 59 NA 10 1 59 0 OB _0 57 10 14 &F nAcYY Y H..n
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Yaffs parser o
[T o Meta data offset 0 Sequence number offset 2050 e count offset 2062 01
IjVj 1-9 @ q @ + By @ 10 ::><::' @
=] Object Id offset 2054[8]  Block status offset B Ha
Block Block =1 =1 Read Byte Sync with
filker sorter order dump

File Content

00 01 04 05 06 07 08 09 OR OB OC OD OE OF -
23 20 6E 6F 76 2F 20 37 2F 32 30 31 37 20 32 33| £ nov/ 7/2017 23f=

F 3R 34 31 3R 31 30 20 62 79 20 52 €F 75 74 &5 72 :41:10 by Router
DODOASFFECQ |4F 53 20 36 2E 34 30 2E 34 0R 23 20 73 6F 66 74| 05 6.40.4.F soft
DOOORSFFFO (77 61 72 65 20 69 64 20 3D 20 4R 5R 53 SR 2D 32| ware id = JZHZI-2
DODORGODO0 |47 49 44 OR 23 oR 6E 6F 76 2F 30 34 20 31 35 3R| GID.#.nov/04 15:
fooomeoolo (35 31 3R 32 39 20 77 €9 72 65 6C €5 73 73 2C 69| 51:29 wireless,i
DO0OAGOD20 6E €6 EF 20 38 33 3R 33 33 3R 32 32 3R 33 39 3R| nfo 898:83:22:39:
DO0OAGO030 |41 33 3R 42 45 40 6F 6C &5 73 7R 2D 61 70 33 3R| R3:BE@clesz-ap3:
B000RE0040 |20 64 69 73 63 6F GE 6E 65 63 74 65 64 2C 20 65 disconnected, e
fo00RE00S0  [78 74 65 GE 73 69 76 65 20 64 61 74 61 20 6C 6F| xtensive data lo
DO0OAGO0E0 |73 73 20 OR GE &F 76 2F 30 34 20 31 35 3R 35 31| 33 .nov/04 15:51
D000RE00T0 (3R 33 36 20 77 €9 72 65 6C 65 73 73 2C 69 GE 66 :36 wireless,inf

Multiple versions of the same object

Use ChunkType Object Type Object I[d Chunkld Seguence number Byte count Parent Object ID Mame Permissions UID GID atime mtime ctime File size
[ 0xC0 File header (0x10) 0x0001FD  Ox000107 000039627 00000 Ox107 Oleszna_ap3_ap4.log.bxdt w8144 Ox0 Ox0 Ox58201F7E Ox5A023686 OxSAQ2:
0xCO File header [0x10) Ox0001FD  Ow000107 Ox00039B1F 00000 107 Oleszna_ap3_ap4.log.bxt Ox8144 Ox0 Ox0 Ox58201F7E Ox5A062B06 OxSAQG62B06 Ox0
0xCO File header [0x10) 0x0001FD  Ox000107 000034017 00000 Ox107 Oleszna_ap3_ap4.log.bxt w8144 Ox0 Ox0 Ox58201F7E Ox5A0A1FB6 OxSAOA1FB6 Oxd
0xCO File header (0x10) e0001FD 000107 Oae0003AS04 (0000 107 Oleszna_ap3_ap4.log.txt Oed1A4 Ox0 00 O58201F7E  OxSAOQE1406 OxSAOE1406 el
0xCO File header [0x10) 0x0001FD  Ox000107 0x0003ASFD 00000 Ox107 Oleszna_ap3_ap4.log.bxt w8144 Ox0 Ox0 Ox58201F7E Ox5A4120887 Ox5A120887 Oxﬂ[ :|
0xCO File header [0x10) O0001FD 000107 Ox0003AEES 00000 107 Oleszna_ap3_ap4.log.bxt Ox8144 Ox0 0wl Ox58201F7E  OxSA15FDO5S OxSA1SFDOS Ox0
0xCO File header (0x10) 1FD Ox000107 0x0003B3CF One000 0107 Oleszna_ap3_ap4.log.txt 8144 Ox0 Ox0 Ox58201F7E  OxSAT9F186 OxSA19F186 0l
0xCO File header [0x10) 1FD Ox0O0107 0x0003B3B3 00000 107 Oleszna_ap3_ap4.log.bxt Ox8144 Ox0  OxD Ox58201F7E OxSA1DESDE OwSA1DESDS Ox0
0xCO File header [0x10) FD  Ox000107 0x0003ED3D 00000 Ox107 Oleszna_ap3_ap4.log.bxt w8144 Ox0 Ox0 Ox58201F7E Ox5A21DAS5 OwS5A21DABS Oxd

I'\"il, Phy image Chip0_0_0 X ﬂ Phy image Chip0_0_0

KRR R~ &R

OxCOF?Ieheader[Oxm] Ox000WED Ox000107  Ox0OD3C2TE 0x0000 ox107 Oleszna_ap3_ap4.log.tet 0x8144  OxD Ox0 OxS58201F7E  OxSA25CFO6 OxSA25CFO6 ox0 000860080 |BF 20 30 30 33 21 41 32 21 23 33 30 30 32 31 16| o 00:BA-RB:0niiF
0xCO File header (0x10) 0x0003CT61 00000 0x107 Oleszna_ap3_ap4.log it 08144 Ox0 Ox0 Ox58201F7E (x5A29C386 OxSA29C386 0x0 b000RE0090 |3 32 33 40 6F 6C 65 73 7R 2D 61 70 33 3B 20 64| :23@0lesz-ap3: d
0xCO File header (0x10) 0x0003CC46 0x0000 ox107 Oleszna_ap3_ap4.log et 0x8144  OxD Ox0 OxS58201F7E OxSA2DBB0S OxSA2DE305 DO0OAGO0R0 |69 73 63 6F 6E 6E 65 €3 74 €5 64 2C 20 72 €5 63| isconnected, rec
0xCO File header (0x10) . F - F : . : . 3 61 73 73 &F 63 3& 20 eiveq disassgc:
0xCO File header (0x10] Dhject 1d Fhunkld | Sequence number I_33.rte count Parent Dbjectll! Mame | Permissions WD GID atime _mtlme g ;g g; 33 gi gg g% ?,.2 iz:siﬁg S{E?“ﬁzv
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DO01FD  OxD00107 OxDO03AEES Oor D00 107 Oleszna_ap3_ap4.log.bd Oxa1A4 OxD Ox0 OxS8201F7E  OxSA15FDOS [

0001 FD | 0000107 O03B3CF 00000 107 Oleszna_ap3_ap4log.txt Ond144 0D OwD Ox58201FFE| OmSAT9F186

DO01FD | DeeD00107 003 B3B3 Qo000 107 Oleszna_ap3_ap4d.log.txt Ond144 0D OwD Ox58201F7E | Ou5ATDEGDG

0001 FD | 000107 OxeD0O03BDSD 02000 0107 Oleszna_ap3_apdlog.txt 3144 Ol 0wl On58201F7E | Ox5A21DASS

DDO1FD | Dee00O0107 003 C27E OecD000 107 Oleszna_ap3_apd.log.txt 08144 0D OwD Ou53201F7E  Om5A25CFDG

0001FD  Cxe000107 One03CTE D000 0107 Oleszna_ap3_apd.log.txt 08144 0D OwD Ox53201F7E | Ow5A29C386

DO01FD  OxD00107 (0003 CCA6 Oor D00 107 Oleszna_ap3_ap4d.log.bd Oxa1A4 Oxd OO0 Ox58201F7E | (x5A2DB805

O001FD | DeD00107 000030120 Oor 000 0107 Oleszna_ap3_apdlog.bd w2144 Ol 0wl Ow52201F7E . IxSAS1ACEE

0O01FD | Oee00O0107 0003 D60F 00000 107 Oleszna_ap3_ap4d.log.txt 03144 0D OwD Ox58201F7E  M5A35A106

0001 FD | 000107 0053 DAEE Qo000 107 Oleszna_ap3_ap4d.log.txt [ 0D OwD Ox58201F7E| Om5A399586

DOO1FD | Dee00O0107 O3 DFCE OocO00 107 Oleszna_ap3_ap4d.log.txt OB144 Ol 0wl Ox58201FFE  Ox5A3DBADG

0001 FD 000107 OxDO03E4AD OecD000 107 Oleszna_ap3_apdlog.txt OxB144 Ol OwD On53201F7E| OmSA41TERE

DDO1FD | De000107 OneDOO3ESED D000 107 Oleszna_ap3_apd.log.txt OeB184 0D OwD Ou53201F7E | On5A457306

0001FD  CxeD00107 OxDO03EERD D000 107 Oleszna_ap3_apd.log.txt OxB144 0D Ol Ow53201F7E| OmSA496726
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0xC0 File header (0x10) x0001FD 0000107 00039627 On0000 0107 Oleszna_ap3_ap4.log.tadt OxB144 Ox0 Ox0 Ox58201F7E On5A023686 OnS5A023636 _ _
0xC0 File header [0x10) OxD00TFD (x000107  OxDDO39B1F 00000 o107 Oleszna_ap3_ap4.log.be Ox8144  Ox0 OxD (xSB201FTE  OxSADG2B06  OxSADG2ZBOG 00 0000RSFFDO
0xC0 File header [0x10) OxD00TFD (u00D107  OwDDD3ADTT 00000 o107 Oleszna_ap3_ap4.log.be Ox8144  Ox0 OxD (xSB201FTE  OxSAOATFS6 OxSADATFBE %] ggggﬁggg
OxCO File header (0x10) 0001FD  OwD00107 Ow0003A504 0000 107 Oleszna_ap3_ap4log.txt 8144 0 w0 OxS8201FTE  Ox5SAO0E1406 OwSAOE1406 [ 0000RE0000
0xC0 File header [0x10) OxD00TFD (u000107  OwDO03AIFD 00000 o107 Oleszna_ap3_ap4.log.be Ox8144  Ox0 OxD (xSB201FTE  OxSA120887 Ox5A120887 mﬂ@ 0000R60010
OxCO File header [0x10) OxDOO1FD Ox000107  OxODD3AEES 0x0000 0x107 Oleszna_ap3_ap4.log.bxt Ox81A4  OxD Ox0 OxS58201F7E OxSA1SFDOS (OxSA1SFDOS Ox0 0000R60020
0xC0 File header [0x10) OxD001FD (w000107  OxDDO3B3CF 00000 o107 Oleszna_ap3_ap4.log.be Ox8144  Ox0 OxD (xS8201FTE  OxSA19F186 OxSA19F186 %] ggggiﬁggzg
0xC0 File header [0x10) OxD00TFD (x000107  OxDD03B3E3 00000 o107 Oleszna_ap3_ap4.log.be Ox8144  Ox0 Ox0 (xS8201F7E  (xSA1DES06 OxSA1DEGDE % 0000RE00S0
0xCO File header [0x10) OxD00TFD Qw000107  0w0003EDOD 0000 o107 Oleszna_ap3_ap4log.be Ox8144  Ox0 Ox0 (xSS201FTE Ox5A21DAS5 (w5A21DASS 0w 0000RE0060 6E
0xCO File header (0x10) Ox0001FD 0x000107  OxDDO3C2TE 0x0000 w107 Oleszna_ap3_ap4.log.tt 8144 Ox0 OxD OxS8201F7E  OxSA25CFDE OxSAZSCFO6 0 ggggiﬁgggg ?;l :
0xCO File header (0x10) Ox0001FD Ox000107  Ox0003C761 0x0000 ox107 Oleszna_ap3_ap4.log.txt 038144  Ox0 OxD OxS8201F7E Dx5A29C386 OxSA29C386 o0 M oooozsonan 6F
0xC0 File header [0x10) OxD00TFD (u00D107  OwDO03CCA6 00000 o107 Oleszna_ap3_ap4.log.be Ox8144  Ox0 OxD (xS8201F7E  (xSAZDBB0S OxSAZDEBOS % 0000RE600R0 6E
OxCO File header [0x10) OxODO1FD Ox000107  Ox0003D12C 0x0000 ox107 Oleszna_ap3_ap4.log.txt Ox81A4  OxD OxO OxS58201F7E OxSA31ACB6 OxSA31ACS6 ox0 000D0RE00Y 64
0xCO File header [0x10) OxD001FD (w000107  OwD003D60F 00000 o107 Oleszna_ap3_ap4.log.bet Ox8144  Ox0 OxD (xSB201FTE  OxSA35A106 OxSA35A106 [ .
j *Untitled - Notepad
File Edit Format View Help
# nov/ 7/2017 23:41:10 by Router(S 6.48.4
# software id = JIXZI-2GID
#
nov/84 15:51:29 wireless,info 88:83:22:39:A8:BE@olesz-ap3: disconnected, extensive data loss
nov/84 15:51:36 wireless,info B@:AA:AB:8@:1F:28@olesz-ap3: disconnected, received disassoc: sending station leaving (8)
nov/84 15:52:80 wireless,debug olesz-ap3: 18:21:95:84:25:A7 attempts to associate
nov/B4 15:52:80 wireless,debug olesz-ap3: 18:21:95:84:25:A7 not in local ACL, by default accept
nov/84 15:52:00 wireless,info 18:21:95:84:25:A7@olesz-ap3: connected
nov/84 15:52:59 wireless,info 18:21:95:84:25:A7@olesz-ap3: disconnected, received deauth: sending station leaving (3)
nov/B4 15:53:01 wireless,debug olesz-ap3: 18:21:95:84:25:A7 attempts to associate
nov/84 15:53:01 wireless,debug olesz-ap3: 18:21:95:84:25:A7 not in local ACL, by default accept
nov/B4 15:53:81 wireless,info 18:21:95:84:25:A7@olesz-ap3: connected
nov/84 15:53:49 wireless,info 18:21:95:84:25:A7@olesz-ap3: disconnected, received deauth: sending station leaving (3)
nov/B4 16:39:43 wireless,debug olesz-ap3: F4:42:8F:97:BE:73 attempts to associate
nov/84 16:39:43 wireless,debug olesz-ap3: F4:42:8F:97:BE:73 not in local ACL, by default accept
nov/84 16:39:43 wireless,info F4:42:8F:97:BE:73@olesz-ap3: connected =
nov/B4 16:40:48 wireless,info F4:42:8F:97:BE:73@olesz-ap3: disconnected, extensive data loss y
nov/84 16:54:16 wireless,debug olesz-ap3: 88:83:22:39:A8:BE attempts to associate 65
nov/B4 16:54:16 wireless,debug olesz-ap3: 88:83:22:39:A8:BE not in local ACL, by default accept ?;
nov/84 16:54:16 wireless,info 88:83:22:39:A8:BE@olesz-ap3: connected -.5‘
nov/84 16:54:47 wireless,info 88:83:22:39:A8:BE@olesz-ap3: disconnected, received deauth: sending station leaving (3) y
nov/B4 16:54:48 wireless,debug olesz-ap3: 88:83:22:39:A8:BE attempts to associate E
nov/84 16:54:48 wireless,debug olesz-ap3: 88:83:22:39:A8:BE not in local ACL, by default accept
nov/B4 16:54:48 wireless,info 88:83:22:39:A8:BE@olesz-ap3: connected
nov/84 16:55:15 wireless,info 88:83:22:39:A8:BE@olesz-ap3: dis??
Ln 25, Col 65 100%  Windows (CRLF) UTF-8
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Use Chunk Type

Object Type
00 Data [0x00)
On00 Data [0x00)
OxD0 Data [0x00)

Object Id
0HODO1FD
0xO001FD
0x0001FD

Chunk Id
0x000016
0000017
0000001

Sequence number
00050442
000050442

x00050F69

Case 3 - Podsumowanie

Uzyskany dostep do petnej historii logdw systemowych z okresu
miedzy 07.11.2017 — 26.06.2018

Byte count  Parent Object D MName

00800
0x0E8E
n0B00

Permissions

uUlD GID atime

& Phy image Chipo_o_o X

mtime ctime

# nov/ 7/2017 23:41:10@ by Router(0S 6.48.4
# software id

1ZX7-2GID

nov /84
nov /84
nowv /B84
nov /@4
nov /@4
nov /@4
nov,/84
nov /84
nov /84
nov /B4
nov /@4
nov /@4
nov /@4
nov,/84
nov /84
nov /84
nov /B4
nov /@4
nov /@4
nov /@4
nov /84
nov /84
nov /84
nov,/8d4
nov /@4
nov /@4

KE

15:
15:

15:
15:
15:
15:
15:
15:
15:
15:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

0x00 Data (0%00]
0x00 Data (0%00)

wireless,info 88:83:22:39:
wireless,info @@:AA:AB:00:

wireless,debug olesz-ap3:
wireless,debug olesz-ap3:
wireless,info 18:21:95:84
wireless,info 18:21:95:84:
wireless,debug olesz-ap3:
wireless,debug olesz-ap3:
wireless,info 18:21:95:84
wireless,info 18:21:95:84:
wireless,debug olesz-ap3:
wireless,debug olesz-ap3:
wireless,info F4:42:8F:97:
wireless,info F4:42:8F:97:
wireless,debug olesz-ap3:
wireless,debug olesz-ap3:
wireless,info 88:83:22:39
wireless,info 88:83:22:39
wireless,debug olesz-ap3:
wireless,debug olesz-ap3:
wireless,info 88:83:22:39
wireless,info 88:83:22:39
wireless,debug olesz-ap3:
wireless,debug olesz-ap3:
wireless,info 18:21:95:84:
wireless,info 18:21:95:84
wireless,debug olesz-ap3:
wireless,debug olesz-ap3:
wireless,info 18:21:95:84

wireless,info 18:21:95:84:25

0x0001FE Ox00000A
Ox0001FE  Ox0D0000B

AB:BE@olesz-ap3: disconnected, extensive data loss
1F:28@olesz-ap3: disconnected, received disassoc: sending station leaving

18:21:95:84:25:A7 attempts to associate

18:21:95:84:25:A7 not in local ACL, by default accept

:25:A7@olesz-ap3: connected
25:A7@olesz-ap3: disconnected, received deauth: sending
18:21:95:84:25:A7 attempts to associate

18:21:95:84:25:A7 not in local ACL, by default accept

:25:A7@olesz-ap3: connected
25:A7@olesz-ap3: disconnected, received deauth: sending
F4:42:8F:97:BE:73 attempts to associate

F4:42:8F:97:BE:73 not in local ACL, by default accept
BE:73@olesz-ap3: connected
BE:73@olesz-ap3: disconnected, extensive data loss

88:83:22:39:A8:BE attempts to associate

88:83:22:39:A8:BE not in local ACL, by default accept

:A8:BE@olesz-ap3: connected
:AB:BE@olesz-ap3: disconnected, received deauth: sending
88:83:22:39:A8:BE attempts to associate

88:83:22:39:A8:BE not in local ACL, by default accept

:AB:BE@olesz-ap3: connected
:A8:BE@olesz-ap3: disconnected, extensive data loss
18:21:95:84:25:A7 attempts to associate

18:21:95:84:25:A7 not in local ACL, by default accept
25:A7@olesz-ap3: connected

:25:A7@olesz-ap3: disconnected, received deauth: sending
18:21:95:84:25:A7 attempts to associate

18:21:95:84:25:A7 not in local ACL, by default accept
25:A7@olesz-ap3: connected
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:00:34 wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -83
:00:52 wireless,info 14:5F:94:1F:37:43@0lesz-ap3: disconnected, received disassoc: sending station leaving (3)
00:80:55 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
080:80:55 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 not in local ACL, by default accept
080:80:55 wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -83
00:01:13 wireless,info 14:5F:94:1F:37:43@o0lesz-ap3: disconnected, received disassoc: sending station leaving (3)
00:81:16 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
191 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 not in local ACL, by default accept
wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -82
wireless,info 14:5F:94:1F:37:43@olesz-ap3: disconnected, received disassoc: sending station leaving (3)
wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
wireless,debug olesz-ap3: 14:5F:94:1F:37:43 not in local ACL, by default accept
wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -82
wireless,info 14:5F:94:1F:37:43golesz-ap3: disconnected, received disassoc: sending station leaving (3)
wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
wireless,debug olesz-ap3: 14:5F:94:1F:37:43 not in local ACL, by default accept
wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -84
wireless,info 14:5F:94:1F:37:43@olesz-ap3: disconnected, received disassoc: sending station leaving (3)
: wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
88:84:33 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 not in local ACL, by default accept
08:84:33 wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -83
B0:84:51 wireless,info 14:5F:94:1F:37:43@0lesz-ap3: disconnected, received disassoc: sending station leaving (3)
00:84:54 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
080:84:54 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 not in local ACL, by default accept
080:84:54 wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -84
00:05:12 wireless,info 14:5F:94:1F:37:43@olesz-ap3: disconnected, received disassoc: sending station leaving (3)
88:85:15 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
88:85:15 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 not in local ACL, by default accept
08:85:15 wireless,info 14:5F:94:1F:37:43@olesz-ap3: connected, signal strength -81
BB:85:33 wireless,info 14:5F:94:1F:37:43@0lesz-ap3: disconnected, received disassoc: sending station leaving (3)
00:85:35 wireless,debug olesz-ap3: 14:5F:94:1F:37:43 attempts to associate
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