Data Recovery from Aircraft Black Box
a A O Binudek

Techno Security &
ruSalum June 58, 2023 | Wilmington, NC @ Digital Forensics

Conference




Data Recovery from Aircraft Black Box




Cockpit voice recorder
preserves pilot voices
and cockpit sounds.

Flight data recorder
captures such
information as altitude,
airspeed, heading and
engine thrust.
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MECHANICAL ENVIRONMENTAL
Specification Remark Specification Remark
Size 1895(2318IRIPS DxWxH Temperature -40°C to 65°C Operating
[2195iEE) x 1262 +1mm -55°C fo 80°C Storage
x 101 mm Cooling Passive Convection
Weight =3.30kg / 3.75kg ED155/ ED112 Humidity 95% Non-Cond
~4.85kg IRIPS Vibration 5Hz to 2KHz 6.29 g RMS
Connectors MIL-DTL-38995 Serie |l Shocks 20g 11ms Qperating
Mounting _ ARINC 404 Customizable Acceleration 20glinear 3axis  Operating
Altitude + 60,000 ft Operating
I Decompression  420Kpa/minute Operating
MTBF > 90,000 hours Computed
‘ EMI DO-160 RevG
STANDARD FUNCTIONALITY
= Specification
= Gigabit Configuration/Confrol
Ethernet Data download and Streaming
Time synch  GPS Antenna input / Ing B / PTP v2
Voice 4x Audio channels
Recording  IRIG 106 Chapter 10/ DTMUX format
Sensors Internal 3 Axis Gyrol G forcef Pressure
! { COM port RS5-232 Configuration/Maintenance
Status Status Led / Status output

SENTINEL PART NUMBER COMPOSITION

VIDEO
Full HD 1ch: V Group 2 Ch.
. EI“LHED% "I':_I‘; %x ARINCA29 - . AR
= - MIL-STD-1553 - MR
Crash Protection Ulira HD 2ch: ETH-ETH N{::: 0

ULB
ED-155-155 N n
ED-1124 - 112 I\ one-

SEN-155-64-E-0- ‘."-‘-J' AR-MR-0

Group 3 Ch.

4y Analog - AN
£y Discrete Ds
1x Rotor Speed - RS

None :

ELECTRICAL Memory size Energy option Group 1 Ch.
SQGBE 32 i R 2x ARINC429 - AR
Input Voltage 28Vde (16 to 36Vdc) e ’ 1R MIL-STD-1553 : MR
> : xPCM : PM
Power consumption = 12 to 32 watts (28Vdc) 1x Gigabit Ethemet: ETH
Power Interruption = 200 to 800ms Nane - 0
Standard MIL-STD-704F / DO-160
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Environmental specifications

Environmental specifications

The equipment has been designed to meet the environmental specifications applicable to the
installation limits as set forth in the version of RTCA/DO-160 in force at the time of certification.

Flight Recording Systems (ED-112), Survivability

Impact: 3400 Gs, 6.5ms, All Axes

Pin Penetration: 500 Ib., 10 ft.(1/4 in. Pin)
Static Crush: 5000 Ib, 5 min All Axes

Low Temp Fire: 260€C, during 10 hours
High Temp Fire: 1,100€» C, during 60 Min
Sea Water Immersion: 30 Days Sentinel Under High temperature fire test
Deep Sea Pressure: 20,000 ft., 24 Hrs.

Fluid Immersion: Various Fluids, 48 Hrs.
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Qualification/Certification

Sentinel "ED-112 type" meets the requirements as specified in the Minimum Operational Performance Specification (MOPS) for flight recording systems
ED-112. The system also outperforms many of the crash survival requirements in the Minimum Operational Performance Specification for Crash
Protected Airborne Recorder Systems ED-112.
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Crash test
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