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Cockpit voice recorder

Rejestrator e piovoces
dzwiekow
kokpitu

Isulation
Thermal block

Flight data recorder
captures such
information as altitude,
airspeed, heading and
engine thrust.

Rejestrator
parametrow

Crash-survivable
memory unit
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D.T.MUX

Sentinel

Reference# SEN-XXX

Crash Protected System H

[=]
from 32 to 128GB Bl
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ELER Sentinel’

MECHANICAL ENVIRONMENTAL
Specification Remark Specification Remark
Size 1895(2318IRIPS DxWxH Temperature -40°C to 65°C Operating
[2195iEE) x 1262 +1mm -55°C fo 80°C Storage
x 101 mm Cooling Passive Convection
Weight =3.30kg / 3.75kg ED155/ ED112 Humidity 95% Non-Cond
= 4 85kg IRIPS Vibration 5Hz to 2KHz 6.29 g RMS
Connectors  MIL-DTL-38988 Sene |l Shocks 20g 11ms Qperating
Mounting _ ARINC 404 Customizable Acceleration 20glinear 3axis  Operating
Altitude + 60,000 ft Operating
I Decompression  420Kpa/minute Operating
MTBF > 90,000 hours Computed
‘ EMI DO-160 RevG
STANDARD FUNCTIONALITY
= Specification
= Gigabit Configuration/Confrol

Ethernet Data download and Streaming

Time synch  GPS Antenna input / Ing B / PTP v2

Voice 4x Audio channels

Recording  IRIG 106 Chapter 10/ DTMUX format

Sensors Internal 3 Axis Gyrol G forcef Pressure
{ COM port RS5-232 Configuration/Maintenance

Status Status Led / Status output

SENTINEL PART NUMBER COMPOSITION
VIDEO

. ' FullHD 2eh V-V o ARNCE®- AR
= Crash Protection g UltraHD 1ch-ETH 1(R)x MIL-STD-1553 - MR

Ulira HD 2ch: ETH-ETH None -

ED-155 - 155 ! n 0
ED-112A - 112 Group 3 Ch.
4y Analog - AN
# | £y Discrete DS

SEN-155-64-E-0- ‘-"-‘-J' AR-MR-0 1x Rotor Speed - RS
0

None :

ELECTRICAL Memory size Energy option Group 1 Ch.
32GB: 32 i R 2x ARINC429 - AR
Input Voltage 28Vdc (16 to 36Vdc) s 0 1R MIL-STD-1553 : MR
Power consumption = 12 to 32 watts (28Vdc) 1x Gigabit Ethemet -
Power Interruption = 200 to 800ms None - Eg D lU

Standard MIL-STD-704F / DO-160



Environmental specifications

Environmental specifications

The equipment has been designed to meet the environmental specifications applicable to the
installation limits as set forth in the version of RTCA/DO-160 in force at the time of certification.

Flight Recording Systems (ED-112), Survivability

Impact: 3400 Gs, 6.5ms, All Axes

Pin Penetration: 500 Ib., 10 ft.(1/4 in. Pin)
Static Crush: 5000 Ib, 5 min All Axes

Low Temp Fire: 260€C, during 10 hours
High Temp Fire: 1,100€» C, during 60 Min
Sea Water Immersion: 30 Days Sentinel Under High temperature fire test
Deep Sea Pressure: 20,000 ft., 24 Hrs.

Fluid Immersion: Various Fluids, 48 Hrs.

cC ¢ 0 0 O ¢ © ©

Qualification/Certification

Sentinel "ED-112 type" meets the requirements as specified in the Minimum Operational Performance Specification (MOPS) for flight recording systems
ED-112. The system also outperforms many of the crash survival requirements in the Minimum Operational Performance Specification for Crash
Protected Airborne Recorder Systems ED-112.
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Crash Protected
Memory Block
O .-
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Testy przecigzeniowe — nacisk prasy hydraulicznej pod réznymi katami
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Testy zderzeniowe

6, ETEP- Impac
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Proby uderzeniowe

Vertical
fall axis

227 Kg
Cylinder

Sandbox

Steel plate




Mechaniczne uszkodzenia po testach

CSMU “A”, “B” and “C” has successfully pass test
sequence, no penetration or deformation of structure
has been noted for each one.

E Note:
Data contained inside robust memory are not
analyzed before end of test sequence.

Impact point

ruSDlum



IFREMER is a French institute that undertakes o s ° °

research and expert assessments to advance T ty ‘A, y k ‘A’
knowledge on the oceans and their resources, e S S o O c s n I e n I o e
monitor the marine environment and foster the

sustainable development of maritime activities.

For more information consult Ifremer website: i
hitps:/Awwz.ifremer fr/en/ Sentinel CSMU Structure

This test must determinate if the crash protected memory
Sentinel can resist to an equivalent depth of 6 000 m (20
000 feet).

We no detected any change of the Sentinel CPM structure
The Sentinel CPM is placed in hyperbaric chamber during 24 hours at 625 Bar, in saltwater to after 24 hours at 625 Bar.
simulate a depth of 6000m. The materials used to protect the recording medium have been shown to

beimafiecktby seawsier [ Tiankamn; ) After this test in laboratory we don’t note any deformation of

the structure, and the structure is remains in full integrity.

?ﬁ:em er
Pictures Laboratory: IFREMER France (La-Seyne sur-Mer ) ”
rusolut



Testy temperaturowe

Test has been conducted on Crash Protected memory
unit destined to equip Sentinel System. The fire test is
started by turning on the main gas valve. Flame
temperature, as indicated by the external
thermocouples, is continuously monitored. Figure 2
picture show Crash Protected Memory module under
high temperature test.

At the end of the test period, the burners have been
shut off and the robust memory module has been cool
naturally *\ ambient conditions. The crash Protect
memory unit has been removed from the vicinity of the
support arrangement.

prg ‘ .
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Testy temperaturowe - wyniki

The unit is progressively put back to
room temperature (natural cooling) the
time is approximatively 3 hours before
being able to go for opening process.

we don't notice any deformation of the
structure and the structure is in full
integrity. Bright orange paint has
disappeared.

Reached temperature inside enclosure
up to 132°C

Ribbon
cable

After the test sequence has been performed, this
test pattern shall be readily recoverable to
establish that the bit error rate defined in
Chapter 2-4 has not been exceeded.

Atfter this test the Sentinel crash protected
memory is open to verify if the PCB did not
damaged and if the data is still readable. After
remove of all insulation protection (Ceramic,
white powder material and red silicon
protection), we examine the memory PCB.

Solid state drive integrity

After a visual inspection, we no detect any damages on solid state drive circuit.
The memory unit was tested to venify if the data is in full integrity.

The data is in full integrity and no present any error.
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Kopiowanie danych poprzez zewnetrzny interface

RJ-45
Socket
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CPM Support

CPM Flat
connector socket

CPM Block

Ribbon

cable
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I

SATA DATA Connector \

To connect Sentinel
CPM memory board

SATA DATA Connector
To connectto a
Windows Computer with
SATA 2 or 3 capacity

SATA POWER SUPPLY
Connector

<* | |/ 9 s | Gérer

Accueil Partage Affichage

SSD ETEP v8 (E:)

Quitils de lecteur

< SSDETEP B (E) ,

8 élément(s)

f d o Déplacervers - ¥ Supprimer v .iJ' \/| F sétectionner tout
. o~ Flw Aucun
Epinglerd Copier Coller _ Copier vers Renommer Nouveau Propriétés - o
Accés rapide [ dossier - [ Inverser |a sélection
Presse-papiers Organiser Nouveau Ouvrir Sélectionner
« « 4 <% » CePC » SSDETEPvE(E) v O Rechercher dans: SSD ETE.. 0@
= Nom Modifié le Type Taille
3 Acces rapide
E. xQUICK-F.bt 10/12/2018 14:20 Document texte
I Bureau b -
E xFULL-F.bet 2 Document texte
- i o -
& Téléchargem 2\ NTFS.EXE Application
5| Documents  # &% autorun.ico Icone
&= Images o [] mfc100.d1l Extension de I'app...
BIB [#] msvert00.dil Extension de |'app...
commande !r_jl EVENTLOG.TXT Document texte 12
™ I5/01 /2002 11:22 PO
Images 12| AUTORUN.INF 25/01/2008 11:28 Informations de c...
Img docLAB ang
‘& OneDrive
O CcePC
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Wydobycie modutu pamieci

=

R T e

Thermal
insulator lid

=
Thermal
Block

=

Thermal
Block

Ribbon Cable

Picture 4
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RTV Coating to '
remove

SATA
Connector

?

SZCZESLIWIE, katastrofy i
uszkodzenia z nimi
Zwigzane s3 niezwykle
rzadkie, nie zdobylismy
uszkodzonego urzadzenia




Na drugiej stronie PCB umiejscowiony
jest mikrokontroler firmy Innodisk model
(rodzina modeléw) ID107

= Gy

Z NS ,4s~y-uoowv8
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<"

Na tej stronie ptytki drukowanej
widoczny jest chip pamieci NAND
wyprodukowany przez Kioxia (Toshiba),
nazwa modelu:

TH58TEG8H2HBA-89
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Zdemontowany chip NAND — widok z géry

Aby uzyskac dane bezposrednio z pamieci

NAND, konieczne jest wylutowanie chip’a za
pomocgy stacji na podczerwien przy Wt S LRXED
parametrach Tmax = 240C (Tdelta ~ 3C/s) But oo Covan closwanvic ta:
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Zdemontowany chip NAND — widok z dotu (od strony padow)

®
=

veepe  eeeda.

Uktad pamieci to chip BGA-132 i jset
rodzaj czesto spotykany w wiekszych
pamieciach.
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Pady pamieci zostaty wyczyszczone
knotem lutowniczym (solder wick) po
czym alkoholem izopropylowym
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Chip podtaczony do czytnika VNR

Odczyt pamieci zostat wykonany za pomocg
czytnika Visual Nand Reconstructor z zestawu
startowego przy uzyciu adaptera BGA132
ktory z kolei jest czeScig zestawu Standard.
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Chip identification

Select configuration

Data bus 1

CE1 98DEA132TADG0B08 WP Ready
CE2 [] D0ODDDOODOO000D0O
CE3 [] D0ODDDOODOO000D0O

@ Configuration

EEE

Model TH38TEGEHZHEAZS
Vendor | TOSHIBA
|dentifier | 98DEA1327A

Speed High

Power (Vcc) 33V

1/0 Power (VecQ) 33V

Bus 8 bit

Pinout ONFI i

Signals [ VsP3 []VSP2 [ VSP1 [of] WP
Mominal Real

Page size 9216@

Block size 1179648 [ 1179648 [

Plane size 9663676416 [ 4902617088 [

Planes 2

Protocol | Async DDR
[] Sandisk/Toshiba WSC

CeZlE®

Power up actions:

% Reread ID

[] 0000000000000
[] 0000000000000
[] 0000000000000
[] 0000000000000

& [Model filter

Model Identifier Scurce

GBDEA1327A

Apply configuration | | Cancel

W pierwszej kolejnosci wymagany jest
odczyt ID pamieci NAND.

Identyfikator 98DEA1327A nalezy do

pamieci wyprodukowanej przez
Toshiba/Kioxia

W tym uktadzie znajdywaty sie 4
ptaszczyzny/krysztaty.
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JEDEC data

Select configuration

Chips

JEDEC

Parameter page signature
Revision number

Features supported

Optional commands supported
Secondary commands supported
Mumber of parameter pages
Device manufacturer

Device model

JEDEC manufacturer ID

Mumber of data bytes per page
Mumber of spare bytes per page
MNumber of pages per block
Mumber of blocks per legical unit (LUN)
Mumber of logical units (LUNs)
Mumber of Address Cycles
MNumber of bits per cell

Mumber of programs per page
Multi-plane addressing
Multi-plane operation attributes

Asynchronous SDR speed grade

Toggle Mode DDR and MNY-DDR2 speed grade

Synchronous DDR speed grade
Asynchronous SDR features
Toggle-mode DDR features
Synchronous DDR features

Maximum page program time (tPROG)
Maximum block erase time (tBERS)

% Reread ID

JESD

supports vendor specific parameter page
no

no

no

0x0

TOSHIBA
TH3ETEGEH2ZHBASS
0000000000GE

(e 2000

(400

080

aliEle

Ox2

row 0x3, column Ox2

1

]

(1 bits for plane address
no

no

supperts 30 ns speed grade (~33 MHz)
supperts 25 ns speed grade (40 MHz)
supperts 15 ns speed grade (~66 MHz)
supperts 12 ns speed grade (~83 MHz)
supperts 10 ns speed grade (100 MHz)
supports 7.5 ns speed grade (~133 MHz)
supports 6 ns speed grade (~166 MHz)
supports 5 ns speed grade (200 MHz)
no

0x0

0x0

no

Dus

Ous

Apply configuration | |

Cancel

Przy odczycie ID, zostaty takze
wyczytane parametry JEDEC, ktore
dostarczajg podstawowych informacji
na temat uktadu.

Jedng z informacji jest liczba bitow na
komarke:

“Number of bits per cell =17,

Oznacza to, ze pamiec€ posiada
architekture SLC, co jest kluczowym
parametrem dla stabilnosci zapisanych
danych.
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Amount of errors

Btedy bitowe w NAND

SLC MLC TLC

Error Correction Capability N —

Green Light green Red

No errors Correctable Uncorrectable
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= Stored data

Voltage[V]

Architektura komorek pamieci NAND

1 Bit Per Caell 2 Bits Per Cell 3 Bits Per Cell

2 Levels 4 Levels 8 Levels
100,000 P/E Cycles 10,000 P/E Cycles 1,000 P/E Cycles
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Case Warkspace

Plugins

o2 = 1

Delete  Copy

¥

ima

Open

Send solution
ges to Db

Element functions

El Insert area I"MIF
10
Skip area =/

El Extract area viewer

Physical image extraction from NAND

Dump  File system

viewer

Visual Nand Reconstructor - solution

_I:';’
=
Yaffs
parser

]
k.

Blocks
map

a @ [

File File Compute
carver assembler  MDS5/SHAT

Dump functions

=
Mount
dump

=

Unmount
R: drive

[

T T Selected: Phyi A

|"F'I‘T'|
- \_Q.
Find XOR

ECC analyzer

Dump analysis functio...

Read dump
from reader

Physical ima...

Page:

Fositi...

|3 Block: 256

9216
3

. Y

Elements < > Parameters
Dump operations Enter filter string {)’
Block list operations 4 Element
MName Chip0_0_0
Other A\ B
1] Chip0_0_0 Length (bytes) 9805234176
m Reader r.l"\_ Automatic str.. [
(RN
',". A 4 Physical image
Physical 1RY . A
m image |\ ‘T3 chipo 100> File Chip0_0_0.dmp [ 2]
I'I
Bad byte 'II',I Read only ™
col. remover | II'. Chip Chip0
| Cychip1ool>
Bad bit \ = Crystal ) v
bBCR col. remover \
\ Part Data bus 0 v
1
m ECC s chip1_1 o[
n Inversion
-
ﬂ Fair
m Unite
E Event log explorer
Last active selection: address selected | 0.20 ’TCI ’+

Do zrobienia jak i przetwarzania obrazu
pamieci/(zrzutu, dump’a) zostato
wykorzystane oprogramowanie Visual
NAND Reconstructor.

tacznie zostaty zrobione 4 zrzuty, po
jednym na ptaszczyzne/krysztat
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Rekonstrukcja obrazu - Emulacja kontrolera

| Visual Nand Reconstructor - solution

— O
| Workspace Flugins o
/-." g = ﬁ - T = T 'E | Premium Support
'\_/ = ) ] a8 |sqar:tnreﬂtllll
Delete Copy Cpen Send solution ReCreate Open ReCreate Open | — 10 Jan 2023
images to Db Extract area table table logical image  ranges | 3 Help center
Element functions List creators fundions Fasiti...
|
ﬁWOrkspace x
Elements < > Parameters
Dump operations Enter filter string {/
Elock list operations 4 Element
MName 0
Other Chip0_0_0

m Reader
Chipl_1_0
Physical
image

Bad byte
col, remaover \

Bad bit
bBCR

cal. remover Chip1_1_0
B«

Inversion

E Event log explorer

4 List creator

Translation ta... |ReCreate tabl
List ReCreate log

4 List creator by markers
Dump structure Auto

Bank structure >

Bank position D

Block structure | Block
LBM position  1024,1025 ‘IOD
Header posi. D
Test1 position D
Test2 position D

Page structure | Page
LPN position D
of ]

Commands

\ Last active selection: address selected |

Obrazy fizyczne sg konwertowane do obrazu logicznego poprzez szereg operacji emulujgcych prace kontrolera
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Algorytm korekcji ECC zostat znaleziony — btedy bitowe zostaty usuniete

Case ‘Workspace Flugins
' =
&7 ~ e
Delete Copy Open Send solution
images to Db

Element functions

E‘ Insert area
Skip area
Extract area

Visual Nand Reconstructor - solution — O

*
)
GIF = = &= = = — = f \ 01 01 01 01 =l Save ECC
20 t% t% [g'l'f' @ ) =& = 'C% (2 10 10 |10 10 H
T & L 1= 1l 01 1l o1 01 01 [ Load ECC
Dump  File system  Yaffs Blocks  File File Compute Mount Unmount Unmount Find XOR Codeword Correct Correct Reread Reread data N L
viewer  wviewer parser map carver assembler MDS/SHA1 dump  dump Rz drive ECC  analyzer analyzer dump (GPU}  dump  dump blocks \_//' Clean ECC

Dump funcions Dump analysis functio... BCH functions

Dump operations
Elock list operations

Other

m Reader
Bad byte

| col, remover

Physical
image

| Bad bit
col, remover

Last active selection: address

Event log explorer

| ﬁWorkspace x

> Parameters

Enter filter string

b Element
¥ Dump
4 ECC corrector

Power Off

ECC codewords | IMicron{JM)\JMF&63_8332(ecc70b)_8.bch

Page size

Use buffer

Bytes rotate O
. No emors 3

comectable emors
M not comectable er..
Wermpty

selected

ECC map
ECC map

| 020 O
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|

| Markers table

Markers EBlock
edit filter

Use Bank LEBEN

006300
006900
006A00
006600
006C00
006000
006EDD
006F04
007000
007100
007200
007300
007400
007500
007600
007700
007300
007900
007 A0
007800
007C00
007000
00TEQD
00TFO0
008000
008100

82888288 888¢8888:888888888888888828s?s8

Position 0x7E from 0x1036

E Event log explorer

Last active selection: address

19 FEF
LBM =~

Elock

sorter  LBM step:

Address PEM LE REBE
0759900000 D11 [ []
0sear00000 FDA ] []
ose7ronooo avF [ [
osFoFooooo cs7 [ [
0210c00000 3ac [ []
0356800000 5F8 [ ] []
726700000 ceF ] []
ooaesoo000 861 [
0286200000 402 (] []
04Fsoooo00 8oo [ [
osg0co0o00 Bac (1 [
0748800000 DA3 [ []
0saee00000 903 [ [
0907500000 1000 [] []
03aeF00000 687 [ [
03pesoo000 6E1 [ [
ot06200000 102 (] ]
o7esFooooo D27 [ [
08E7000000 FDS [ [
o1es7o0000 30F (1 [
o003za00000 5[] [
oo3a4onoo0 64 (]
0593400000 9EA[] []
0325800000 598 [ []
02FFan0oo0 554 [ [
0sFssooooo ass [ [

selected

Translacja blokéw — tworzenie obrazu logicznego

SB E CP BR PF MR

o0 =40 B8 Find repeat: BN v | E)
11 £ Bl Move to: o] W T +

Block markers

Visual Nand Reconstructor - solution

EMarkerstableOX * Workspace

LPM Address

00000000 0358300000
00000001 0358802400
00000002 0358804800
00000003 035B806C00
00000004 0358309000
00000005 035B80B400
00000006 0358300800
00000007 035B80FCO0
00000008 0358812000
00000009 0358814400
0000000A 0358816800
00000008 035B818C00
0000000C 0358816000
00000000 0358810400
0000000E 035B81F300
0000000F 035B821C00
00000010 0358824000
00000011 0358826400
00000012 0358823800
00000013 035B82AC00
00000014 035B82D000
00000015 035B82F400
00000016 0358831800
00000017 035B833C00
00000018 0358836000
00000019 0358838400

Position 0x0 from Ox3FF

Page markers

Kolejnos¢ blokow zostata
ustalona na podstawie
logicznego numeru bloku
(LBN — logical block
number)

ruSolut



i

|

Zrekonstruowany system plikow za pomoca VNR

| Case File system viewer

Check Save Save Check file

headers image selected system

| &5

N Lo R © Workspace

Event log explorer

» WER » Volumel [Microsoft MTFS) 550vS 29.82 GE » Root »

4 [=iDump

4 55 MBR
4 Volumed [Microsoft NTFS) 550vS 29.82 GB
4[] Root

SExtend
RO01-025
RO26-050
RO51-075
RO76-100
R101-125
R126-150
R151-175
R176-200
R201-225
R226-250
R251-275
RZ76-300
R301-325
R326-350
R351-375

Ooooooogoooobooogod

System Volume Information

Last active selection: address selected |

Wisual Mand Reconstructor - solution

(1} ] (1% —

P W8 2

rec Correr_;llselected Androi_d data Refresh
files data extractor

ECC

Name
R251-275
R276-300
R301-325
R326-350
R351-37%

oooogno

[ [ sattroer
[ [ sBadcius
[ [] sBitmap
[ 7] sBoot
[ [ 7] stogFile
[ [ smFr

1 [ smeThtier

[ [ ssecure
[ [ supcase
[ [ svolume
[ [ autorun

[ &1 autorun
[ & evenrioc

[ [2] mfero0
[ [€] msvertoo
[ [ wrrs

O (& xFuLe
O (& xauick-F

System Volume Information

Ext Size Last modified

06/07/2022 16:07:37
06/07/2022 16:07:37
06/07/2022 16:07:37
06/07/2022 16:07:37
06/07/2022 16:07:37

06/07/2022 16:07:15

2.50 KB 06/07/2022 16:07:13
29,82 GB 06/07/2022 16:07:13
954,09 KB 06/07/2022 16:07:13
8,00 KB 06/07,/2022 16:07:13
41,67 ME 06/07/2022 16:07:13
256.00 KB 06/07/2022 16:07:13
4,00 KB 06/07/2022 16:07:13
257.84 KB 06/07/2022 16:07:13
32 bytes 06/07/2022 16:07:13
0 bytes 06/07/2022 16:07:13
ico 152,55 KB 01/07/2022 09:47:16

INF 44 bytes 01/07/2022 02:47:34
THT 128,00 KB 01/07/2022 09:47:14

dil 4,19 MB 01/07/2022 08:47:20
dil 755.83 KB 01/07/2022 09:47:08
EXE 952,50 KB 01,/07/2022 09:47:28
bt 256 bytes 06/07/2022 16:07:33
bt 256 bytes 06/07/2022 16:07:36

4

System plikdw zostat
zrekonstruowany
pomysinie dla tego dysku
SSD, a znaleziony
algorytm rozwigzania
powinien dziatac na
wszystkich urzadzeniach z
identyczng pojemnoscia
majacych przy tym ten
sam kontroler i
Identyfikator NAND .
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Whioski(podsumowanie):

Pamiec SLC jest najbardziej niezawodnym rodzajem pamieci
NAND.

Nawet biorgc pod uwage krytyczne scenariusze takie jak
uszkodzenie termiczne, nadal istnieje duze
prawdopodobienstwo odzyskania danych.

Dopodki pamiec€ nie jest uszkodzona fizycznie, ztamana,
rejestrator lotu powinien by¢ w stanie zachowac dane.

Algorytm uzywany poprzez kontroler do zapisu danych w
pamieci NAND, zostat oddany inzynierii wstecznej i w petni
zrekonstruowano obraz logiczny, ktory z kolei moze byc
analizowany poprzez oprogramowanie producenta w celu
uzyskania wymaganych danych.

ruSDlum



Most of the black box pictures and testing materials were kindly provided by Etep
www.etep.com



Dziekuje za uwage
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