Flash Data Recovery & Digital Forensics Summit 2023
Warsaw Poland on May 23, 2023

Data sug Verification
fordSDGS

Aiforense Japan Data Recovery, inc.
Dai Shimogaito

TFAI74#L Y EAFT—2EIBHARKRR (BF) Dai Shimogaito =~ ~ AIFORENSE JAPAN DATA RECOVERY, INC.



Speaker : Dai Shimogaito

Aiforense Japan Data Recovery, inC. Founder CEO

« Established: 1998

- Locations: Osaka, Japan & New York, U.S.A. | @ 5

« Patent

New firmware of HDDs for controlling allocation of data (patent #6398023) C‘o

I'=

- Award
"Research & Development Award" by Institute of Digital Forensics ( 2018)

- The most authoritative award for DF technology in Japan. Only one in every 5 years.

« Research Presentations at International Conferences

« High Technology Crime Investigation Association International Conference ( USA, 2016)

- The oldest and the most respected high-technology investigation conferences in the world.

« Code Blue (Japan, 2014 & 2016)

- An international gathering of world-class computer security experts. Japan's “Black Hat"
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Contents of Today's Lecture

Data Erasure Verification ( EV)

ATA HDD : Erasable Area

NIST SP 800-88 Rev.1, December 2014

Erasable Area Non-Erasable Area

Clear

N— Ol
g e
T
such as il zeres.

Purge

Enhanced Secure Erase

FATrl BN TS WERRR () v IAPAN DATA RECOVERY, INC.

Erasure Verification : Routers

Cisco 1812 V05, Cisco 1941/K9 V05, Cisco 2901/K9 V06

Verified if user data remains or disappears

after erasing operation.

2 Ways of Erasure
+ Standard Erasure

+ Non-Standard Erasure
* Mo by GET-IT Co., Ltd.

2 Ways of Erasure Verification
+ Standard EV ( Clear )

- SOTA-EV (Purge)
* State O/
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Pointers : Deleted File

NTFS ext3/4

T File Record J T Directory Entry |

() e [EI

Metadata

Tinode 1

= x00 x00 x00 x00

PATAL B ET - INBARE (W)

EV for Encrypted Cloud Storage

NetApp ONTAP (NetApp Storage OS)

Non-Encryption Encrypted Encrypted Encrypted

SSD ssD ssD

Festing Rles arz Before Writing Before Key Erasure After Key Erasure
‘written

4 Phases (sets) of Data were Analyzed for Erasure Verification




HDD : Physical Sectors
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HDD : Primary Defects on Disk ( P-List ) =

PHASE-02

< e Y
) ) )
& & &
T T T
L A
v %%%
e [ indicates a Primary Defect 4 )
® P-Listis an abbreviation of Primary Defects List  § %
® P-Listis a part of Firmware : £
® P-Listis unique for each individual product % £
2 £
™, &
] 9 S p
e’"""st sw‘\”N
D Physical Sector D LBA Sector . P-list Defects . G-List Defects
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HDD . Default State ( Before Use)

PHASE-03

HDD-A
HDD-C

HDD-B

Same Capacity with equal number of LBAs. l
But the number of total physical sectors are different.

D Physical Sector D LBA Sector D P-list Defects . G-List Defects
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HDD : After Use with Additional Defects =

Vo)
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P SAMOd%o 5
i i & %’%
o M indicates a Growth Defect 5 |\
® G-Listis an abbreviation of Growth Defects List ¢ %
® G-List is a part of Firmware : p
® G-Listis unique for each individual product % £
e H may hold past data %, &
] 9.;,%st sm""‘“s“
D Physical Sector D LBA Sector D P-list Defects . G-List Defects
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HDD : Physical Sectors and Logical Sectors

> @ Physical Sectors
ofth - EH S
2777 H EEEEN =1 .
B 3 i @ P-List Defects
< | e @ o v n:__
2___ T EEEEE =1
3 Emmene: i 3 Before Use (New)
< i h o o o .'.F“

f:i SRaE j'.l' HH i H::f
B G| | e @ After Use (Used) ‘&7

I:l Physical Sector D LBA Sector . P-list Defects . G-List Defects
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NIST SP 800-88 Rev.1

Guidelines for Media Sanitization

NIST SP B0OO-B8 Rev. 1 Guidelines for Media Sanitization

Clear, Purge, and Destroy are actions that can be taken to sanitize media. The categones of
sanitization are defined as follows:

®=  (Clear applies logical techniques to sanitize data in all user-addressable storage locations
for protection against simple non-invasive data recovery techmques; typically apphed
through the standard Read and Write commands to the storage device, such as by
rewrting with a new value or using a menu option to reset the device to the factory state
(where rewriting 1s not supported).

=  Purge applies physical or logical techniques that render Target Data recovery infeasible
using state of the art laboratory techniques.

= Destroy renders Target Data recovery infeasible using state of the art laboratory
techniques and results in the subsequent inability to use the media for storage of data.

Source of Reference : NIST. TNIST Special Publication 800-88 Revision 1] . December 2014.
https://nvipubs.nist.gov/nistpubs/specialpublications/nist.sp.800-88r1.pdf, p.9, (Accessed :Jan 28 2023) .
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ATA HDD : Erasable Area

NIST SP 800-88 Rev.1, December 2014

Erasable Area Non-Erasable Area

Clear

[T |

Overwriting pattern should be . HE EEmEEEE mEmEE

at least a single write pass EEEEEEEEEEEEEEEE
with a fixed data value, =

suchasallzeros. | sumEm

Purge

Enhanced Secure Erase

D Physical Sector . LBA Sector . P-list Defects . G-List Defects
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Purge : NIST SP 800-88 Rev.1 (ATA HDDs)

“Enhanced SECURE ERASE" to Purge

Use the ATA Security feature set’s SECURE ERASE UNIT
command, if support, in Enhanced Erase mode. The ATA
Sanitize Device feature set commands are preferred over
the over the ATA Security feature set SECURITY ERASE
UNIT command when supported by the ATA device.

Ultimate Boot CD U5.3.0

Active@ KillDisk Free Edition V4.1.2393
CopyWipe V1.14

Darik’s Boot and Nuke 2.2.8

Fu jitsu

HDDErase ol

HDDErase V4.0

HDShredder V4.0.1 (Free Edition)
MAXLLF V1.1 (Maxtor)

PC Disk Eraser US5.0

PC INSPECTOR e-maxx U0.95

SUT () 2

you want to procede to the options menu? (Y/N)

«l*i**l***Il*llll***ili****l*&l*******lll!l!ii*

i Active HDD: WDC WD1OEZEX-OOBNSA®

i Enter 1 for executing secure erase
* Enter 2 for executing enhanced secure erase
i Enter C to change the active HDD

i Enter E to exit the program
262636 36 36 36 36 36 36 36 36 36 3636 36 36 3636 36 3636 36 36 36 3636 36363626 3636 3636 36 269636360636 36 3696 36 36

Please enter your selection: 2_

Source of Reference : NIST. TNIST Special Publication 800-88 Revision 1] . December 2014.

https://nvipubs.nist.gov/nistpubs/specialpublications/nist.sp.800-88r1.pdf, p.32-33, (Accessed : May 13 2023) .
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ATA Hard Disk Drives Tt

Clear: Overwrite media by using organizationally approved and validated ovenwriting

technologiesimethadsitools. The Clear patiem should be at least a single write pass with a fixed
data value, such as all zeros. Mulliple write passes or more complex values may optionally be
used.

Fiirge: Four options are available
1. Useone of the ATA Sanitize Device feature set commancs, if supported, to perform a
Sanilize operation. One or bath of the following options may be available:
a.  The overwrite EXT command. Apply one write pass of a fixed patiem across
the media surface. Some examples of fixed pattems indlude ail zeros o a
pseudorandom pattem. A single write pass should sffice 1o Purge the
media.
Optionaly: Instead of one write pass, use three lotal wite passes of a
pseudorandom patiem, leveraging the invert option sa that the second wrile
pass is the inverted version of the patter specified.
b, Ifthe device supports encryption and the technical specifications described in
this document have been satisfied, the Cryplographic Erase (also known as
CRYPTO SCRAMBLE EXT) command.
Optionally: After Cryptographic Erase is successfully applied to a device, use
the overwrite command (if supported) to wrile one pass of zeros or a
pseudorandom pattern across the media. If the overwrite command is ot
supported, the Secure Erase of the Clear procedure could altematively be
apsiied foliowing Crytoaraphic Erase,
| Use the ATA Secunty feature set's SECURE ERASE UNIT command, if support, in
Enhanced Erase mode. The ATA Sanitize Device fealure set commands are prefered
over the over the ATA Secrity feature set SECURITY ERASE UNIT command when
by the ATA device
3 tographic Erase through the Trusted Computing Group al Security
Subsystem Class (SSC) or Enterprise SSC interface by issting commands as

32

NIST SP 800-88 Rev. 1 Guidelines for Media Sanitization

necessary to cause all MEKS to be changed (if the requirements described in this
document have been satisfied). Refer to the TCG and device manufacturers for more
information.

Optionally: After Cryptographic Erase Is successfully applied to a device, use the
overwrite command (if supported) to write one pass of zeros or a pseudorandom
paltem across the media. If the ovenwrite command is ot supported, the Secure
Erase o the Clear proced Id ively be applied following Ci

Erase.

4. Degauss in an organizationally approved automatic degausser or disassemble the hard
disk drive and Purge th losed platters with izt approved
degaussing wand.

NIST SP 800-88 Rev.1
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Question 1 from the Speaker

Has anyone read data from G-List Sectors ?
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Question 2 from the Speaker

Has anyone ever found data from HDD which
had been wiped by Enhanced Secure Erase ?
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After Enhanced Secure Erase

= BYouTube

October 20-21, 2016

EXOTIC DATA RECOVERY

by DAISHIMoGAITo  COOE BLUE

ETOKYO

Let's see what it looks like when
a HDD is wipe by Enhanced
Secure Erase.

There is a HDD write-blocker,
here.

I'm connecting this wiped HDD
now to see the binary (hex)
£ BE S e

i) 022/532 ° = QND E §=1} Q []

https://www.youtube.com/watch?v=Bvv8AjyEzy8
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https://www.youtube.com/watch?v=Bvv8AjyEzy8
https://www.youtube.com/watch?v=Bvv8AjyEzy8

InfoSec by Data Recovery Specialists

Who has “state of the art laboratory techniques”?

NIST SP B0OO-B8 Rev. 1 Guidelines for Media Sanitization

Clear, Purge, and Destroy are actions that can be taken to sanitize media. The categones of
sanitization are defined as follows:

®=  (Clear applies logical techniques to sanitize data in all user-addressable storage locations
for protection against simple non-invasive data recovery techmques; typically apphed
through the standard Read and Write commands to the storage device, such as by
rewrting with a new value or using a menu option to reset the device to the factory state
(where rewriting 1s not supported).

= Purge applies physical or logical techniques that render Target Data recovery infeasible
using state of the art laboratory techniques.

= Destroy renders Target Data recovery infeasible using state of the art laboratory
techniques and results in the subsequent inability to use the media for storage of data.

Source of Reference : NIST. TNIST Special Publication 800-88 Revision 1] . December 2014.
https://nvipubs.nist.gov/nistpubs/specialpublications/nist.sp.800-88r1.pdf, p.9, (Accessed :Jan 28 2023) .
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125w | ENSURE SUSTAINABLE CONSUMPTION
My Proposal for SDGs

It is essential for us, as Data Recovery Experts,
to have a clear understanding of the
data that could remain after a 'Clear' or 'Purge’.

In spite of my demo at Code Blue 2016, | think
the chances of data being found after
“Enhanced Secure Erase” are close to zero.

Why don’t we prevent unnecessary destruction ?
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Mechanism of Deleting Files

Contents
« How Pointers work

« Transition of Binary Code by Deleting Files

Pointers : Existing File NTFS : Transition of Binary Code by Deleting

NTFS ext3/4 Write ——————oH Delete

T File Record | T File Record

I File Record | T Directory Entry |

m « File Name
- Block Pointer
Metadata




Pointers : Existing File

NTFS

I' File Record |

l

Metadata

* File Name

- Block Pointer

&

File

TA174LyEAFT—2EIBHA KR (B)

ext3/4

I Directory Entry |

o * File Name

l

Metadata @

* inode Number

linode |

. - Block Pointer

l

Metadata @

Dai Shimogaito

&

AIFORENSE JAPAN DATA RECOVERY, INC.



Pointers : Deleted File

NTFS ext3/4

I File Record J I Directory Entry |
) . The size of the previous directory
° * File Name ° * File Name entry expands to include the
l E | I F q | l i e N | target directory entry for deletion,
Metadata Metadata @ but the inode number and file
name remain intact.
inode J

Block Pointer disappears

o * X00 x00 x00 x00 completely.

l * ext2 used to hold the block pointers.

&

Metadata @

&

File

A
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NTFS : Transition of Binary Code by Deleting

Write -———0 Delete

I File Record | I File Record J

Offset o 1 2 3 4 5 & 7 & 9 10 11 1z 13 14 15 4 | ANSI ASCII Offset o 1 2z 3 4 5 &6 7 g 9 10 11 12 13 14 15 < | ANST ASBCII
03221287936 46 459 4C 45 30 00 O3 00 67 1B Z0 08 00 00 OO0 00 FILED o 032212587936 46 49 4C 45 30 00 03 00 Fz 1F Z0 05 00 0O OO 00 FILEO =]
03221287952 OE 00 01 00 38 00 01 00 60 01 OO0 OO0 OO 04 00 oo g N 03221287952 OF 00 01 00 35 00 OO0 OO 60 01 00 OO0 00 04 00 00 =]
03221287965 00 00 00 0O OO OO OO0 OO0 O3 00 00 00 3D 00 0o oo = 03221287965 00 00 OO 0O OO OO0 OO OO O3 00 00 00 30 00 00 o0 =
032212587954 02 00 00 0O OO OO OO0 OO0 10 OO0 00 00 &0 0O OO0 oo N 032212587954 03 00 00 0O OO OO0 OO OO 10 00 00 00 60 00 OO 00 N
03221288000 00 OO0 00O OO OO OO0 OO0 00 48 00 00 00 18 00 00 oo H 03221288000 00 00 OO 0O OO OO0 OO0 OO0 45 00 00 00 18 00 OO0 00 H
03221288016 97 43 4F 9E 11 20 D9 01 00 95 94 F4 D7 11 D4 01 —CEE T ~ag=x O 03221288016 97 43 4E 9E 11 20 D9 01 00 95 94 F4 D7 11 D4 01 —CKE T ~3a8x O
03221288032 89 OF 51 62 B6 OD D6 01 36 86 4F 9E 11 20 D9 01 % Obq & &toz 0 03221288032 89 OF 51 62 Be OD De 01 36 86 4F 9E 11 20 D9 01 % obi & &t0f 0
03221258045 Z0 00 00 0O OO OO OO0 OO0 OO OO0 00 00 OO 00 oo oo 03221258045 Z0 00 OO0 0O OO OO0 OO OO OO0 00 o0 OO0 00 00 00 oo
03221288064 00 OO0 00 0O 0OS O1 00 OO0 OO OO0 OO0 00 OO 00 oo oo 032212588064 00 00 OO 0O OS5 O1 00 OO OO 00 00 OO0 00 00 00 o0
03221288050 00 OO0 00O OO OO OO OO0 OO0 30 00 00 00 78 00 00 oo a He 03221288050 00 00 OO 0O OO OO0 OO OO 30 00 00 00 78 00 00 00 a *
03221288096 00 0O 0O 0O OO OO 0Oz OO0 S& 00 00 00 18 00 o1 oo Z 03221288096 00 00 OO OO OO OO 02 OO SA OO0 OO0 00 18 00 01 00 Z
03221285112 05 00 00 0O OO OO 05 00 97 43 4E SE 11 20 DS O1 —CEz 0 0322125858112 05 00 OO0 0O OO OO0 OS5 OO0 97 43 4B S9E 11 20 DS 01 —CKz T
03221288128 97 43 4B 9E 11 20 D2 01 97 43 4B 9E 11 20 D9 01 —CKE U —CKg T 03221288128 97 43 4E 9E 11 20 D9 01 97 43 4B 9E 11 20 D9 01 —CKE T —CKZ U
03221288144 97 43 4B 9E 11 20 D2 01 00 20 74 00 00 OO OO0 OO0 —CKE O z 03221288144 97 43 4B 9E 11 20 D9 01 00 20 74 00 00 OO OO0 OO —CK& O z
03221285160 00 00 OO0 OO OO OO OO OO0 E0 OO0 OO0 OO0 OO 00 oo oo 03221288160 00 00 OO0 0O OO OO0 OO OO &0 00 00 OO0 00 00 OO o0
032212858176 0OC 00 50 0O 37 00 30 00 32 00 30 00 32 00 30 OO0 P7OZ0Z0 032212858176 0OC 00 50 00O 37 00 30 00 32 00 30 00 3& 00 30 00 PT7OZ0OZD0
03221288192 35 00 ZE 00O 44 00 50 OO0 47 00 OO0 OO QOO OO OO 00 5 . J P G 03221288192 35 00 ZE OO 44 00 50 00 47 00 00 00 QO 00 00 00 5 J PG
03221288208 &0 00 00 0O 45 00 00 00 01 00 OO OO OO OO O1 oo € H 03221288208 80 00 0O OO 45 00 OO0 OO O1 OO0 OO0 00 a0 00 01 OO0 € H
032212588224 00 00 0O 0O OO OO OO0 OO A1 O7 OO OO OO OO0 0o oo i 03221288224 00 00 OO 0O OO OO OO OO A1 07 OO0 OO OO0 OO0 OO 00 i
03221288240 40 00 00 00 OO0 OO OO OO 0O 20 7A OO0 0O OO OO OO @ z 03221288240 40 00 00 00 00 0O OO0 OO OO 20 VA OO OO OO0 OO0 0O @ z
0322128582549 0 S8E 13 74 00 00 00 00 00 £ z iz 032212882 5¢ 00 SE 13 74 00 00 00 00 00 % =z iz
03221288272 O FF FF FF FF 82 79 47 11  Be €d {7, yG 03221288274 10 FF FF FF FF 82 79 47 11 | Be €4  §¥¥§, vG

Block Pointer Block Pointer
I File J I File J

Offset o 1 2 4 5 a6 7 g 9 10 11 12 13 14 15 < | ANST ASBCII Offset o 1 2 4 5 a6 7 g 9 10 11 12 13 14 15 < | ANST ASBCII
5990957240 FF DE FF E1 A3 FE 45 78 69 66 00 00 49 49 ZA 00 $@yaEpExif IIv 5990957240 FF DE FF E1 A3 FE 45 78 69 66 00 00 49 49 ZA 00 $@yaEpExif IIv
5990957240 08 00 OO0 00 OF 00 OE 01 02 00 20 00 00 00 E4 03 a 5990957240 08 00 OO0 00 OF 00 OE 01 02 00 20 00 00 00 E4 03 a
5990957240 00 00 OF 01 02 00 15 00 OO0 00 04 09 00 00 10 01 5990957240 00 00 OF 01 02 00 15 00 OO0 00 04 09 00 00 10 01
5990957240 02 00 11 00 00 00 1C 09 OO0 00 12 01 03 00 01 00 5990957240 02 00 11 00 00 00 1C 09 OO0 00 12 01 03 00 01 00

Header part of a JPG file Header part of a JPG file
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ext4 : Transition of Binary Code by Deletin

*Verified on Kali 2021.1 ( OS:ext4 )

Write ——————0 Delete

I Directory Entry |

o1 2 3 4 5 6 7 & 9 L B C D E F
0C 00 00 00 OC 00 01 02 ZE OO0 OO0 00 02 00 oo oo
0oC 00 02 02 ZE ZE 00O 00 0D OO0 OO0 00 1C 00 14 01
ZE 63 72 65 64 65 6E V4 65 61 6C 73 ZE Y4 7o 74
ZE 73 77 70 OE 00 0O 00 18 00 OF 01 63 72 65 64
65 EE 74 62 61 AC V3 ZE Y4 TS 74 Dd OF OO o0 0o
Z0 00 18 01 41 72 74 69 66 61 63 74 73
66 65 72 65 6E 63 65 ZE 78 6C 73 75|10
88 OF 16 01 42 61 EE 6B 65 EE &7 Z0 4F
61 74 69 6F 6E V3 ZE 70 64 66 00 00 0O

linode J

u]
LG
AS
oo
[u]u}
oo
[alu}
oo

Block Pointer

1
81
F2
oo
oo
oo
ulu]
oo

2
ES
ZE
og
oo
ao
oo
oo

3
a3

File

Dinode&S (0x00,4)
®7 71 L% (0x08,3)

4

@I kUK (0x04,2)

5 § 7 & 9 L B C D E F
93 00 OO0 97 FC 2B 61 97 FC 2B 61
00 OO0 OO0 ES 03 01 00 50 00 00 00
00 D0 OO0 0L F3 01 00 04 00 00 00
00 00 OO0 04 00 00 00 44 80 00 00
00 D0 OO0 00 00 OO0 00 00 00 00 00
00 OO0 OO0 00 OO0 OO0 OO0 OO0 OO0 00 00
31 DE 34 00 00 OO0 OO 00 0O 0D 0O

v |  ANSI ASCII

—

.credentials.txt

. S3Wp

entials.txt
Artifacts-Re

ference.xlsx

* Banking Oper

ations.pdf

cred

@7 718K (0x06,1) @771 ILEA 7 (0x07,1)

v | ANSI RECII
o oE V™
Flata & F

)

—i+a—i+a

e

71114

ONZy>3>Y&T7AILEAT(0x002) @7 71 ILHYA XTI

(0x04,4) @7t X BB (0x08,4) @inodeZ & HEF (0x0C,4)

®77

TIVEHHE (0x10,4) ©7 71 JLEIBRAEF (0x14,4) ON—RU I

(0x1A,2) (®Extent Header (0x28,12)

HREE7 71 )L Kali_1-02-After-Files-are-written.vmdk

TA174LyEAFT—2EIBHA KR (B)

@Extent x _EFETI3(0x34,12)

I Directory Entry |

D 1 2 3 4 5 6 7 © 9 R B C D E F| v | BANSI ASCII
OC 00 00 00 OC 00 01 0z 2E 00 00 00 02 00 00 OO

OC 00 0z 02 2E 2E 00 00 0D 00 00 00 1C 00 14 01 .

2E 63 72 65 64 65 6E 74 63 61 6C 73 2E 74 78 74 .credentials.txt
2E 73 77 70 OE 00 00 00 38 00 OF 01 63 72 65 64 .swp 8 cred
65 6E 74 69 61 6C 73 2E 74 78 74 00 OF 00 00 00| entials.txt

20 00 16 O1 41 72 74 69 66 61 63 74 73 2Ils2 irtifacts-Re
66 65 72 65 6E 63 65 2E 78 6C 73 78|10 0000 ference.x1sx

88 OF 16 01 42 61 6E 6B 63 GE 67 20 4F 70065 72 °  Banking Oper
1 73 63 6F 6E 73 2E 70 64 66 00 D0 00 0000 00 aticns.pdf

HIFFRRI > E VDOV EDHIDI Y h UKD BIFRHRI > b OHEFEML TWS, SHc & DHIRN
KRIV MU BESNBWKREL BB, inodeES 35577,

linode |
[a] 1 2 3 4 5 G 7 =] = L B i D E F v ANEI ASCIT
i4 81 ES 03 00 OO Qo0 oo 97 FC 2B 61 81 FD 2B 61 = & —ii4+a T+a
G1 FI 2B 61 81 FD 2B A1 ES 03 00 00 o0 ao ad oo v+a v+as
oo Q0 08 00 01 Ao ad oo OA F3 00 00 04 Ao ad oo ]
oo od o ao aga oo a0 a0 0o ad ad oo ad oo
oo 0o oo oo oo oo oo oo 00 oo 00 00 oo oo oo
oo Qo oo Qo oo oo Qo0 OO0 00 QOO0 OO Qg oo
Qo Qo oo 34 oo Qo0 OO0 00 QOO0 OO Qg oo 71104
x00 x00 ) ) B ) )
x00 x00 JOvoRA1>UE (TUVRTFUR) @IEOT7qIL3INdidH. T—2KE

DEHIFRAIEE, 7 71 LY XEWHAUER L T 7 1 JLHIBRB R A SCER
SN,

&

File

HREET 7 1)L : Kali_1-03-After-excel-file-is-deleted.vmdk
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V for Network Devices

Contents
* Cisco’s network switch & router

« The devices can be reused after purge-level erasure

Erasure Verification : Routers EV : Cisco’s 3 Router Models

Cisco 1812 V05, Cisco 1941/K9 V05, Cisco 2901/K9 V06 Result of SOTA-EV after Standard Erasure
CISCO1812 V05, CISCO1941/K9 V05, CISCO 2901/K9 V06 -
Verified if user data remains or disappears User data was found including public IP addresses.
= # Public IP Addresses
t-gateway 192.16 t-gateway 192.16 interface Gigabi
8.203.3 ! ! no i 8.203.3 ip forwa tEthernet0/0 ip
rd-protocol nd ! address -
p http server no o ip hrtp serv . @ 255.255.2
+ Standard Erasure = ip http secure- er no ip htep se 55.252 duplex £
ull speed 100 !
interface Gigab
itEthernet0/1 i
ogging facility nings logging fa p address qilh-@
g & R cility local3 lo @.-@p 255.255
2 Ways of Erasure Verification locald logging 1 gging 19%.168.20 .255.192 duplex
+ Standard EV (Clear) ==, = 92.168.203.111 n 3.111 ! no cdp r auto speed aut

C1SCO1812 VO5 CISCO1941/K9 V05 CI5CO2901/K9 V06

after erasing operation.
2 Ways of Erasure

+ Non-Standard Erasure 1 = server ! logging cure-server ! !
* Method was developed by GET-IT Co., Led. 3 3 L 5 logging trap war
RE— trap warnings 1

+ SOTA-EV (Purge)
*Siste Of The Art leboratory techniques SOTA-EV revealed user settings that remalned even after
the manufacture’s standard erasure operation.
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Erasure Verification : Network Switch

Network Switch : Cisco WS-C3560V2-24TS-E V05

Verified if user data remains or disappears

after erasing operation.

2 Ways of Erasure

- Standard Erasure

« Non-Standard Erasure
* Method was developed by GET-IT Co., Ltd.

2 Ways of Erasure Verification

- Standard EV ( Clear)
- SOTA-EV ( Purge)

* State Of The Art laboratory techniques

TFAI74#L Y EAFT—2EIBHARKRR (BF) Dai Shimogaito AIFORENSE JAPAN DATA RECOVERY, INC.



EV . Cisco WS-C3560V2-24TS-E V05

Result of SOTA-EV after Standard Erasure

IPv4 addresses were found at 1,696 locations by SOTA-EV.

21
31
£0
3z

0L 69 /eE 74 65 7T 6o 61 63
3z 30 32 04 =20 82 70 zZ0 681
31 39 32 EZE 31 36 38 ZE 32
35 35 ZE 3z 35 35 ZE 3E2 35

6C 6F 63 61 6C 33 04 6C
39 32 ZE 31 36 383 ZE 32
6F 20 63 64 70 =20 72 75

65 04 21 0OA &2 VO Z0 64
61 V4 o83 YV 61 V9 Z0 31
a0 33 ZE 33 04 &9 7O 20

65 Zz0 56 &6C &1 BE !
64 64 VL 65 VI T3
30 32 zZE 32 32 zZ0
35 Z2E 30 04 20 BE

120z

6F &7 &7 69 6E &7 Z0 31
30 33 ZE 31 31 31 04 sE
6E OA 21 04 21 0& 21 04

65 66 6l V5 ac T4
39 32 ZE 31 36 38
63 6C 8l V3 V3 ac

interface Vlan

ip address
192 . 165,202 .22

255.255.255.0 n

locali logging 1
92.165.2053.111 n
o cdp run !t !

2D 67 e ! ip default-g
2E 32  ateway 192.168.:2
65 V3 03.3 1ip classles

SOTA-EV revealed user settings that remained even after
the manufacture’s standard erasure operation.

TA174LyEAFT—2EIBHA KR (B)

Dai Shimogaito
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Erasure Verification : Routers

Cisco 1812 V05, Cisco 1941/K9 V05, Cisco 2901/K9 V06

Verified if user data remains or disappears

after erasing operation.

2 Ways of Erasure

- Standard Erasure

« Non-Standard Erasure
* Method was developed by GET-IT Co., Ltd.

2 Ways of Erasure Verification

- Standard EV ( Clear)
- SOTA-EV ( Purge)

* State Of The Art laboratory techniques

TFAI74#L Y EAFT—2EIBHARKRR (BF) Dai Shimogaito AIFORENSE JAPAN DATA RECOVERY, INC.



EV . Cisco’s 3 Router Models

Result of SOTA-EV after Standard Erasure

CISCO1812 V05, CISCO1941/K9 V05, CISCO 2901/K9 V06
User data was found including public IP addresses.

t-gatevay 192.16
gi2tacd ! ! no 1
p http server no
ip http secure-
server ! logging
trap warnings 1
ogging facility
locald logging 1
9Z.168.2033111 n

CISCO1812 V05

t-gateway 192.16
8.203.3 ip forwa
rd-protocol nd !
no ip http serv
er no ip http se
cure-server ! !
logging trap war
nings logging fa
cility local3 lo
gging 192.168.20
d.211 ! no cdp r

% Public IP Addresses

interface Gigabi
tEthernet0/0 1ip
address '.
@ 255.255.2
Dusdee duplex £
ull speed 100 !

interface Gigab
itEthernet0/1 i

p address @D.-@®

@ .@p 255.255
.255.192 duplex

auto speed aut

CISCO1941/K9 V05

CISCO2901/K9 V06

SOTA-EV revealed user settings that remained even after

the manufacture’s standard erasure operation.

TA174LyEAFT—2EIBHA KR (B)

Dai Shimogaito
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EV for Cisco’s Network Devices

First Successful “Purge-Level” EV in Japan

GET-IT Co., Ltd. newly developed the purge level data . gt ST g S
erasure technology which meets “NIST SP800-88 Rev.1” YRERBUNOTZED . ITRBORRREFAOR

4w kA k& TSustainable Computing ®) %381, ITHEEROUI—X - U 7L E#ELTWE
Those verified Cisco’s network devices can be reused. . RIS CHBEE 1—R B LTS tA. THERE ERALED U 1—2IE
TEFEHA. TRICHL. BBV 7 I T THEELER LIS EHEE. HEBEE FESELR
DEFETRTEHFAD B, CRAERD (IR k) % NEE) CEETE LA RRICED £

News Release : https://www.get-it.ne.jp/news_230203/ +

GETIT

HWRAR

== 199&
EEOBE FELITH ZL— 528
2022 (@f4) F10/308 2022 (4R4) H10H3H BEgY PC 1388
B2 b 47 b BRIy Ak B NWEE 1126

TA7 4 L BT -2 WIBARA (B)
7530-0001 KBHEARGHLIEHI 1 11
118410005 KRORED A &4

fCmiz N

F-SHERERRBER L —% 3R - BER

TA7 4Ly e BEF - X WARRKH (1K)
T530-0001 AR ARHIALI<HI 1 T
11L& 41000 KBRAN 4
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VIERIRY 3RS

114968

‘ HDD

VI LD I7HETIBRE
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« SOTAHE : Flash (CF) W4 BERRRUSE

B3 RERAE + WGETEAL : : KIN [NIST SP 800-88 Rev.l) i

WAL RADUY 7 P4 b (N WS B c REHK RN LR UIERE / FlashX ('NV-RAM
B4 RERRRUAR © REEAL2  WRIERUSOTARE / Flash
« MUERUE : KIM INIST SP 800-88 Rev.l) 148 B5 RERR
o BEEAYN : BEIERCEIERIE / PlashX UNV-RAM « Flash (UBIZ) : (NIST SP 800-88 Rev.l) @ (2971 1%
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© WEH:202298H29H (LERIFINET)
W6 WRWH
BUERHI OFashiY RN 202, [NIST SP 800-88 Rev.l) #7297 XY 6 MkHE
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YHNTHI L RMRIY SRk, ML
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mamARsel CO2HFH R
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" 3kg

o MERIL 2022081290111 ). WERI T, WERIN2. WARN3, WARNA. ROWER ~AMLMIEL 202229001, MERN 1L WARN 2, REMGHNI ——
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EV for Encrypted Cloud Storage

Contents

 Basics of EV Procesures

« EV for Encrypted Cloud Storage

Traceability of Testing Units : Non-Encrypt

Possible to Trace All the Fragments

Non-Encrypt

HDD - §5D

oy @ @ @
- 2 @ -
@ - - @  Fragmentation

Testing File

After being written with fragmentation

EV for Encrypted Cloud Storage

NetApp ONTAP (NetApp Storage OS)

Non-Encryption Encrypted Encrypted

SsD SSD SsD

"‘:Ei::':n’ are Before Writing Before Key Erasure After Key Erasure

4 Phases (sets) of Data were Analyzed for Erasure Verification



EV for NetApp's Encrypted Cloud Storage

First PoC-EV in Japan with a City Government

E9718 —
wERmE g e RIBCT

| 1 P — P '

Fl NetApp: (he====1-—

Zl\l/—f/'ﬁﬁ

fEE & @B wsuyi

©2023 NetApp, Inc. All rights reserved.
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EV for NetApp's Encrypted Cloud Storage

First PoC-EV in Japan with a City Government

_S el ity o
BEIEODIRIEN DI 5E ML
& JMTYE 759K T
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BN EIRFIA

F-RHEREBEREE
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N, ] : ra
t 2 REGES: 7 AERLETENERS (ADEC)
Ne % b e VRO RRANE A 2 9 LT

DF- A AENMEM<L 2, RUHERE

MR @A TSI

4
(1) WS EV

i 3 O sy o
W - SAMSUNG MZ-SERUGO/0GE
BIBAN - {RABR L - JSoN  sumeArronet

’ ‘ o R s
4 f H % SAsE 047 250
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- + $./N * SIEINEAFTO08%0
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____________________________________________________________________ + /N - SIEINEAFTO0087 T8 /n-sin 2

- WWN : 5002538454700353
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~zmA:20224117120
<CERM v ) AR (304122333
RERCE
< FHR K (RRRBR)
A

w
aws Cloud Volumes ONTAP i i
ey ‘mf2

Frin138
. FLIN240
ISRy /(- — ‘ »
Micfosoﬁ ? 7 lume- WAATNEI- ¥ 7~ H.x,‘”l:.”'»‘.l:ﬂ. :M—v’.wl
- - 13 %
REa®8 Somiie Cloca

wergde

COCLETALE, FIPSIONCRES AL, ML CRURY RO LS
WAS®E WML, (NIST SPI00-88 Rev ) TRES N (MBLME
we

EEEERE - | el e

®2 REOEECLSRARE

%@53@)‘?47 (SSD, HDD%) ‘{\/75%!!% ‘}"—9‘1&@(}(6‘ x‘s;i:r? Th SNSAPEROMILL T FX b L =M

+ ONTAP Ver 8111
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©2023 NetApp, Inc. All rights reserved.
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EV Procedure : Non-Encryption

Compare Binary Code Before and After Erasure

Non-Encrypt Non-Encrypg Non-Encrypt

. . . HDD - SSD HDD - SSD HDD - SSD
Testing File to be written
@ @ o @ @ @
N e o
> > >

Testing File consist of

multiple Testing Units Testing Files are In the process of After erasure
written erasure
Compare

TFAI74#L Y EAFT—2EIBHARKRR (BF) Dai Shimogaito AIFORENSE JAPAN DATA RECOVERY, INC.



EV Procedure : Non-Encryption

Comparing data at the same position : Overwrite

Before Erasure After Erasure
2 > 2 Remained |1 o8
No Change | FAIL
Testing Unit Testing Unit iww o
Mo |
{
| D
@ > Erased 'a
Changed § PASS
Testing Unit 6“,,_w-:.
———

| mom

| PASS

Erased

2 .
Changed

Testing Unit

TFAI74#L Y EAFT—2EIBHARKRR (BF) Dai Shimogaito AIFORENSE JAPAN DATA RECOVERY, INC.



EV Procedure : Non-Encryption

Comparing data at the same position : Overwrite

Before Erasure

3E
45
arF
34
Ca
D&
1D

3E
45
oF
34
(09
D&
1D

3E
45
oF
34
(09
D&
1D

CE
1C
E7
3=
=3
ZEB
EBF

CE
1C
E7
ad
arF
ZB
EF

CE
1C
E7
ad
arF
ZB
EF

46
F5
5B
EE
Ez
15
aD

46
F5
3B
EB
EZ
13
=N

46
F5
3B
EB
EZ
13
=N

95
AC
Ea
F3
85
bg
GE

95
AC
BA
F3
a5
bg
6E

95
AC
BA
F3
a5
bg
6E

17
FEB
TF
Z8
ES
Sa
aD

17
FE
TF
28
B5
=]
5D

17
FE
TF
28
B5
=]
5D

B4
gD
82
5F
a5
45
Do

B4
=]
3z
aF
ad
45
Do

B4
=]
3z
aF
ad
45
Do

TA174LyEAFT—2EIBHA KR (B)

bg
3a
3c
EBC
a7
Sa
49

A4
34
3c
BC
a7
=)
49

A4
34
3c
BC
a7
=)
49

E3
Fz
1F
g4
56
Z6
T3

E3
Fz
1F
g4
56
Z6
T3

E3
Fz
1F
g4
56

T3

P
No Change

>
Changed

>
Changed

3E
45
arF
34
Ca
La
1D

aa
aa
oo
oo

aa
aa

CE
1C
E7?
3=
aF
2B
EF

aa
aa
oo
oo
aa
aa
aa

4E
99
56
(=]
Do
Le
35

After Erasure

46
F5
5B
EE
Ez
15
aD

aa
aa
oo
oo
aa
aa
aa

c1
cD
3D
56
aF
95
LE

95
AC
Ea
F3
85
bg
GE

aa
aa
oo
oo
aa
aa
aa

E3
()]
Z5
1B
Ca
71
44

17
FEB
TF
Z8
ES
Sa
aD

aa
aa
oo
oo
aa
aa
aa

7D
a6
23
33
4F
Fa
ES

B4
gD
82
5F
a5
45
Do

aa
aa
oo
oo
aa
aa
aa

14
=]
Ch
1F
39
9z
1h

Dai Shimogaito

bg
3a
3c
EBC
a7
Sa
49

aa
aa
oo
oo
aa
aa
aa

17
9
39
hg
1C
10
AS

E3
Fz
1F
g4
56
Z6
T3

aa
aa
oo
oo
aa
aa
aa

Z0
1
£a
aa
a7
51
Sh

I8

Remained
FAIL
Erased =L 8
PASS |
P~
Erased ki

PASS

AIFORENSE JAPAN DATA RECOVERY, INC.



Testing File consists of multiple Testing Units

Number : Testing UnitID / Color: Binary Value

Example of a Testing File with 16 Testing Units ( 8,192 bytes )

62z 45 CAL 51 SE C4 14 FD <_| I_> 0z 13 00 03 00 00 00 O1

4z BS F§ AS FB 37 F§ FE 00 01 00 00 §7 69 00 04
37 B7 B? F1 27 86 6F 4C 00 00 00 O1 00 00 O1 06
C3 2C 93 CB 04 4E 47 FB @ ®) 3 @ §8 25 00 04 00 00 00 O1
B3 85 27 ES 45 69 SF 34 00 00 09 92 00 00 00 00
1F 08 7C 41 15 ES Dz 6D 41 70 70 6C 65 00 63 50
6D SA 39 32 CA DA 75 C6 68 6F 6E 65 20 31 33 20

£9 55 Ch &C 15 C5 43 93 00 03 00 00 OO0 01 a0 05
8C 53 3A BE 4F &1 4E 3D oo oo 92 0% 00 03 oo 00
3d A5 94 66 24 45 FE EBE

2B FF D9 00 00 00 00 00 ® as 00 01 00 10 OO0 OO0 92 04

oo 05 00 oo oo o1 oo oo
o0 oo 0o oo 00 oo oo oo 03 zc 92 14 00 O3 00 00
o0 oo 0o oo 00 oo oo oo

oo 04 00 00 03 3494 92 7C
00 oo 0o 00 00 o0 0o oo g 00 07 00 00 05 FE 0O 0O

A Testing File to be written
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Testing Unit : Elements of the Testing Unit

Testing Unit

« Each Testing Unit is the size of 512 bytes and has unique binary value.
« Each Testing Unit has its own identification information as an element.

« Each Testing Unit has its own positional information within the Testing File to which the
Testing Unit belongs.

« New Testing Files for every EV case.

« We never reuse neither Testing Files or Testing Units for other EV cases

Collision Probability of Testing Unit =1 / 24096

1F CF 79 Ef 69 31
9E B9 S5F DD EC 85
9F 31 4E 57 6B 64
SF BF 60 FF 00 Di
46 BC AB 23 449 61
F& CD F& AF 79 EO
8C D7 90 FC 17 D2
39 A7 CA E1l E6 EB
36 F6 54 FD D4 71
FF 00 CO 3B 23 52
&F 50 ES E& B9 93
68 BE 00 FE DF D3
4C AC BF 3E 54 FC

65 A7 FG CA D4 5C 69 Fi E6 90 E4 24 44 45 FF 00 56 B9 AC AE C8 DB CF 27 20 E3 15 D2 7F C1 43 7F
&4 ZF F& 27 BF C1 OF 86 FE 03 F1 7F EC 83 FBE 46 &L DE 20 D5 BS 6B 68 97 C5 DA 36 AC ES 24 B ZF ¢ H (j ( )
BO 79 6F 65 50 62 60 F8 53 19 CF B1 38 A2 D1 95 F4 74 LB FC BF 40 94 S5F 2D AE 79 A7 ED 91 F1 397 COlOr . Blnary CO e HeX Values

64 7F
73 BS
EE F5
iF FE
89 81
4D 3F
BE 37
1a 37
SC CB
2E CD
49 99
F8 F3
A5 B8

6D B7? G2 58 D7 F7
73 BS 98 67 77 BE
04 75 E6 A9 CC CF
Q4L 1F 7D EZ EF F8
cO 64 268 32 58 60
4A B7 94 D3 4F BC
FC 40 F& 99 E1 SF
39 04 EO FAL 1k Eb
LS 5S4 EAL 02 6B 39
AD 4E 9B F6 6B F8
A3 FB 7C 38 71 1D
E1 CE 8E 3C 69 FO
32 BB 6E EBD A4S EBF

76 33 A9 23 72 65 7h 80
8C AL 76 BO ZA DB BF 87
79 7E 63 96 67 DB F3 13
26 60 34 55 FF 00 86 FC
6F F& 27 6F EC 53 FB 3D
21 8D BF BS 13 1F 2ZC 8C
03 35 BB 9B 70 73 C4 1&
FF 00 DS E7 F6 9B FD 99
82 D7 ZZ 4C 8D Eh 80 B3I
1L 76 7B F6 D3 BE FO A7
8C 0OE DS 60 9B 95 32 7E
BE 22 6F 51 D1 34 7F 10
Fg 27 46 BO FE 18 FC 44

40 24 02 41 20 1k 41 63
AF DZ BS AE ZD E1 66 Di
4B A9 A4 7E 1D OF 74 FD
34 BAL 95 BD SF 88 EE DD
FE DO DF 1D FC 45 FO EF
ES EAL AD BC EO FO 19 94
DC 76 7L 54 89 7h 6D D6
7F 68 Z6 FD OF FE 33 ES
10 46 ED 54 F1 45 EBE7 4D
ED 5B E3 F6 D5 BE 1D F8
&C B8C 80 6B 3E C3 55 FD
7E FE OD 44 CD 49 12 S5h
FO BF 80 DF E3 F7 86 3C

size of 512 bytes and has unique binary value

* For the purpose of maintaining the quality of our future verification tasks, the specifications of the erasure validation data is disclosed on a limited basis. Your understanding is appreciated.

TA174LyEAFT—2EIBHA KR (B)

Dai Shimogaito

Number : ID
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Encrypted Data without Encryption Key

Data is almost non-existent

FF
49
01
FF
oo
oo
aa

D
16
a0
El
oo
W}
aa

FF
oo
oo
0L
4D
oo
aa

This must be
a JPG file !

EO
01
oo
96
4D
OE
06

TA1I7xL B ET—2EIRHA KR ()

oo
01
31
35
oo

3 &
a0
35
6 &
oo
O
B&

Encrypt

Dai Shimogaito

Fz 82 373
67 DA 35
40 99 37

LH
EY
63

ag Vg ad 05
91 15 5C 6lh

AIFORENSE JAPAN DATA RECOVERY, INC.



Traceability of Testing Units : Non-Encrypt

Possible to Trace All the Fragments

Non-Encrypt
- HDD + SSD
. K3
@
®
i | -
@  Fragmentation
®

®
®

Testing File

After being written with fragmentation
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Traceability of Testing Units : Non-Encrypt

Reverse Tracking is also Possible

Testing File

TA174LyEAFT—2EIBHA KR (B)

® © ® ®

<l

Reverse
Tracking

Dai Shimogaito

Non-Encrypt
HDD « SSD
®
. o
®
B o
®
- B
@ @ @

After being written with fragmentation

AIFORENSE JAPAN DATA RECOVERY, INC.



Traceability of Testing Units : Encrypted

Encryption Takes Away the Traceability

@
®

@ [ ®

Testing File

@ © @ ©
G Q0 W

TA174LyEAFT—2EIBHA KR (B)

® © ® ®

Encrypt

Dai Shimogaito

Encrypted

HDD + SSD

- -

After being written with fragmentation

AIFORENSE JAPAN DATA RECOVERY, INC.



Traceability of Testing Units : Encrypted

Reverse Tracking is Impossible

Encrypted

HDD + SSD

——— --
® | © o * 7
Reverse -

® - \D @ Tracking --
® ® .
Testing File - - -
_

After being written with fragmentation
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Traceability of Testing Units : Encrypted

Impossible to Track Testing Units

Encrypted

HDD + SSD

® @ o @

® ©® =

® - @ @ Encrypt

® ®
Testing File

After being written without fragmentation

TFAI74#L Y EAFT—2EIBHARKRR (BF) Dai Shimogaito AIFORENSE JAPAN DATA RECOVERY, INC.



Traceability of Testing Units : Encrypted

HDD - SSD

Before Writing

TA174LyEAFT—2EIBHA KR (B)

Dai Shimogaito

Encrypted

HDD - SSD

After Writing

AIFORENSE JAPAN DATA RECOVERY, INC.



EV Procedure : Encrypted

Compare Binary Code Before and After Erasure

Encrypted Encrypted
Testing File to be written HbD *55P Key Erasure AbD = 35D
® @ & @ >
N Y
® © >
® ® 2 | - : ? A ?

Before Key Erasure After Key Erasure

1

Compare

TFAI74#L Y EAFT—2EIBHARKRR (BF) Dai Shimogaito AIFORENSE JAPAN DATA RECOVERY, INC.



EV Procedure : Encrypted

Judgement is Reversed based on Encryption

Before Erasure

z1
oS
BC
TE
LB
E7
63

5C
Dz
50
arF
Fz
a7
40

aF
a7
47
ED
gz
Da
99

4C
=3
A0
ac
33
39
a7

g4
EF
AR
E1
A0
91
DF

D5
TE
B7
B4
=
15
14

b3
=]
a7
c7
bgq
(=1
an

AT
4E
BD
£2
a5
L
EBES

>

No Change

After Erasure

gF
a7
47
EDr
(=3
Da
99

4c
gF
AO
ac
33
39
=2

21 54
oS EF
BC Ald
TZ E1
AB A0
E7 91
63 DF

D5
T
B7
B4
=
15
14

A3
=)
o
(e
bg
(=1
o

AT
4E
EDr
22
a5
Gh
ES

EV Procedure : Non-Encryption

Comparing data at the same position : Overwrite

3E
48
aF

Ce
D&
iDp

Before Erasure

CE
1C
E7

aF
2B
BF

46
FS
5B

E2
18
=)]

95

17 B4

LC FB 8D
BL 7F 32

65 E5 68
A4 96 48
6E 5D D9

iq E3
34 F2
3C 1F

97 56
9A 26
49 73

>
No Change

3E
48
aF

Ce
De
iDp

CE
1C
E7
68
8F
2B
BF

After Erasure

46
Fg
5B
EE
E2
18
sD

95
AC
Bi
F3
65
Aq
6E

17 B4
FEB 8D
7F 82
28 5F
E5 68
96 48
5D D9

ig E3
34 F2
3C 1F
BC 84
97 56
94 26
49 73

Remained

=L
PASS

Erased

i“:'f.’ ]
e
| FAI L

-

TA174LyEAFT—2EIBHA KR (B)
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EV for Encrypted Cloud Storage

NetApp ONTAP (NetApp Storage OS)

Non-Encryption Encrypted Encrypted Encrypted
SSD SSD SsSD SSD

®@ @ o @

N e o

o IEY -

® ®

Testing Files are

. Before Writing Before Key Erasure After Key Erasure
written

4 Phases (sets) of Data were Analyzed for Erasure Verification

NetApp ONTAP with Multi-Tenancy and NetApp Volume Encryption (NVE)

File Server used by a city government of Shiojiri City in Japan
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Before Analyzing Encrypted Data

Clarify the Mechanism of Non-Encrypt Data Recording

« Utilize the characteristics of the Testing Unit to analyze the location and scope of the
recorded data on the media.

« We discovered that file fragmentation occurs, but successful full comprehension of the
scope of recorded Testing Files was achieved.

« It was confirmed that the calculated data capacity based on the comprehended recording
scope information perfectly matched the total capacity of the prepared verification files.

Non-Encryption Non-Enryption
HDD « SSD HDD - SSD

@ @ & @
®© @ ©® e ® & o o
@ @ @ * ® ® @ ® @ ® @
o IR o IR - [
® @ ® ®

® 3

Testing File

No Fragmentation Fragmented

TFAI74#L Y EAFT—2EIBHARKRR (BF) Dai Shimogaito AIFORENSE JAPAN DATA RECOVERY, INC.



To Make EV Result Clearly Understandable

Same Testing Files written to Non-E and Encrypt

Non-Encryption Encrypted
- HDD * SSD HDD - SSD
?
“ . ® @ @ @ : :
o e o - ® @ @ -
Fragmentation E © E t :
ncr
® - a ® ® ® - a ®@ yp --
® @® @ @ ® @ @® »
Testing File Testing File -
@ @ @

After being written with fragmentation After being written with fragmentation

Purpose #1 : To figure out the allocation scope of the Testing Files.

Purpose #2 : To figure out if the OS compresses Testing Files or not.
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EV for Encrypted Cloud Storage

NetApp ONTAP (NetApp's Storage OS)

Non-Encryption

SsD
@ @ o @
N e o o
o ISR -
B ® [®] ®

Testing Files are
written

Clarify the Mechanism
of Data Recording

TA174LyEAFT—2EIBHA KR (B)

Encrypted Encrypted Encrypted

SSD SSD SSD

Before Writing Before Key Erasure After Key Erasure

| I, | S

Compare Compare

Examine the Scope of Examine the Change of
Allocated Data Allocated Data
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To Make EV Result Clearly Understandable

Sample Files given by User were written, too

Non-Encryption

SSD

e o e
Bl 2 o
o IEY -
o B -

Testing Files are
written

Additional Analysis for
the user to understand
more clearly

TA174LyEAFT—2EIBHA KR (B)

Allocation scope of the User’s files

FF
2C
4F
4F
2¢
2C
0s

ES
20

FE
oo
4F
4F
oo
oo
67

65
1]

File Signatures

71 00001911

100 1 3R IR AN IF 000y FET

. . 72 fo0001937 100 1 FRIREMEF ooso B

Recove ryl ng Fl Ies 72 (00001945 100 1303 4T 57 0008 AE]
74 [Dono19s3 100 1 3R BT F 0009 P E]

75 00001961 100 1 ;R AR T 5E 0001 FET

76 [00001970 100 1 35 B 7F 0001 HEET

77 fon001996 200 1 3R R EAT F 0001 HET

73 00002046 100 1 3R EMT F 000s FIET

79 fon002135 100 1 305 BT 0F 0003 FE]

80 f00002143 100 1 3R 803 7 0003 FET

B BALTH | BADMETEIC
CBERET O roRseyTS: MERDEA

01_{FHEUCT—%.CSV (14,161,612 bytes)
02_1FEEUCT — & xIsx (3,997,179 bytes )
03_FRZRA.pdf (2,225,912 bytes )

04_%584 7 —%.CSV (7,337,730 bytes )
05_EEEERLMT — 2. TXT (1,516,762 bytes )
06_FETEEEMEHT— 2 xlsx (172,233 bytes )
07_BAERMERHRET—K.CSV (5,114,268 bytes )
08_ANERMEMRT—£.CSV (1,140,329 bytes )

09 BBHEHT — X.txt (4,711,042 bytes )

Dai Shimogaito

2z 00 4F 4F 11 6C 7A FF 70 FF 84 FF 9E FF n{EFRI -}
16 4E 2F SE 7A FF 70 FF 84 FF 9E FF 2c o0 , #3231 =} ° ,
11 6C 68 79 74 FF 70 FF &¢ FF 9E FF 2¢ 00 {FEZE1 -1} ° ,
11 6C 2E 74 25 52 7A FF 70 FF 84 FF 9E FF {¥R{#ERII -} °
4F 4F 11 6C 2E 7h 25 52 2C 00 OF 6C 0D 5¢ , {FRHER, KB
AB 30 CA 30 OF 6C OD 54 2C 00 1F 75 74 SE , W+ K&, 5%
ES5 65 2C 0D 1F 75 8C S4 A6 66 74 SE 08 67 AB, £¥EEA
2C 00 74 5E 62 9F 2C 00 27 60 25 52 74 FF B, &H&, MR
24 FF OF EE S~ A0 %9 &0 %€ €% S/~ An ad 9n o= b F - =]l i’ﬁ
| A B [= D E F G H 1 J "Em
| FRESREESAARERS |Mens AT [renE - Feesiees/ieesieestnssa- 0
ooo1 i %F 2255 138 BAERR A [
0001 ¥ 027, 2019 W EEE -
0011 FEE o 72019 019 % TI
0004 31l LEN Y Tt 101 ¥ T
o001 HIF 019 "lo1s 1 101 5% 1%
o001 & 3F 019 "lo1s % 101 533
‘o000 "Looo "loo "2 117 BT EE
‘D000 "L00 ws BEEE
0001 365 i % ) 101 3 %
0001 {1 i ] 2 101 5 v
BATBHERIRE P | BALIE! .. @)  « CO— >
T19: 143.65625 F-4OAEN: 2000 Bft2eoes B @ -——+ 100%

10 BEEHT— £ .xlsx (2,467,593 bytes )
11_NERBIAT—%.CSV (61,817,708 bytes )
12N BRI T — & xlsx (9,251,189 bytes )
13_ERERKT—£.CSV (20,040,254 bytes )
14_UW#h>—%2.CSV (78,835,754 bytes )
15_##h M T — £.CSV (36,801,372 bytes )
16_#ihE&4ERME.pdf (6,529,574 bytes )

17 SEMEXERMZE zip (5,207,350 bytes )
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EV for Encrypted Cloud Storage

Examining Encrypted Volume

Encrypted + Detecting the Scope of Data Written Area
oo oo oo oo 00 00 00 oo 2L 5E 57 39 33 5F CE CC oo oo oo ag oo og oo oo
SSD oo ao 00 ao o0 00 OO0 0o EF &0 g2 07 E2 SD Eo SF oo oo oo oo oo og o100
oo o0 o0 00 00 00 g0 o0 69 67 02 B3 659 F6 A9 OB 00 OO0 OO0 Qo0 00 ao go oo

Hash values were generated for each fixed data scope size. However, if the data scope
size is too large, it may result in incorrect detection of changes. Conversely, if the data
scope size is too small, the overall picture cannot be captured. To address this, a
suitable size of 4096 bytes was chosen for this case.

« Detecting Known File Type Signatures : Nothing was found

Before Key Erasure « The sampling data scope was more than 10% of the full size of the
target device, in compliance with the "NIST SP800-88 Rev.1 Guidelines."

\

No sample data, given by the user,
A lot of hex values were was found at all

detected, but there was
no user data at all.
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EV for Encrypted Cloud Storage

Occurance Rate of User Data Scope’s Hex Values

Non-Encryption

SsD

® © @ ©
9.@@
@l@@

® ® ®

®

FESb1—HYF— 298 HEXED HRE

§ § § § § § %

[N

Encrypted

SSD

BEa1—45— 488 : HEX[ED HERE

A

8A BA

TA174LyEAFT—2EIBHA KR (B)

Dai Shimogaito

A2 A8
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Compared 2 phases of Encrypted Data

No Data Change was Detected

Encrypted

SSD

Before Key Erasure

TA174LyEAFT—2EIBHA KR (B)

>

Compare

Encrypted

SSD

After Key Erasure

Dai Shimogaito

 NetApp ONTAP Ver. 9.11.1
« NetApp Volume Encryption (NVE)

« Key Management Server
CipherTrust Manager (Thales Japan)

Result

It is acknowledged that the user data written to the
encrypted volume is encrypted and remains
unaffected by any deletion of the volume or erasure
of cryptographic keys within that area.

This implies compliance with the criteria of
"Cryptographic Erase" as defined in "NIST SP800-88
Rev.1", achieved through the proper management of
encryption methods and cryptographic key practices,
as prescribed by standards such as FIPS140.

AIFORENSE JAPAN DATA RECOVERY, INC.



EV for Encrypted Data was/is Tough

Factors that required New Tools and Methods

« For data analysis and verification, it was necessary to adopt an approach that does not rely
on a "file system" type of access, considering RAID, multiple virtual volumes, and
encryption.

« It was required to know where data was being stored on a disk without a file system.
Additionally, since the files were fragmented, | could not rely on verifying file integrity
through hash values or performing file carving analysis.

+ Disk’s sector size was not neither 512 nor 4096.

@ ©® o - © | @ | o
- ® | o ®
P

@

° e - --
= - ]
Testing File Written like this on Disks
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ADEC : Certifying Organization in Japan

Contents
- Both Technical and Operational Aspecs are Verified by ADEC
« Meets NIST SP 800-88 Rev.1 Guidelines

- Data Erasure Technology Guide Book

Appropriate Data Erasure Verification Products and Operations, Certified by ADEC

ADEC : Japan's most Authoritative Organization Erasure Technology Erasure Operation
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Appropriate Data Erasure Verification

ADEC : Japan’s most Authoritative Organization

R o
S 5 -
1,000, &~ =

h

DEDBNE RS NE TOYSLDSEYADTANDS,
Ju MEEREEFICECIERRRBSET 3.

HESRFREDIERSEE(ECE

EBAE) T SEREREU IR TELL,

.  EEEEEY—CAEEE
ﬁg @ PC 1EHEDER @ WEESETUS L M
e

R ID & REE D ZER ME%%+PC1‘E§E®QRE’Z?VJUG§E
| EEBEEYINDIF |
TV M OB E S DARERS 7

| . |q

M, | meEa 2o EERTHCRRAN QRONEES PO
o b e IV ETEERRT ADEC BT ER&Y AT L e e et

E=EDEIAT BT L T BEIEEERT oICE HEIATE S, -

@ |
om

TFAI74#L Y EAFT—2EIBHARKRR (BF) Dai Shimogaito AIFORENSE JAPAN DATA RECOVERY, INC.



Products and Operations, Certified by ADEC

Erasure Technology Erasure Operation

Aoy Advonced Desion Cors. L R NTTI74+JAAS
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Source of Reference : https://adec-cert.jp/company/index.html Accessed 2023/01/18
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Erasure Verification for SDGs

The World Requires Data Recovery Specialists

é‘ LY

SUSTAINABLE
DEVELOPMENT

ALS

44»*

Source of Reference : https://adec-cert.jp/company/index.html Accessed 2023/01/18
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AIFORENSE JAPAN DATA RECOVERY, INC.

. 7 dai.shimogaito@gmail.com
u e Stl o n S ° https://www.facebook.com/dai.shimogaito/ https://www.daillo.com/

Thank you very much for your attending!
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