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Aiforense Japan Data Recovery, inc.   Founder CEO

• Established : 1998

• Locations : Osaka, Japan & New York, U.S.A.

• Patent

New firmware of HDDs for controlling allocation of data ( Patent #6398023 )

• Award

"Research & Development Award" by Institute of Digital Forensics ( 2018 )

- The most authoritative award for DF technology in Japan. Only one in every 5 years.

• Research Presentations at International Conferences

• High Technology Crime Investigation Association International Conference ( USA, 2016 )

- The oldest and the most respected high-technology investigation conferences in the world.

• Code Blue ( Japan, 2014 & 2016 )

- An international gathering of world-class computer security experts. Japan’s “Black Hat”

Speaker : Dai Shimogaito



Data Erasure Verification ( EV )

Contents of Today’s Lecture



HDD : Physical Sectors
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HDD：Primary Defects on Disk ( P-List )

⚫ indicates a Primary Defect
⚫ P-List is an abbreviation of  Primary Defects List 
⚫ P-List is a part of Firmware
⚫ P-List is unique for each individual product
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HDD：Default State ( Before Use)

Same Capacity with equal number of LBAs.
But the number of total physical sectors are different.
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HDD：After Use with Additional Defects

⚫ indicates a Growth Defect
⚫ G-List is an abbreviation of Growth Defects List
⚫ G-List  is a part of Firmware
⚫ G-List is unique for each individual product
⚫ may hold past data
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HDD：Physical Sectors and Logical Sectors
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① Physical Sectors

② P-List Defects

③ Before Use (New)
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NIST SP 800-88 Rev.1

Guidelines for Media Sanitization

Source of Reference：NIST. 「NIST Special Publication 800-88 Revision 1」. December 2014. 
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-88r1.pdf, p.9,（Accessed : Jan 28 2023）.



ATA HDD：Erasable Area

Physical Sector P-list DefectsLBA Sector G-List Defects

Erasable Area

Purge

Enhanced Secure Erase

Clear

Overwriting pattern should be
at least a single write pass

with a fixed data value,
such as all zeros.

NIST SP 800-88 Rev.1 , December 2014

Non-Erasable Area



Use the ATA Security feature set’s SECURE ERASE UNIT 
command, if support, in Enhanced Erase mode. The ATA 
Sanitize Device feature set commands are preferred over 
the over the ATA Security feature set SECURITY ERASE 
UNIT command when supported by the ATA device.

Purge : NIST SP 800-88 Rev.1 (ATA HDDs)

“Enhanced SECURE ERASE” to Purge

Source of Reference：NIST. 「NIST Special Publication 800-88 Revision 1」. December 2014. 
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-88r1.pdf, p.32-33,（Accessed : May 13 2023）.

NIST SP 800-88 Rev.1



Question 1  from the Speaker

Has anyone read data from G-List Sectors ?



Question 2  from the Speaker

Has anyone ever found data from HDD which 

had been wiped by Enhanced Secure Erase ?



After Enhanced Secure Erase

https://www.youtube.com/watch?v=Bvv8AjyEzy8

Click the screen shot to watch on Youtube

https://www.youtube.com/watch?v=Bvv8AjyEzy8
https://www.youtube.com/watch?v=Bvv8AjyEzy8


InfoSec by Data Recovery Specialists

Who has “state of the art laboratory techniques” ?

Source of Reference：NIST. 「NIST Special Publication 800-88 Revision 1」. December 2014. 
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-88r1.pdf, p.9,（Accessed : Jan 28 2023）.



My Proposal for SDGs

In spite of my demo at Code Blue 2016, I think 
the chances of data being found after 

“Enhanced Secure Erase” are close to zero.

It is essential for us, as Data Recovery Experts, 
to have a clear understanding of the

data that could remain after a 'Clear' or 'Purge’.

Why don’t we prevent unnecessary destruction ?



Mechanism of Deleting Files

Contents

• How Pointers work

• Transition of Binary Code by Deleting Files



Pointers : Existing File

NTFS ext3/4

File 

Metadata

「 File Record 」

・File Name

・Block Pointer
Metadata ①

・File Name

・inode Number

Metadata ②

・Block Pointer

「 Directory Entry 」

「 inode 」

File 



Pointers : Deleted File

NTFS ext3/4

File 

Metadata

「 File Record 」

・File Name

・Block Pointer
Metadata ①

・File Name

・inode Number

Metadata ②

・x00 x00 x00 x00

「 Directory Entry 」

「 inode 」

File 

The size of the previous directory 

entry expands to include the 

target directory entry for deletion, 

but the inode number and file 

name remain intact.

Block Pointer disappears 
completely.

* ext2 used to hold the block pointers.



NTFS : Transition of Binary Code by Deleting

Write

「 File Record 」

Delete
「 Directory 

Entry 」

Delete

「 File Record 」

Header part of a JPG file

「 File 」 「 File 」

Header part of a JPG file

Block Pointer Block Pointer



ext4 : Transition of Binary Code by Deleting

Write Delete

「 Directory Entry 」

①パミッション＆ファイルタイプ (0x00,2) ②ファイルサイズ下位

(0x04,4) ③アクセス日時 (0x08,4) ④inode変更日時 (0x0C,4) ⑤ファ

イル更新日時 (0x10,4) ⑥ファイル削除日時 (0x14,4) ⑦ハードリンク数

(0x1A,2) ⑧Extent Header (0x28,12) ⑨Extent ※上図では(0x34,12)

「 inode 」

「 Directory Entry 」

「 inode 」

※Verified on Kali 2021.1 ( OS:ext4 )

①inode番号 (0x00,4) ②エントリ長 (0x04,2) ③ファイル名長 (0x06,1) ④ファイルタイプ (0x07,1)

⑤ファイル名 (0x08,③)

検証ファイル：Kali_1-02-After-Files-are-written.vmdk 検証ファイル：Kali_1-03-After-excel-file-is-deleted.vmdk

削除対象エントリのひとつ前のエントリ長が、削除対象エントリの分だけ増加している。これにより削除対

象エントリは、認識されない状態となる。inode番号は残存。

ブロックポインタ（エクステント）はゼロフィルされるため、データ本体

の追跡は不可能。ファイルサイズ情報が消滅し、ファイル削除日時が記録

される。

File File 

Block Pointer x00 x00
x00 x00



EV for Network Devices

Contents

• Cisco’s network switch & router

• The devices can be reused after purge-level erasure



Erasure Verification : Network Switch

Network Switch : Cisco WS-C3560V2-24TS-E V05

Verified if user data remains or disappears

after erasing operation.

2 Ways of Erasure

• Standard Erasure

• Non-Standard Erasure 

* Method was developed by GET-IT Co., Ltd.

2 Ways of Erasure Verification

• Standard EV ( Clear )

• SOTA-EV ( Purge )

* State Of The Art laboratory techniques



EV：Cisco WS-C3560V2-24TS-E V05

Result of SOTA-EV after Standard Erasure

SOTA-EV revealed user settings that remained even after 

the manufacture’s standard erasure operation.

IPv4 addresses were found at 1,696 locations by SOTA-EV.



Erasure Verification：Routers

Cisco 1812 V05, Cisco 1941/K9 V05, Cisco 2901/K9 V06

Verified if user data remains or disappears

after erasing operation.

2 Ways of Erasure

• Standard Erasure

• Non-Standard Erasure 

* Method was developed by GET-IT Co., Ltd.

2 Ways of Erasure Verification

• Standard EV ( Clear )

• SOTA-EV ( Purge )

* State Of The Art laboratory techniques



EV：Cisco’s 3 Router Models

Result of SOTA-EV after Standard Erasure

User data was found including public IP addresses.

CISCO1812 V05 CISCO1941/K9 V05 CISCO2901/K9 V06

CISCO1812 V05, CISCO1941/K9 V05, CISCO 2901/K9 V06

※ Public IP Addresses

SOTA-EV revealed user settings that remained even after 

the manufacture’s standard erasure operation.



EV for Cisco’s Network Devices

First Successful “Purge-Level” EV in Japan 

GET-IT Co., Ltd. newly developed the purge level data 
erasure technology which meets “NIST SP800-88 Rev.1”

Those verified Cisco’s network devices can be reused.

News Release : https://www.get-it.ne.jp/news_230203/



EV for Encrypted Cloud Storage

Contents

• Basics of EV Procesures

• EV for Encrypted Cloud Storage



EV for NetApp’s Encrypted Cloud Storage

First PoC-EV in Japan with a City Government

©2023 NetApp, Inc. All rights reserved.



EV for NetApp’s Encrypted Cloud Storage

First PoC-EV in Japan with a City Government

©2023 NetApp, Inc. All rights reserved.



EV Procedure : Non-Encryption

Compare Binary Code Before and After Erasure

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

Testing File to be written

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

Testing Files are 
written

HDD・SSD

In the process of 
erasure

HDD・SSD HDD・SSD

②

⑧

⑫

⑬ ⑮

②

After erasure

Compare

Testing File consist of 

multiple Testing Units 

Non-Encrypt Non-EncryptNon-Encrypt



EV Procedure : Non-Encryption

Comparing data at the same position : Overwrite
Before Erasure After Erasure

Erased

Remained

Erased

No Change

Changed

Changed

② ②

②

②

Testing Unit Testing Unit

Testing Unit

Testing Unit

FAIL

PASS

PASS



EV Procedure : Non-Encryption

Comparing data at the same position : Overwrite

FAIL

PASS

PASS

Before Erasure After Erasure

Erased

Remained

Erased

Changed

Changed

No Change



Testing File consists of multiple Testing Units

Number : Testing Unit ID    /    Color : Binary Value

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

Example of a Testing File with 16 Testing Units（ 8,192 bytes ）

A Testing File to be written



Testing Unit : Elements of the Testing Unit

Testing Unit

• Each Testing Unit is the size of 512 bytes and has unique binary value.

• Each Testing Unit has its own identification information as an element.

• Each Testing Unit has its own positional information within the Testing File to which the 
Testing Unit belongs.

• New Testing Files for every EV case.

• We never reuse neither Testing Files or Testing Units for other EV cases

Collision Probability of Testing Unit = 1 / 2^4096

* For the purpose of maintaining the quality of our future verification tasks, the specifications of the erasure validation data is disclosed on a limited basis. Your understanding is appreciated.

②
Number：ID
Color：Binary Code ( Hex Values )

size of 512 bytes and has unique binary value



Encrypted Data without Encryption Key

Data is almost non-existent

Encrypt

This must be 
a JPG file !

What the 
***** !?



Traceability of Testing Units : Non-Encrypt

Possible to Trace All the Fragments

Testing File

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

After being written with fragmentation

HDD・SSD

Fragmentation

① ②

③

④ ⑤

⑥

⑦

⑧

⑨

⑩

⑪ ⑫

⑬

⑭

⑮

⑯

Non-Encrypt



Traceability of Testing Units : Non-Encrypt

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

HDD・SSD

① ②

③

④ ⑤

⑥

⑦

⑧

⑨

⑩

⑪ ⑫

⑬

⑭

⑮

⑯

Reverse 
Tracking

After being written with fragmentation

Testing File

Reverse Tracking is also Possible
Non-Encrypt



Traceability of Testing Units : Encrypted

Encryption Takes Away the Traceability

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

？

？

？

？

？

？

？

？？

？ ？

？

？

？

？

？

HDD・SSD

Encrypt

After being written with fragmentation

Testing File

Encrypted



Traceability of Testing Units : Encrypted

Reverse Tracking is Impossible

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

？

？

？

？

？

？

？

？？

？ ？

？

？

？

？

？

HDD・SSD

After being written with fragmentation

Testing File

Reverse 
Tracking

Encrypted



Traceability of Testing Units : Encrypted

Impossible to Track Testing Units

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

HDD・SSD

After being written without fragmentation

Testing File

Encrypt

Encrypted



Traceability of Testing Units : Encrypted

Examine the Scope of Allocated Data

After Writing

HDD・SSDHDD・SSD

Before Writing

Encrypted



EV Procedure : Encrypted

Compare Binary Code Before and After Erasure

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

Before Key Erasure

HDD・SSD

After Key Erasure

HDD・SSD

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

Encrypted Encrypted

Key Erasure

Compare

Testing File to be written



EV Procedure : Encrypted

Judgement is Reversed based on Encryption
Before Erasure After Erasure

Erased
No Change PASS



EV for Encrypted Cloud Storage

NetApp ONTAP（NetApp Storage OS）

Before Writing

SSD

After Key Erasure

SSD

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

Encrypted Encrypted

Before Key Erasure

SSD

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

Encrypted

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

SSD

Non-Encryption

4 Phases (sets) of Data were Analyzed for Erasure Verification

• NetApp ONTAP with Multi-Tenancy and NetApp Volume Encryption (NVE)

• File Server used by a city government of Shiojiri City in Japan

Testing Files are 
written



Before Analyzing Encrypted Data

Clarify the Mechanism of Non-Encrypt Data Recording

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

Testing File

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

No Fragmentation

HDD・SSD

Non-Encryption

• Utilize the characteristics of the Testing Unit to analyze the location and scope of the 
recorded data on the media.

• We discovered that file fragmentation occurs, but successful full comprehension of the 
scope of recorded Testing Files was achieved.

• It was confirmed that the calculated data capacity based on the comprehended recording 
scope information perfectly matched the total capacity of the prepared verification files.

① ②

③ ④

⑤ ⑥

⑦

⑧

⑨

⑩ ⑪ ⑫

⑬ ⑭⑮ ⑯

Fragmented

HDD・SSD

Non-Enryption



To Make EV Result Clearly Understandable

Same Testing Files written to Non-E and Encrypt

Purpose #1 : To figure out the allocation scope of the Testing Files.

Purpose #2 : To figure out if the OS compresses Testing Files or not.

EncryptedNon-Encryption



EV for Encrypted Cloud Storage

NetApp ONTAP（NetApp’s Storage OS）

SSD SSD

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

SSD

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

SSD

Clarify the Mechanism

of Data Recording

Examine the Scope of 

Allocated Data

Compare Compare

Examine the Change of 

Allocated Data

Before Writing After Key Erasure

Encrypted Encrypted

Before Key Erasure

EncryptedNon-Encryption

Testing Files are 
written



To Make EV Result Clearly Understandable

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

SSD

Non-Encryption

Testing Files are 
written

• 01̲住基EUCデータ.CSV （14,161,612 bytes）

• 02̲住基EUCデータ.xlsx （3,997,179 bytes ）

• 03̲住民票原本.pdf （2,225,912 bytes ）

• 04̲宛名データ.CSV （7,337,730 bytes ）

• 05̲固定資産税土地データ.TXT （1,516,762 bytes ）

• 06̲固定資産税土地データ.xlsx （172,233 bytes ）

• 07̲個人住民税課税対象者データ.CSV （5,114,268 bytes ）

• 08̲個人住民税課税データ.CSV （1,140,329 bytes ）

• 09̲軽自車輛データ.txt （4,711,042 bytes ）

• Allocation scope of the User’s files

• File Signatures

• Recoverying Files

• 10̲軽自車輛データ.xlsx （2,467,593 bytes ）

• 11̲介護保険給付データ.CSV （61,817,708 bytes ）

• 12̲介護保険給付データ.xlsx （9,251,189 bytes ）

• 13̲国保資格データ.CSV （20,040,254 bytes ）

• 14̲収納データ.CSV （78,835,754 bytes ）

• 15̲滞納明細データ.CSV （36,801,372 bytes ）

• 16̲滞納金額明細票.pdf （6,529,574 bytes ）

• 17̲滞納金額明細票.zip （5,207,350 bytes ）

Additional Analysis for 
the user to understand 

more clearly

Sample Files given by User were written, too



EV for Encrypted Cloud Storage

Examining Encrypted Volume

• Detecting the Scope of Data Written Area

Before Key Erasure

SSD

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

Encrypted

• The sampling data scope was more than 10% of the full size of the 
target device, in compliance with the "NIST SP800-88 Rev.1 Guidelines."

Hash values were generated for each fixed data scope size. However, if the data scope 
size is too large, it may result in incorrect detection of changes. Conversely, if the data 
scope size is too small, the overall picture cannot be captured. To address this, a 
suitable size of 4096 bytes was chosen for this case.

A lot of hex values were 
detected, but there was 

no user data at all.

• Detecting Known File Type Signatures : Nothing was found

No sample data, given by the user, 
was found at all



鍵消去の前

SSD

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

Encrypted

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

SSD

Non-Encryption

ファイル書き込み後

EV for Encrypted Cloud Storage

Occurance Rate of User Data Scope’s Hex Values



Compared 2 phases of Encrypted Data

No Data Change was Detected

After Key Erasure

SSD

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

Encrypted

Before Key Erasure

SSD

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

？ ？ ？ ？

Encrypted

Compare

• NetApp ONTAP Ver. 9.11.1

• NetApp Volume Encryption (NVE)

• Key Management Server
CipherTrust Manager（Thales Japan）

It is acknowledged that the user data written to the 

encrypted volume is encrypted and remains 
unaffected by any deletion of the volume or erasure 
of cryptographic keys within that area. 

This implies compliance with the criteria of 
"Cryptographic Erase" as defined in "NIST SP800-88 
Rev.1", achieved through the proper management of 
encryption methods and cryptographic key practices, 
as prescribed by standards such as FIPS140.

Result



EV for Encrypted Data was/is Tough

Factors that required New Tools and Methods

① ② ③ ④

⑤ ⑥ ⑦ ⑧

⑨ ⑩ ⑪ ⑫

⑬ ⑭ ⑮ ⑯

Testing File

① ②

③ ④

⑤ ⑥

⑦

⑧

⑨

⑩ ⑪ ⑫

⑬ ⑭⑮ ⑯

Written like this on Disks

• For data analysis and verification, it was necessary to adopt an approach that does not rely 
on a "file system" type of access, considering RAID, multiple virtual volumes, and 
encryption. 

• It was required to know where data was being stored on a disk without a file system. 
Additionally, since the files were fragmented, I could not rely on verifying file integrity 
through hash values or performing file carving analysis.

• Disk’s sector size was not neither 512 nor 4096.



ADEC : Certifying Organization in Japan

Contents

• Both Technical and Operational Aspecs are Verified by ADEC

• Meets NIST SP 800-88 Rev.1 Guidelines

• Data Erasure Technology Guide Book



Appropriate Data Erasure Verification

ADEC : Japan’s most Authoritative Organization



Products and Operations, Certified by ADEC

Erasure Technology

Source of Reference： https://adec-cert.jp/company/index.html   Accessed 2023/01/18

Erasure Operation



Erasure Verification for SDGs

The World Requires Data Recovery Specialists

Source of Reference： https://adec-cert.jp/company/index.html   Accessed 2023/01/18



Questions ?

Thank you very much for your attending !

AIFORENSE JAPAN DATA RECOVERY, INC.

https://www.daillo.com/

Yomiuri Newspaper
Feb 16, 2014

Yomiuri Newspaper May 13, 2020

Mainichi Newspaper
Dec 1, 2018

Sankei Newspaper Dec 11, 2018

NHK TV : Close Up Gendai +
https://www.nhk.or.jp/gendai/schedule/

Accessed : Jul 26, 2018

Mainichi Newspaper Mar 8, 2021

dai.shimogaito@gmail.com
https://www.facebook.com/dai.shimogaito/
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