VNR new features:

Integrated Online Solution Base
VNR File assembler
Al XOR key synthesis tools

lgor Loskutov, Rusolut
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Database of Solutions

* Integrated into VNR

* Dynamically updated

* Local, with Cloud sync

e Automatically adjustable
solutions

SD card

UFD monolith microSD card monolith
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Three types of solution

The FULL solution The PARTIAL solution The controller
template
Full match of the Match of the controller Match of the controller
controller, NAND ID and NAND ID

and the number of
chips/ crystals
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The FULL solution

0 A A A 0L

Eg 0 E) e All parameters are defined

* Markers table is fully set up
* [tis necessary just to read

a chip and run the reread
to fix bit errors
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The PARTIAL solution

* Most parameters are defined

* Markers table is mostly set up

* [tis necessary to read chips, run
the reread to fix bit errors and
UNITE the dumps at the end.
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The controller template

@ A 0L
[

This is a “skeleton” solution that suggests the transformations that should be
used for the selected controller.

ruSnlum

Data Investigation & Recovery Technology




Device
Select device type

UFD

UFD monolith

Database of Solutions

SD card

microSD card monolith

[ »

SD card monolith

Memory stick monolith
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Database of Solutions

Controller
Select controller model

Find controller

Filter controllers by vendor
AlcorMicrofAl)
Black blob
Chipsbank({CBM]
FirstChip(FC)
Indilinx{1DX)
Innostor(ls)
Intel
ITEtech(IT)
IMlicran(Ji)
Marvell[B855)
Other
Phison(P5)
Samsung
SanDisk
SiliconMation(5h)
Skymedi[SK]
Solid5tateSystem(S55)
Tashiba(TC)

AU_universal

AUB9BO5N

AUB9985N

Black blob 3

Black blob 7

CBM2098E

FC1178

FC8708-C

15902

AUB986

AUBBBISNCS

AUBOxx

Black blob 4

Black blob 8

CBM2099

FC1179

IDX_universal

1S903

AUGSST

AUB989SNHL

Black blob 1

Black blob &

Black blob @

CBM2199

FC1250-TC-AL

IS_universal

15916

AUBSB9ANHL

AUBS90

Black blob 2

Black blob &

CBM_universal

FC_universal

FC1610-TC-AL

1S817

IS916EN

Finish
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Database of Solutions

Monolithic device
Select monolithic device

[ =0 e Y T ¥ Pl N a
Filter monolithic device by memory chip ID

“ ‘ I %%Read ID

Filter monolithic device by vendor

Apacer
CENTON

| »

Freecom
Generic
GoodRAM
Hama
HEMA

1]

Integral

11

Intenso
Kingston
Lexar

no name
Other

Panasonic

Platinum —

o TALHAN:
. OR5188

pai
Pretec

Samsung
Sandisk -

: Next > I
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Database of Solutions

Monolithic pinout adapter
Insert chip into reader by means of adapter

Description

Pinout 0043

PCB

monoUFD 6x6

Frame

Socket

Adapter assembly

6x6 pads

MONOUFD 6x6 & 3x7

Assembled adapter

l

< Back

Finish || skip |
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Database of Solutions

o

B

ﬂ There i= a solution
@

Apply || Cancel
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Database of Solutions

o) A A

ﬂ . Insert Chip0 chip into reader!
@

oK Cancel
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Solution adding by users

I M M M M M M M ]

|<s‘ﬁ‘<s‘ﬁ‘\'&‘ﬁ‘«@‘ﬁ‘«@‘ﬁ‘«@‘{z‘\@‘x@‘ﬁ‘«@‘ﬁ‘«@‘ﬁ‘«@‘ﬁ‘«@‘

TgUSE TN ET T 20 T
Trash-1000 09/07/2014 18:10:04
amcm 06/13/2014 13:4%:54
AMCM2014 06/16/2014 13:37:58
BADAMIA 02/18/2014 14:31:32
BPE2013 02/18/2014 07:42:44
BPE2014 02/18/2014 07:42:44
CESEP 05/19/2014 12:56:28

ElemLiniow 46

ElemLiniows
EXP

FL

grant Marci
HIT

instrukcja_pg

200

Would you like to upload solution to VNR database? 126

06
124

0K

| | Cancel 18

124

kamyk_M
LITdoWstepu
WMEZC_PRZEP
odpKaminskiej
POF Mazars

PIT
POROZYMETRIA

051472013 14:02:36
08/2772014 14:46:56
10/15/2012 12:54:18
11/28/2011 11:02:48
08/25/2014 16:12:48
0441472013 1004546
110772013 11:4%:56
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Solution adding by users

Device type UFD Memory chip ID 9303943276
Device Murmber of memory chips 1
Controller vendor Phison(P5) Crystal number per memory chip 1
Controller model P52251-50-F

Solution provider ” = Iz‘l Solution type Full with parameters

Description
o Providers = — O >
| Providers w f @
Images | E
Remowve
Mame Jon [
Last name Smith

Display name * |WNR Champ

I| Ok |I| Cancel
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Solution adding by users

Device type
Device
Controller vendor

Controller model

Solution provider

UFD

Phison(PS)

Memory chip ID
Number of memory chips

Crystal number per memory chip

v E‘ Solution type *

98D5943276

Full with parameters

Description
Images
Add image n
Image type Device image Y
Main image
Image path C\IMG_5727 jpg D
Image

06/13/2014 12:07:54
11/24/2011 11:16:42
03/24/2014 10:04:38
01/07/2014 09:33:38

Ok Cancel
.00 KB 03/12/2014 11:23:56

Cancel
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Solution adding by users

Add new solution
Device type :
Device
Controller vendor

Controller model

Solution provider '

UFD

Phizon(PS)

P52251-50-F

YMR Champ

Memaory chip ID

Mumber of memory chips

Crystal number per memory chip

Solution type :

Full with parameters

Description
Images
Add Edit Remowve
)
Device image Device image Device image
I| Ok |I| Cancel
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Solution approvement by users

Device type: UFD hMemory chip 1D: 9205943276  Solution type: Full with parameters  Premium Support
Device name: Mumber of memary chips: 1 Author: Rusolut is active till
Finout: Mumber of crystals: 1 — 07 Mar 2024
Controller:  P52251-50-F I |Appmved I Help center

Solution

= =888
|
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File assembler

Case File assembler

(®) Mixed blocks () Arranged blocks

Block size w/o SA 5898240
Block size with SA | 7077888
Block

S’ Data area 0 Assembler X

Progress | Files

() Unknown

(@) FAT 16/32 ZIP by blocks Video by frames '/
Pictures by blocks
; Start Pause
[] Pictures by clusters

Assemble Process

Basic scan - Done

Stop

Scan Results

== [] Use cache file [E:\VNR 6,0 Toshiba - 3'

Settings

ZIP analysis - Done

Picture assembly, by blocks - Done

Video prescan - Done

Video analysis - Done
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Supported file formats




File assembler

It’s not yet another Virtual translator, but all new system that assembles files
and file systems using three technologies:

1. File system metadata and file parameters advanced analysis
2. ZIP archive elements assembling

3. Intelligent visual content analysis of multimedia files
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File system Metadata and File parameters analysis

File assembling based on deep analysis of File system metadata remains
and found files parameters.

FILE 2: FS metadata: FILE 1: FILE 3:

. file parameters, . .
file parameters (file p file parameters file parameters

file offsets)

ruSnlum

Data Investigation & Recovery Technology




Archive file internal structure analysis

ZIP alike files (DOCx, XLSx, ODT, ODS etc) assembling using internal ZIP file

structure scan.

INTERNAL FILE 2:
file parameters

INTERNAL FILE 1:
file parameters

INTERNAL FILE 3:
file parameters

CENTRAL DIRECTORY
(internal files
parameters)

K&

—
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Intelligent Visual content analysis

This technology performs intelligent visual content analysis of pictures and
videos and then it assembles files based on the images shown there.

oW

iz}

'V:_‘, : -

R
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Assembling modes

a Mixed blocks

Assembling by BLOCKS fragmented
and non-fragmented files on
dumps with mixed blocks (Blocks
were not arranged by LBN).

This mode is useful for cases
where it is not possible to
assemble blocks by LBN
(Toshiba, SSS, etc.)

L

\

( Arranged blocks

Assembling fragmented files by
CLUSTERS on dumps with
arranged by LBN blocks.

This mode is useful when a good
logical dump is created, but file
system is not available and the
dump has big fragmented files.
(Formatted memory cards from
video cameras)

L

W

J
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Scrambling (XOR)

R PRk T Al T |.__ T e il __:'-;‘" ‘FIF."-!"!.-.F;_._.ET' Lt
. = 5 k- T |.-||._ T

¥ o Pl

2 F'J_I_'l_l

|

XOR key
is standard for a particular controller

User data on TLC chip No data on TLC chip
N . 000000000 000000000
Scrambling is used to ellmlnate data Mt Aftor Mt
patterns, because TLC chips store data 011100000 . -~ 000000000
patterns poorly. 000011100 some time 000000000
~ 000000000 ~ 000000000
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Before

3D
[ 3]
51
EQ
4iD
3F
BED
72
5B
3c
F&
40
75
71
53
0k
1)
4E

28

28
20
B2
43
9D
1F
3B
1D
70
93
29
13
ac
7B
7B
33

70
4D
19
BF
52
7D
73
D2
27
76
CB
7D
Ce
Da
17
cz2

29

oF
94
a7
BF
ES
5C
a0

D4
93
E3
Ap
29
BO
ce
4B
a0
53

DE
52

7F
10
FaO
o7
11
2E
C3
41
F3
R
2D
8E
73
06
2B
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Descrambling

Scrambled data

10101010101
01010101010

10101010101
01010101010
10101010101

= L,P =
>
1

User data

XOR key

from VNR database

00000000000
00000000000

00000011100
00000001110
00000000000

&1 00
79 040
20 0d
20 ad
20 ad
77 0d
&3 00
&9 00
&F 00
62 00
03 01
&3 00
&1 00
&C 00
6E 00
20 0d
&1 00
77 040

L e gy e g e ey e B e e S B e e e S e e e

63
20
&C
&D
77
20

63
73
&F
20
87
64
73
73
&C
20
63

aa
aa
a0
aa
aa
aa
a0
a0
Qo0
a0
aa
Qo0
a0
aa
aa
aa
aa
00

n.i.u. .3.t.a.c.
JeaCelleB.FaN.V. =
z.a.k.B.a.d. .1l.
B.C.Za..C.¥. IO,
CalaPua Z.B. .W.
Z.g.1l...d.¥.w. .
l.e.c.z.n.i.c.z2.
Y.c.l. .3.k.i.e.
FaCuWaBaus D.3.
c.B.n. .Z.0.b.0O.
WalewaZoBalauwa .

d.0. .i.0.0.8.0.
C. -Z.a2.k.B.a.d.
. .W. .Cc.e.l.u.

KaDuN.T.¥.0.1.
C.W.8.0.1.8. .l.
e.c.Z.2.0.1i.8. .
C.d.W.¥v.k.0.W.B.
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Old
style XOR key extraction

Zeros
XORed zeros

Ry

A A

Fa:

e

S
'?-il:-it't-it-i?-it-i?-i’t'ﬂfq_ o
t;t;t;t;t;t;t;t;t;t;
B

i

XOR truth table
Fuis ,1.11-11-11-115_'?1%‘%,.;_{;_{& ER

DATA
XOR key RESULT e

0 0

= =10 0

1 1
0 1
1 0
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New revolutionary Al based XOR key synthesis

NUMBER OF
PAGES(EQUALTO <
BLOCK SIZE)

4 KOR key synthesis , X

012|312 |5 |e |7
T

Page 0

Page 1
Page 2
Page 3
Page 4
Page 5
Page 6
Page 7
Page &
Page 9
Page 10
Page 11
Page 12
Page 13
Page 14
Page 15
Page 16
Page 17
Page 18
Page 19
Page 20
Page 21
Page 22
Page 23
Page 24
Page 23

Full XOR key has been synthesized!

Apply XOR key

NUMBER OF DATA
——— AREA CHUNKS
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New revolutionary Al based XOR key synthesis

SCRAMBLED SERVICE AREA AFTER UNXORING

Could be generated
and applied to the
Service area too

:

e P e

XOR key synthesis

B ruSnlum
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New revolutionary Al based XOR key synthesis
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