SanDisk controllers and logical
Image assembly from WD SSD

Michat Gmurek, Rusolut
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Types of SanDisk devices
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Standard devices
NAND

TSOP48

Controller
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Monolith device
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Monolith device

Soldering mask removal

Solderin
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NAND Adapters for SanDisk devices

Removable Storage Media SSD Drives

TSOP48 BGA152
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Monolith device - Pinout

Monolith Pinout Database

Eu Monaolith pinouts X EESRUIHGENRS

Monolithic device type

USB Flash disk
MicroSD card
SD card

Others

PCB color

Copper
Gold
Silver
Green
Black

Other

Technological pads

No pads Teéhnologica péds

Ground texture

Diagonal

\

Solid

‘ Reset all filters

103
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Device size
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Monolith device - Pinout analysis

Logic analyser Logic analyser Software - Signal analysis
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NAND Adapters for pinout analysis

MonoSD MonoUFD
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Chip-off data recovery procedure

INVERSION

(Old
Cases)

\

PAGE-
PHY. PAGE BLOCK LOG.
) = ) - A:I&L0$-¢2|2N "

/

XOR
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Fully solved case in VNR

Physical image reconstruction in VNR Data extraction
Workspace Plugins Databases File system viewer

= 01 =
= ert are Solution type: Controller: Author: Rusolut  Premium Support |l l,—'lJ £33 || 1 LB_S‘J @
| 1 . Devicetype:  Memory chip D isacietil || et | v | e i Cormesieaea | A s | scuts | s
Open  Send solution Device name: Number of memory chips: 1 07 Mar 2024 L
images to Db Ext Pinout: Number of crystals: 1 Help center - 3
Element functions Solution
¥ GPT » Volume5 [EXT-family) /data 2.08 GE » Root »
ﬁ‘worKSpa(e X 4 [ =Ipump o Name Ext  Size Last modified

Elements < -.'_E-I:MBR . app 08/13/2014 19:28:46
4 55 GpT O, app-asec 01/28/1970 22:49:52
Volume0 (EXT-family) 16.00 MBE O p app-private 09/04/2014 17:03:49
Dump operations Volumel (Microsoft FAT16) NO NAME 64,00 MB O / audio 01/28/1970 22:4%:52
0 .0 0 0 . Volume2 (EXT-family) /persist 4.00 MEB O p backup 06/08/2014 1%:12:01
Block list operations Volume3 (EXT-family) /system 1.17 GB O p bms 01/28/1970 22:49:54
Volumed (EXT -family) 250.00 MBE O p controlcenter 01/28/1970 22:53:51
Other 4 Volume5 (EXT-family) /data 2.08 GB O p dalvik-cache 06/08/2014 1%:12:01
4[] Root | O data 10/10/2014 18:23:07
I lapp O, dontpanic 01/28/1970 22:4%:52
m Reader m ?hysical O app-asec O p drm 01/28/1970 22:53:13
Image O app-private O p efslog 01/28/1970 22:49:52
- [ | audio O, ete 01/28/1970 22:42:53
ERabye bBCR o 1] | backup O, fota 01/28/1970 22:49:52

col. remover col. remover
1 bms O, hdep 01/28/1970 22:52:56
O controlcenter = O p last_alog 06/08/2014 18:28:03
m ECC n Inversion [1 | dalvik-cache g y last_kmsg 06/08/2014 18:28:02
] | data O / local 01/28/1970 22:4%:53
- 1 | dontpanic O, lost+found 01/28/1970 22:49:50
n XOR n Pair I dm O / media 08/10/2014 14:42:26
[ efslog O / mediaserver 01/28/1970 22:4%:57
m Unite ﬂ Offsets ] ete O / misc 04/27/1970 21:03:44
[ fota O p property 10/03/2014 17:01:13
[ hdep O / resource-cache 06/08/2014 18:28:15
m ,L°gi(a| 1] | 1ast_alog O / shared 01/28/1970 22:4%:52
nage O last_kmsg O p smime 01/28/1970 22:49:52
O |ecal O, ssh 01/28/1970 22:4%:52
1] | lost+found O / startupservice 01/28/1970 22:53:10
[ | media O, suntory 01/28/1970 22:4%:54
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Physical image extraction

Device in the VNR Reader Reading initialised in the
software

0 [>—LChipo0.0C>

Reading dump from reader...
59 Chip: Chip0
Port: 0
Crystal: 0

Cancel
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SanDisk multi-crystal devices/chips

PCB - Internal layer
Crystal - CEl
Crystal - CEO

.
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Page layout
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Error Correction Code(ECC)

Scrambled data
1024 bytes

1010101010100101010101
0110101010101001010101
0101101010101010

Scrambled data
1024 bytes

1010101010100101010101
0110101010101001010101
0101101010101010

ECC

algorithms
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Hamming code (OLD)

Reed-Solomon code (OLD)
BCH

LDPC

ECC
10-250 bytes

101010010101
101010

ruSDlum



Scrambler XOR key

SCRAMBLED DATA
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Logical block

1 Physical
block
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PLANE 0

BLOCKO
Page 0
Page 1
Page 2

Page MAX

SINGLE-PLANE PAGE ALLOCATION

PAGE BUFFERS
PERIPHERAL DEVICES

PLANE 1

BLOCK1
Page 0
Page 1
Page 2

Page MAX

Page allocation modes

MULTI-PLANE PAGE ALLOCATION

PAGE BUFFERS
PERIPHERAL DEVICES

PLANE 0 PLANE'1

BLOCK 0 BLOCK1
Page 0 Page 1
Page 2 Page 3
Page 4 Page 5

Page n Page n+l

Page n+l

Page n+l

Logical block

2 Physical
blocks

ruSDlum



Block management

PHYSICAL IMAGE

DATA

DATA

Obsa data

DATA

DATA

Cac ata

DATA

MIXED BLOCKS

DATA

LBN x006

LOGICAL IMAGE

BN x000

DATA

LBN x003

LBN x001

DATA

LBN max

LBN x002

DATA

LBN x001

DATA

LBN x000

LBN x003

DATA

LBN x002

LBN x004

DATA

LBN x005

DATA

LBN x004
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Block management

Controller allocates data using
4KB chunks.

Physical image

PAGE
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BLOCK

PAGE
>

BLOCK
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AN

PAGE
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BLOCK
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BLOCK
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The controller allocates the
data inside the logical blocks.
Avg. log. Block size = 4096KB

Physical image

0x02FC
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Block rotation

Block in Physical dump Same block after rotation

—

BLOCK
ROTATION
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Pattern of SLC Block in MLC me
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SLC Block in MLC NAND Memory

Physical block

SLC Initial Voltage

/ 2,9V

/~Q/ Voltage Drop

o

3,3V
3,3V

Threshold

AN

Voltage
Voltage
Y

CELL 2,9V 1,8V | ECC MAP

SLC 0 0
10 00

ruSDlum
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Usage of SLC Blocks

BLOCK CONTENT BLOCK TYPES

/

Controller

=
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Controller
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SanDisk Service Areas

Block size = 4KB

Block size =128p = 2048KB

BEGE [oev | DOAAN 0 WEEER (v | [NOAAT

[0] [14+] |
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Western Digital Green SSD

Sandisk 20-82-00469-2

240GB Wb Green PC SSD SATA M.2 2280

MDL: WDS240GXXXX-XXXXXX OOM: DD MMM YYYY
MSP.REM-TAD-S08SD A

= N T [€ v S

SVDC: 0.0V 0.0A

U C€ &

WONLBV. T 5. 218 NL WARRANTY VOID IF REMOVED

R LA 0k skl > 4

@n

WD GREEN

120GB SATA
PC SSD
solid State Drve

o g e ]
S 'O REVL S 0%
P/N 54-50-02087-2

ruSDlum
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Bitmap viewer

m Mavigator
' 5

Structure | Records Save
i view all

Sandisk 20-82-00469-2

Structure viewer

El T =
[l ] .

Save Extract selected | Savein Openfrom Copyto Pastefrom Sync
selected to workspace file file cipboard cdipboard

E @ E 7P Base address:
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Page structure
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= ss0 - 37 20| BataERER 2SR
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EUECRETIINZE T
[ 182 - 11228 20 BStEERER E0RSH|
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=160 - nams|[ )
[ 11474 - 13521 204 DStaERER 0SS
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=175z - vaves| | RN
[ 13765 - 75613 204 DSt E058H|
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Block 14082048 as Block

Page 18336 [EEIPagEN
Data area 2045 [as Dataarea |
ECC 230 [asECETTT
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Header D_
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Sandisk 20-82-00469-2

Scrambler XOR key
Navgator  Bitmap viewer

j— g = = ) Page size 17662 [2] B @ @ @ || stat: v 1835 (3 H 141083 (5 [ B <3
] L &)‘ IS O 0 [ el size 2[=] N = ¥ (== B
Sa Bi
all d

=

Pixel siz ’ Step: 1835 5 H 141083 (5| 0@ E1
Hex |Bitmap  Structure Recol ve Save Extract selected o Highlight Show Show )
view | view w i selected 0 workspace ift size =] osition e | Selected: V o il

View settings Selection markers
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Sandisk 20-82-00469-2

Block management

m Markers table
il / ? 19 AR E SB E CP BR PF MR & ¢ ﬁx‘"s
[ address =~ 5464020632 2 A Find t LBN « (= i =
H Markers Elock EBlock | | =1"¥ EE indrepes @ Syncwith Reread selected
edit  filter sorter  LBN step: e 4 4 dump blocks by ECC
n
BlOCk SI Ze B # vworispace [ Markers table 0 X
Block mark
00 01 02 0304 05 06 07/08 09 0R 0B OC 0D OE OF = ck markers
018156DC38 33 FC FF |60 01 80 5030 BD 61 02 14 00 LsciliBankalL Bty e ot e e LB RICE,
01E156DC43 | 00 01608030 FO  018156DC38 158513 [ | [ ]
0181560058
" E d1Elsences 00 0160BOCO FO  01807F3740 157908 [ []
018156DC73 00 0160B100 FO  01807F4928 157908 [ []
01E156DCES 00 01606140 FO  01807FSB10 157904 [ (]
018156DC98
01B156DCAS 00 0160B180 FO  01807FsCF8 157908 [ []
01B156DCES 00 O1B0BICO  FO 0131561740 1sas0s [ [
018156DCCE
SERVI CE AREA 0181560CD8 00 0160B200 FO 0181562928 158508 [ []
0181560CES 00 0160B240 FO 0181563610 158504 [ []
018156DCF
Q1eLsenn0a 00 0160B280 FO  0181564CF8 158508 [ []
018156DD18 00 0160B2C0 FO 0180809060 15791C [ []
0181560023 00 0160B300 F0  018080aF48 157910 [ []
0181560038
0 0181560048 00 01608340 F0  018080C130 15791E [ []
01E136DD53 00 0160E380  FO 018080D318 1s791F [ [
0181560068
01B156DD73 00 0160B3CO FO 018157760 15851C [ []
ik Ltk T radu [ 01B156DDES 00 0160B400 FO  0181578F48 158510 [ []
Eﬁﬁiélﬁﬁ‘fﬁiﬁ%ﬁ&ﬂ;mmm lioemmee 00 0160B430 FO 018157130 15851 [] []
EEEIEE'!' 7_-,"'3-..-_-- Ho D e T 0181560DES 00 0160B480 F0 0181578318 15851F [ []
—=! -n—n-u—% - ,.,.:I_F,___ gigiégggﬁg 00 0160B4CO  FO  018080s5C0 157918 [ [
7
01B156DDES 00 0160B500 Fo 180806748 157319 [ [
018156DDEA 00 0160B540 FO 0180807990 15791A [ []
018156DE03 00
[ 0B 136DELS 00 0160B580 FO  0130808E78 157918
018156DE28 00 O0160BSC0 FO  01815735c0 158518 [ []
018156DE33
0lelsenEas 00 0160BE00  FO 0181574748 158518 [ []
018156DES8 00 0160B640 FO 0181575990 158514 [ []
01B156DEGS 00 0160B6B0  FO 0181576678 158518 [ []
018156DE73
01B156DESS 00 0160BECO  FO 0130800E20 157914 [ [
01B156DESE 00 0160B700 FO 0180802008 157915 [ []
018156DEL3
1 018156DERS 00 0160E7A0  FO  01308031F0 157916 [ []
I I 018156DECE 00 01608780 FO 0180804308 157917 [ []
0181560E08
018136DEES 00 O160B7CO FO  018156EE20 158514 [ ] []
| 018156DEFE 00 0160BS00 FO 0181570008 158515 [ []
I
1 1 01B15€DEO3 00 0160B240 FO  01815711F0 158516 [ ] [
0181560F18
01B156DF28 00 0180B380 Fo 0181572308 158517 [ []
01B156DF32 00 0160BBCO  FO  0180BOES00 157920 [ []
018156DF48
01B156DE52 00 0160B300 FO  018080FsEs 157921 [ []
01B156DF68 00 0160B240 FO 0180810800 157922 [ []
018156DE78
A © || o2e1senree 00 01608330 F0 0180811488 157923 [ | []
1B1560FEAS An F7 3B nn o0 F7 3R 00 88 E1 AF 00 - F7 V1 __pn__nisnRsco Fi 018157C S l |



Western Digital Green SSD

Device
Select device type

Voice recorder MP3 player

i

Other devices

-

< Back |l Next [ [ skip |
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Western Digital Green SSD

Controller
Select controller model

Find controller

Fitter controllers by vendor
AlcarMicrofal)
Black blob
Chipsbank(CEM)
FirstChip(FC)
Indilinx(ID)
Innostor(ls)
Intel
[TEtechilT)
IMicroniIm)
Marvell[2255)
Other
Phison(P5)

Samsung

SanDisk

SiliconMaotion(Sh)
Skymedi[5K)

SolidStateSystem
Toshiba(TC)

20-82-00162-2

20-82-00387-A0

20-82-00515-5

20-82-00709-A0

20-82-00256-1

20-82-00394-A0

20-82-00523-5

20-82-00709,41

20-82-00369-1

20-82-00469-2

20-82-00549

SanDisk_monaolith

20-82-00381-A0

20-82-00515-4

20-82-00605-2

SanDisk_universal

< Back inish | |

skip |
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Western Digital Green SSD

Full-Solution will be loaded to the workspace if all conditions are met

P
'
||‘

ruSDlum

Workspace Plugins
e Insert area Premium Support @
Lt mras is active till 3

= THT

[ 2 SKIp are:

Open  Send solution - 11 Jan 2024

images to Db | Extractarea | ift 1 Help center
Positi...

Element functions

ﬁWorkspace X

>
Chip0_ 0 0
Chip1.0_0 n)
I
|| |
| Chip2_0._0 2 7z
Chip3_0_0 ﬂ)

i
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Western Digital Green SSD

Save the content of each Virtual Image on the Shadow copy element.

= Y = . ‘.ﬁ‘ .01 B @ Selected: Copy 0 Premium Support @w
=N % & = =% ¥ N | ﬁ}ﬁ ———— isacive il &
File File Compute Mount Unmount Unmount  Find XOR Copy source Block: 1 584 b 11 Jan 2024
carver assembler MDS5/SHA1 dump fump R: drive ECC  analyzer dump fff‘_ 1 Block pages / 4 vtes Help center

Dump functions Dump analysis functio... | Shadow co... | Positi...

Samnb bV,

| ([Markers table | /
-.@‘ .
I Chip1 ..n.
l .“" I
‘@» —

..‘ arkers tab
..ChlpBOO ! ! )\

D

FLASH DATA RECOVERY & DIGITAL FORENSICS SUMMIT 2023

>

Parameters

Enter filter string

“ Element
Name

“ Dump
Length (bytes)

67166821632

Automatic structure

4 Shadow copy
File

Block size

Map

shadowCopy_
1048576 [5]
Show

ruSDlum



Western Digital Green SSD

A logical image Is available on the data area element. Now it’s possible to
run a file system viewer/ file assembler or file carver to extract the data.

//\ = 2] Insert area If;:iglF ':E'__—, =l ) F— 'ﬁ] T, T selected: Data area ©
s S = Skip area =/ = = - @ % = N B Page: -
Delete Copy Open Send solution Dump  File system  File File Compute Mount Unmount Unmount Find XOR o )

images to Db Extract area viewer viewer carver assembler MD5/SHAT dump dump R: drive ECC  analyzer S db Block: -

Element functions Dump functions Dump analysis functio.. | Positi.

x|

_ 0 Chip0_0_0 0 0 |
1 | 0 |
1 1
\ Markers table | [_Markers table
|I| \ L

[Hh

| 2 Chip1_00 1 1 O

1
I

1
]
, 2 | 3
1
||| | [_Markers table '|I Markers table
I ' 2 3
II Chip2_ 0.0 2 2 [
| \ 4 ', 5
1
| '.I Markers table I|I Markers table
| ' 4 5
Chip3_0_0 3 [m}
|I (i} II T
1
I'. Markers table I|I Markers table
1
[ T
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Western Digital Green SSD

FILE SYSTEM VIEWER FILE CARVER

Case File system viewer File Carver

J— @)
> 01 01 01 &
10 10 ] = o S J ]
[] [ e Qfﬁ Search szrle i
Check Save Save Check file | Create unal d Correct selected | Android data = 5 Refresh N
headers image selected system data dump files data extractar
B ) Data area 0 Carver X [ERRUETIEEERY
() Dump/Jpeg/Good/000010443264,pg
‘{gData area 0 X Workspace
Name Bt Size
4 [_]EDumpl[63694) .
¥ GPT ¥ Volumel (ExFAT) 223.56 GBE » Root » 4[] Jpeg[61500] O (s 000010276096 Jpeg  13578Kb
[]" Critical damage[63] O [« 000080305920 Jpeg 13578 Kb
4 =i Dump Mame Ext Size Last modified E ;Z:Tﬂiﬂaggw O & oooosoarsz0  speg  11sesKo
55 MBR . SRECYCLE.BIN 02/27/2023 17:40:52 o DZ If:;’;“"lwzl [0 [s] 000010315264  Jpeg  11865Kb
. 4 ip|
4 5i Pt ] 7 7 soomb_BigIPEGS 11/24/2021 15:16:28 ClSSFocternctfoundiasgy 1 (8] 000080403712 Jpeg 118650
Contains bad files[32 000010240768 9591 Kb
4 Volume0 (EXFAT) 223.56 GB ] 4% T DATA SET - BIG PIC 09/29/2021 12:52:30 LISsContainsbadiespzy [ o] £l
N E G°°:[:'32] N - O [« 000080142592 Jpeg  9591Kb
& -02: zip_datades_not_supp| =
| 4[]7 Root | O FOTO_Ruselut_15.10.2121 10/15/2021 15:02:42 e O @ oo o B
17 srecYCLEEBIN O rd MicroCamera_videos 08/01/2022 10:58:02 4 []7 Doods] 0= 000010598912 Jpeg  8034Kb
Goods =
17 s0oMb_BigIPEGS O rd msD whole soldering 09/29/2021 13:28:36 40 Dmmw & O |s 000010615040 Jpeg  8022Kb
17" DATA SET - BIG PIC [] ¥ == Phison Dynamic xer logical block size 3 times smaller than physical 03/22/2022 14:59:00 [IDX\ [07;’“[31 m} 000085329664 Jpeg  8022Kb
4 [ Xisq
17" FoTO_Rusolut_15.10.2121 [] # 7= sandisk xoR 05/06/2022 11:36:42 [ Goodp] ] Ydoeoisozse  Jed 79N
Odt{49: 000010250968 7952 Kb
D MicroCamera_videos D ¥ System Volume Information 02/27/2023 17:36:08 <0 ] o Peg
- [CEaGoodiss O 000085366272 Jpeg  7860Kb
17" mSD whole soldering O Test Data 09/29/2021 12:54:26 [C)=Footer not found[4)
N 17 Contains bad files[7] O 000010631168 Jpeg  7860Kb
] Phison Dynamic xor logical block size 3 times smaller than physical | rd UFD_vias 09/29/2021 13:29:12 4 D“S] - O 000083020544 Jpeg 7803 Kb
17 sandisk XOR ] rd Video for carver 09/23/2021 13:28:12 a0 D,,W”DJQ ot O 000010376192 Jpeg  7803Kb
17 system Volume Information O rd VirtualMachines 09/29/2021 13:40:52 17 Goodr) ) 000084145152 Jpeg  7335Kb
17" Test Data 00, [ 10omerr dmp 100.00 MB 08/19/2022 12:55:32 O 000010443264 Jpeg  7335Kb
17 uFD_vias 1. [ 100m8zeros dmp  100.00 ME 04/15/2021 16:27:12 o i
O 000010391808 Jpeg 7197 Kb
D Video for carver D 10 77_patern_1GB2 bin 1024.00 MEB 02/04/2022 12:40:52 o
‘ [0 [&]  o000034346880  Jpeg  7096Kb
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