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* Mercedes AMG C43 (real case)
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Multimedia Interface Control Unit

D Mercedes-Benz  A2229004819 /001

Hardware for Enhanced Remote—, Mobility— & Emergency Services

. HERMES 1.6 D: 0700 A 222 901 82 06 ZGS(HW): 001 17/37
e LTE NAFTA EC: 100 A 223 802 72 18 ZGS(SW}: 001 18/03

Type I‘ﬂic; %},ﬁlnp.. Serial No.: J263. 001
NAD SW: 11.787.01.00.1419 Date of Manufacture:  2018/10/10

IMEI: 2418908
ICCID: 890117042725Cnssw

12V ===0.5A o
IC: 6434A—-HERMES?2 c €

contains IC: 6369A— ME9I19BSS567A

THE PRODUCT COMPLIES WITH DHHS RULES 21 CFR

SUBCHAPTER J APPLICABLE TO THE DATE OF MANUFACTURE.

FCC ID: TBGHERMES?2

containg FCC ID: QISMES19BS - 567A

THIS DEVICE COMPLIES WITH PART 15 OF THE FCC RULES AND INDUSTRY
CANADA LICENCE —EXEMPT RSS STANDARD(S). OPERATION IS SUBJECT
TO THE FOLLOWING TWO CONDITIONS:

(1) THIS DEVICE MAY NOT CAUSE HARMFUL INTERFERENCE, AND

@2) THIS DEVICE MUST ACCEPT ANY INTERFERENCE HECEIVED

INCLUDING INTERFERENCE THAT MAY CAUSE UNDESIRED OPERATION.

Harman Becker Automofive Systems GmbH

Becker ~Goring-Strape 16 “ ! ’
76307 Karlsbad, Germ any l
Me

nufactured in Hungary R==
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BGA63 (prototyped)
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Elements <

Dump operations

Block list operations

Other
m Reader m rg:;i:al
col. remover gl col. remover
m ECC n Inversion
u MOR n Pair
m Unite n Offsets
m !_ngical
image

@ Hide Al-powered

u AU XOR u CEM XOR
n FCXOR n |5 XOR
n ITE XOR n Sh XOR

Dump processing

0 : P : Chipu_u_uE p3

ObjlD:

305 - Last valid time
408 - GP5 fixes

402 - WiFl usage time

- -



Yet Another Flash File System. Literally. YAFFS2

Yaffs parser

[T [ ﬁ 1.9 Meta data offset G@ Sequence number offset 2048@ = Byte count offset ;105{:@ ﬁ% <:| ,r_’;:>

= 1 =

B v Object Id offset 2052[8]  Block status offset Bl Ho Aad
Block EBlock Read Eyte Sync with
filter  sorter Chunk Id offset 2{)56@ Data status offset @ SA order dump

0B positions

SN d - Workspace

0010ED2EBED 00 00 Q0 00 00 00 Q0 00 OO0 00 00 00 00 00 00 00| .seceecaananannn=

Use Chur Object Type Object |d Chunk ld Sequence nur Byte count Parent’ Mame Permissio UID GID  atime mtime ctime File size Address I 00 01 02 03/04 05 0O 07 08 09 0R @ 0 0 0E 0
0x00 Data (0x00) 0x000401 0x000186  Ox0000113F %0800 0x0010307700 =~ B 0010ED26CO (32 30 31 3% 2D 30 33 2D 30 37 20 30 32 3R 31 33 2019-03-07 02:13
000 Data [0x00) 000401 Cx000187  Ou0000113F w0800 00710302CC0 O010ED26D0 3; 33 31 20 5B 31 33 2E 30 3§ 34 5D 20 47 41 55 :31 [13.064] GRO
T T RTTTENT (T T R o 0010EDZEE0 |32 63 79 63 6C 65 3C 39 3E 3R 73 65 74 44 54 43 icycle<@>:aetDTC
st L 55 il (0303500 0010EDZEF0 |57 61 74 63 63 64 6F 67 52 65 73 65 74 20 57 55| WatchdogReset WU
0x00 Data (0x00) Ox000401  0x000128  0x0000113F 00800 00010303040 0010ED2700 |52 3C 30 78 32 30 30 30 3E 20 6C 61 73 74 20 65| R<0x2000> last e
000 Data (0x00) 0000401 OxDD018A  Ox0000113F 00800 00010304580 0010ED2710 [6E 74 72 79 3R 20 3C 3E 0R 32 30 32 30 2D 30 32| ntry: <»>.2020-02
000 Data (0X00) _ 0x000407 04000166 _0K0000113F__ 0x0615 ooviasnance e D 2 2n 29 50 30 47 41 06 IR 63 39 23 eC &5 s¢| ise) EAvioyeres
- 00 7 . reycle<
0x80 File header (0x10)  0x000402 (x000001 OxDDODED27  OwD10B 0x1  onoff.log 0x81B6 Ox0 Ox) OxSCBOTE4E OxSES1DBBS OxSES1DBEB  (x10B (Ox0010ESBCED 0010ED2740 |33 29 3E 3R 73 65 74 44 54 43 57 61 74 €3 68 £4| 49>:3etDTCHatchd
0x80 File header (0x10]  0x000402 (x000201 OxDDDOS3AS  Ox0000  Ox201 OMCPersishcfg  Ox81A4  0x3F0 (x3FD Ox5685D031 OxSD7990F3 0xSDT990F3 OxD 0x001DF226C0 0010ED2750 |6F 67 52 €5 73 65 74 20 57 55 52 3C 30 78 32 30| ogReset WOR<0x20
0x80 File header (0x10)  0x000402 0x000201 Ox0D00053A8 0x0000  Ox201 OMCPersist.cfg  Ox81A4  Ox3F0 Ox3F0 Ox56850031 (xSD7990F3 OxSDT990F3 0x0 Ox001DFZ2F00 0010ED2760 30 30 3E 20 6C 61 73 74 20 &5 6E 74 72 79 3; 20 00> last entry:
) X 0010ED2770  [3C 32 30 31 39 2D 30 33 2D 30 37 20 30 32 3R 31| <2019-03-07 02:1
Ox80 File header (Dx10)  (x000402 (x000201  0xD0D053AZ w0225 0x201 OMCPersist.cf 0xB1A4  (x3F0 Ox3F0 0x5685D031 OxSDT990F3 xSDT990F3  (x225 (x001DF23FE0
lle header (0x10) Mirersist.ag 0010ED2780 |33 3% 33 31 20 5B 31 33 2E 30 36 34 5D 20 47 41| 3:31 [13.064] GA
Ox80 File header (0x10]  0x000402 (x000401 O0xD00041D4  Ox015C  Ond01  wifi_statisticxml Ox81B0 0x3EB Mx3EB  0x135  (xSD798044 0xSDT98BIE  On1SC  OnOOFESTOO0 0010ED2790 |55 3% 63 78 63 6C 65 3C 39 3E 3R 73 65 74 44 54| Uicycle<9s:setDT
Ox80 File header (0x10)  0x000402 (x000401 0xDDD041D4  0x0000  Owd01  wifi_statisticxml Ox81B0 0x3E3 Mx3EB  0x135  (xSD798E9E OxSDT98EIE O Ox001FESTR40 0010ED27A0 |43 57 61 74 63 63 64 6F 67 52 65 73 65 74 20 57| CWatchdogReset W
O30 File header (0x10)  0x000402 0x000401 Ox000041D4  Ox0000 (401 wifi_statistickml Ox81B0  Ox3E3 (x3E2  Ox135  OxSD798B9B OxSDT93E9E Ox0 Ox001FES3080 OO10ED27BO |55 52 3C 30 78 32 30 30 30 3E 20 6&C &1 73 74 20| UR<0x2000> last
Ox80 File header (0x10)  0x000402 (x000401 0xDDD041D4  0x0000  Owd01  wifi_statisticxml Ox81B0 0x3E3 Mx3EB  0x135  (xSD798E9E OxSDT98EIE Ox  Ox001FESS3C0 0010ED27CO |65 6E 74 72 79 3R 20 3C 3E 3E 0R 00 00 00 00 00| entry: <>>......
ile header (x10) wirl_statistic:xm 0010ED27D0 (00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| weeeeevennannann
B0 File header (0x10)  0x000402 000401  Ox000041D4 w0000 401 wifi_statisticxml  O0x81B0 Ox3EE Ox3ES 135 x5D7928B96 OxSDT92E3E O Ow001FESS100 O010EDZTED a0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| o eeeceeconeones
Ox80 File header (0x10)  0x000402 (x000401 0xD00041D4  Ox015D  Oxd01  wifi_statisticxml Ox81B0 0x3E8 Mx3EB  0x135  OxSD798E9E MxSDTI8BIE  Ow15D Ox001FESA130 0010ED27F0 (00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| ...cooiioiaanaaan
- e 0010ED2B00 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| weeeeevennannann
Ox80 File header (0x10)  0x000402 (x000401 0xD00041D4  Ox015D  Oxd01  wifi_statisticxml Ox81B0 0x3E3 Mx3EB  0x135  OxSD798B9B OxSDT98DFS w150 0x001FEES0CO 0010ED2810 o0 00 00 00|00 00 00 00|00 00 00 0|00 OO DO GO
0x30 File header [0x10)  Ox000402 (x000401  OxD00041D4  (xO15D  Oxd01  wifi_statisticxml Ox81B0 Ox3ES Ox3E8  Ox135  OxSD798B9E OxSD798DFS  Ox15D OxDOTFES9900 0010ED2820 |00 00 00 00 00 0G 00 00 00 00 00 00 00 00 00 00| ..ol TTTTTE
Ox80 File header (0x10)  0x000402 (x000401 O0xD00041D4 w0000  Oxd01  wifi_statisticxml OxB1B0 0x3E3 Mx3EB  0x135  OxSD7T93DFS OxSDT9EDFS Oxd  Ox001FEGA140 0010ED2B30 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| weeeevvennannann
Ox20 File header (0x10)  0x000402 0x000401 Ox000041D4  Ox0000  Oxd01  wifi_statistickml Ox81B0 (x3E3 Ox3EE  0x135  OxSDT9EDFS (xSDT92DFS Ox0  0x001FEGASS0 figggggﬁlg gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg ----------------
. e . [118] S0 (00 00 OO0 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00| @ .ececeeccamemmes
Ox80 File header (0x10)  0x000402 (x000401 O0xD00041D4 w0000  Oxd01  wifi_statisticxml OxB1B0 0x3E3 Mx3EB  0x135  OxSD7T93DFS OxSDT9EDFS Ox0  Ox001FESE1CO 00L0ED2820 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 GOl ool llTTTIT
(B0 File header (0x10)  0x000402 0000401 000004104 w0000 401 wifi_statisticxm!  O0x31B0  Ox3EE Ox3ES 135 x5D7380DF5 OxSDTSEDFS Ol Ow001FEEEADD O010EDZETO a0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| o eeeceeconeones
080 File header [0x10)  Cx0D00402 (x000407  OxD00041D4 w0150 w401 wifi_statisticxml  Ox81B0  Ox3ES On3E2 Ox135  OxSD7S80DFS OxSDTS8DFS  Ox15D  OxOO01FEGCASD 0010ED2BED a0 00 00 00 Q0 00 00 Q0 00 00 00 00 00 00 00 00] .uceuuwcuanananns
%30 File header [0x10)  Ox000402 (x000401 OxD0O041D4  Ox015D 0401 wifi_statisticxml Ox81B0 Ox3E8 Ox3EB  Ox135  OxSD793DFS 0xSD799050  Ox15D Ox001FEGD2CO ::::13;3;:;3 gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg """"""""
Ox80 File header (0x10]  0x000402 (x000401 OxDDD041D4  Ox015D  Oxd01  wifi_statisticxml Ox81B0  Ox3EB (x3ES  Ox135  OxSD79SDFS 0x5D799050  Ox15D 0x001FEGDEO0 0010ED28B0 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| oo
080 File header [0x10]  0x000402 (x000401 OxDDD041D4  OxD000  Owd01  wifi_statisticxml Ox81B0 Ox3EB (x3E8  0x135  (xSD799050 0x5D7990S0 Ox0  Cx001FEGE340 0010EDZECO |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| aueeeeeeneennenn
OxB0 File header (0x10) 0x000402 Cx000401 Ox000041D4  Ox0000  (x401 wifi statisticxm! Ox81B0 Ox3EB (x3E8  Ox135  Ox5D799050 OxSD799050 0x0 0x001FEGEBBD 0010ED2BDO |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..u-ununennnnn-s
080 File header [0x10]  0x000402 (x000401 OxDDD041D4  OxD000  Owd01  wifi_statisticxml Ox81B0 Ox3EB (x3E8  0x135  (xSD799050 0x5D7990S0 0x0  OxO01FEBF3CO 0010ED28Fa |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 GOl .olllTTIIIITTC
080 File header [0x10]  0x000402 (x000401 OxDDD041D4  OxD000  Owd01  wifi_statisticxml Ox81B0  Ox3EB (x3E8  O0x135  (xSD799050 O0x5D7990S0 Ox0  Ox001FEGFCOD 0010ED2900 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| e eeeeeeeeeaeenn
080 File header [0x10)  Ox0D00402 (x000407  Ox000041D4  Ox0150  Owd01  wifi_statisticxml  OxB81B0  Ox3ES Ow3E2 Ox135  (xSD799050 OxSD799050  Ox15D  OxOO1FETOCED 0010ED2510 a0 00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00| .u-eeecuanacann-
- T 0010ED2920 (00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| aueeeeeeneennann
080 File header (0x10]  (0x000402 (x000401 O0xD0D041D4  Ox015D 0401 wifi_statisticxml Ox81B0 Ox3E8 (x3EB  Ox135  (xSD799050 OxSD799084  (x150 OxDO1FET14C0
lle header (x10) SLLSCARIE 0010ED2830 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| wuueeneeneanenns
080 File header (0x10]  0x000402 (x000401 OxDDD041D4  Ox01SD  Oxd01  wifi_statisticxml Ox81B0  Ox3EB (x3E8  0x135  (xSD799050 0x5D799084  Ox15D 0x001FET1DO0 0010ED2240 |00 00 00 00 00 00 00 90 00 00 00 00 00 00 00 00| oo
080 File header [0x10]  0x000402 (x000401 OxDDD041D4  OxD000  Owd01  wifi_statisticxml Ox81B0 Ox3EB (x3EB  Ox135  (xSD799084 0x5D799084 Ox0  Ox001FET2540 0010ED2950 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| aeeeeeeeneennann
Ox80 File header (0x10)  0x000402 Cx000401 Ox000041D4  Ox0000  Ox401 wifi statisticxm! Ox81B0 Ox3EB (x3E8  Ox135  Ox5D799084 OxSD799084 Ox0 0x001FET2DB0 ffiggg;gfg gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg ----------------
080 File header [0x10]  0x000402 (x000401 OxDDD041D4  OxD000  Owd01  wifi_statisticxml Ox81B0 Ox3EB (x3EB  Ox135  (xSD799084 0x5D799084 Ox0  Ox0D01FET3SC0 0010ED2980 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @Ol ..olllTTIIIITTT
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Qf' LocationPersist.cfgxml
EEﬁmthxgﬂxml
Qf' timeinfo.cgf2xml
Eyﬁmm#&mﬂxm
Qf' wifi_statisticlxml
Qf' wifi_statistic2xml
Qf' wifi_statistic3.xml
Qf' wifi_statisticdxml

|| Location Persist cfg xml E3

Files extracted from YAFFS2

LocationDataSawved

{
Latitude 1682663912
Longitude 784841424
Velocity 1
Heading 274
LocAttributes 274.39999
EllipsoidHeigh 0
Altitude 1216
VisibleSatellites 12
TrackingSatellites 0
Fix 1
GPSVdop 0
GPSHdep 0
GPSPdop 0
Timestamp 0
ValidationFlag true
Year 2019
Month 9
Day 12
Hour 0
Minutes 24
Seconds 2
history size 9
Latitude 0 1682671199
Longitude 0 784843863
Velocity_ﬁ-ﬂ
Heading 0 324
LocAttributes 0 324.70001
EllipsoidHeigh 0 0
Altitude 0 1217
VisibleSatellites 0 12
TrackingSatellité;_O 12
Fix 0 4
GPSVdop 0 0O
GPSHdop 0 0
GPSPdop 0 0
Year 0 2019
Month 0 9
Day 0 12
Hour 0 0O
Minutes 0 23
Seconds:o 34

[=] wifi_statistic1.xml E3 ‘

<?xm]l version="1.0" encoding="UTF-8"72>
Jd<config>

<total connscted tims>904902</total connected tims>
<total rx>191936195</total rx>

<total tx>124303838</total tx>
{tmtal_fluw>316240033{It0tal_flmw}

<gurr connscted tims>3006</curr connscted tims>
<curr rx>738407</curr rx>

<curr_ tx>437491</curr tx>

<gurr flow>1175898</curr flow>

L<fconfigr

[ timeinfo.cof 1 xml E3

TimeInfo

{

version 1
deltaValue 4294945688
lastValidTime 1567867559

FLASH DATA RECOVERY & DIGITAL FORENSICS SUMMIT 2023
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Reading TSOP48...




-

Workspace
-
&

Delete Copy Paste

Plugins

=T Y

Open Send solution
images to Db

Element functions

Databases

E Insert area
Skip area
Extract area

Wisual Mand Reconstructor - Case

& T2 3 ® 9

Dump  File systern  Yaffs  EBlocks  File
viewer viewer parser map  carver

Dump functions

b

File
assembler

#

Compute
MD5E/S5HAT

A - -
Mount Unmount Unmount
dump dump R: drive

— O X

[
|ﬁ‘| | ? ]
| - iy
Find XOR Codeward &
ECC  analyzer analyzer d

Dump analysis functio...

-

-
(@]
)

=
=
=
o

Logical
image

@ Hide Al-powered

o
=t
m

m

(]

L]

Elements <
Dump operations
Elock list operations
Physical
Reader m image
Bad byte Bad bit
col, remover col, remover

n Inversion

n ALl XOR n CBM XOR

n FC XOR n IS XOR

n ITEXOR n 5M XOR
() Hide additional

@ Separate m Rotate

Offsets

Dum

e

p adjustment for further parsing

ﬁw::urkspace x

4 ECC corrector

Power
ECC codewaords

Page size
Use buffer
Bytes rotate
ECC map

M no erors
comectable erors
Ml not comectable emars

W =rmpty

b Parameters
Enter filter string
4 Element
Mame 0
4 Dump
Length [bytes) 553648128
Automatic structure

ort |

0 - 511/2052 - 2060/73/: 5-
2112@

0
=@
a
]
- B
O
O
O
O
O
O
O
O
]

y




UBI+UBIFS - very popular FS in vehicles and other devices (smarthubs, routers, etc)

000FD4AD000
000FD4D010
000FD4D0Z0
000FD4D030
000FD4D040
000FD4D0S0
FD4D06E0
FD4D070
FD4D0ED
FD4D0S0
FDADORO
FD4DOBO
FD4DOCO
FD4D0OD0
000FD4D0ED
000FD4DOFD
000FD4D100
000FD4D110
000FD4D120
OOFD4D130
FD4D140
FD4D150
FD4D1a0
FD4D170
FD4D1E0
FD4D130
O000FD4D1A0
000FD4D1B0O
000FD4D1CO
000FD4D1D0
O000FD4D1EQ

000FD4D280
000FD4D230
O000FDAD2ZR0
000FD4AD2B0O
O0FD4D2C

000FD4D340
000FD4AD350

FYYPYFYT¥yTFyvey

Address:

265605129 Selected:



No user’s data was found here. Only system data on TSOP48

W Car Forensics Project - UBI/UBIFS Parser

— a

X

Open file

\\SERVERMfileserver\COMNFERENCES\2023_Summit\Conference\Sasha\Car_038\Case\UBLimg

ruSnlul:’

4 Bl Image Sequence 2135728040
4 LBIFS Volume ev_fs

4 Root

I bin

I dev

4 gt

X1

dlt

fis

[wm

msr

opt

pki

PPP

rpc

zzh

®dg
nszwitch.conf
mounts.xml
dlt-system.conf
bootwart.conf
mtab

udev

systemd
asound.conf.old
ld.so.cache
Imparameters.par
iproute2
dhdlient-udev-script.sh
modules-load.d
modprobe.d
ConscleKit
dhclient.conf
default

security
polkit-1
dnsmasg.conf
terminfo

el

Parent inode 65
-» 332 drwxr-®r-x 3 8 2 5} B7.82.2819 @9:356 X11
-» 384 drwxrwsr-x 2 2989 28e9 5} B7.82.2819 @9:15 dit
-» 129 drwx------ 4 8 B B A7.82.201% @9:36 fis
-» 298 drwxr-xr-x 5 a8 a 8 B7.82.2819 @9:36 1vm
->» 88  drwxr-xr-x 2 a8 a 8 B7.82.2819 @9:36 msr
-» 78  drwxr-xr-x 2 a8 @ B B7.82.2819 @9:85 opt
-» 285 drwxr-xr-x 3 a a 5] 87.82.2819% @9:34 pki
-> 83 drwxr-xr-x 2 a8 a 8 B7.82.2819 @9:35 ppp
-» 282 -rwXr-xr-x 1 a8 a 1615 17.88.2886 @1:18 rpc
-» 183 drwxr-xr-x 2 8 2 5} B7.82.2819 @9:36 ssh
-» 276 drwxr-xr-x 3 8 g 8 B7.82.2819 89:34 xdg
-» 318 -rw-r--r-- 1 a a 265 A7.82.2019 @8:47 nsswitch.conf
-» 128 -rw-r--r-- 1 a8 a 1818 B7.82.2819 @9:19 mounts.xml
-» 262 -rw-r--r-- 1 a8 @ 9782 16.86.2817 14:32 dlt-system.conf
-» 125 -rw-r--r-- 1 a8 @ 36428 12.89.20817 @8:18 bootwart.conf
-3 268 - rwrwxrw 1 a a 5] B7.82.2819 @9:42 mtab -»> /fproc/self/
mounts
-» 113 drwxr-xr-x 3 a a 8 B7.82.2819 @9:31 udev
-» 338 drwxr-xr-x 2 a8 a 8 B7.82.20819 @9:36 systemd
-*» 194 -rw-r--r-- 1 a a 16944 16.86.2017 14:33 asound.conf.old
-» 188 -rw-r--r-- 1 laga laee 74532 @7.82.281% @9:36 1ld.so.cache
File iNum Access Mumber of links UID GID Size Date MName

332 drwsr-xr-x |3 0 0 0 07.02.201909:36 X11

304 drwxnaar-x | 2 200912009 |0 07.02.2019 09:15 | dIt

129 drwx------ |4 0 0 0 07.02.2019 09:36 | fis

298 drwwr-xr-x |5 0 0 0 07.02.201%9 09:36 | lvm

a0 drwsr-xr-x | 2 a 0 0 07.02.2019 09:36 | msr

73 drwsr-xr-x |2 ] 0 0 07.02.2019 09:05 | opt

285 drwsr-xr-x | 3 0 0 0 07.02.2019 09:34 | pki

83 drwsr-xr-x |2 0 0 0 07.02.2019 09:35 | ppp

282 -rwxr-xr-x |1 0 0 1615 [17.08.2008 01:18 | rpc

103 drwsr-xr-x | 2 a 0 0 07.02.2019 09:30 |ssh

276 drwsr-xr-x | 3 ] 0 0 07.02.2019 09:34 [ xdg

318 -rw-r--r-- |1 ] 0 265 [07.02.2019 08:47 | nsswitch.conf

128 -rw-r--r-- |1 0 0 1818 |07.02.201% 09:19 | mounts.xml

262 -rw-r--r-—- |1 0 0 9702 1160602017 14:32 | dit-system.conf

Axaeeaeasaa
axaeeagasla
Axaeeaeas2a
Axaeaaeas3a
axageaeagan
AxBeaaeagsa
awaeaeeacen
AxBeaae8a7a
AxBease8a3a
Axaeaaeas2a
Axaeeaeaasa
AxaeaaeasEa
Axaeeaeaaca
axaceagasha
AxB0aaeagEs
awaeaeeacra
awaeaecalea
awagaaealla
Axaeasee12a
AxBeesea13a
AxBeeaealds
Axaeeaealsa
Axaeeaealed
Axaeeaealva
axageaealsa
axaoaaealoa
Axaoeaealrn
AxBeescalba
AxBsasealca
axasaagalDa
AxeeeaealEa
axeeeagalra
Axaeeaea2aa
axaceaeaila
axaoeaeaza
awaeaaea2za
awaeaaea24a
awaenaeaisg
AxBeas08268
AxBe880827a
AxBease823a
Axaeeaeaog

HEX file owtput (up to 1824 bytes)
82 81 22 83 94 B85 95 A7 93 @9 8A @B C 8D BE eF |

==== AS(II

| # dhcpd.conf.#.#

Sample configur
ation file for I
5C dhcpd.#..% op
tion definitions

common to all s
upported network
s....option doma
in-name “example
.org";.option do
main-name-zerver
% nsl.example.or
g, ns2.example.o
rg;..default-lea
se-time 688;.max
-lease-time 7208
;.8 Use this to

enble / disable

dynamic dns upd
ates globally..#
ddns-update-styl
e none;..# If th
iz DHCP =zerver i
= the official D
HCP server for t
he local.# netwo
rk, the authorit
ative directive
should be uncomm
ented. .#authorit
ative;..# Use th
iz to send dhcp
log messages to
a different log
file (you also.#

have to hack sy
slog.conf to com
plete the redire
ction)..log-faci
lity local7?;..#
No service will
be given on this
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It was recognized in eMMC adapter, so easy job to read it

O

e Wisual Nand Reconstructor - Case — g
File system viewer -
|l _-—::'J 10 % 10 ﬁ >
" <5 e e | = «F
Check Save Save Check file | Create unallocated Copy Cop Copy selected { Correct Correct selected  Android data  5CLite | Refresh
headers image selected system data dump allocated unallocated files data allocated unallocated files data extractor carver
- Shadow copy functions ECC
%BCopyO x * Workspace
= Dump » » <
Ll Ileump ‘ol E
4 53 MBR = ;
Volumed [EXT-family) fvar 849.02 MB —
Valume? (EXT-family) fhome 3603 ME B E) .. Em) m Eg 0 E>
Valume2 (EXT-family] /mnt/lbad 2.76 GB
Volume3 (EXT-family) 398.02 ME m
4 Volumed [EXT-family) /mnt/appData 413.02 MB @
4[] | Rroot
[] oo integrity
U dtuner 2 m
O s 1 m i
|:| hbshare E}
L] | HifiTuner "
D HifiTuner_evo
LT hmi
L1 b B
|:| last=found
] nav n
[ | saf3godwloader | 8 m
|:| setup
4 Wolume5 (EXT-family) /mnt/data/nav 24.50 GB
a1 lront i m
11

E Event log explorer

Last active selection: address selected




[:{ Y%egconf.xml
(& 00011AXmI

40 A22E75D0D42E059F.bin
[ bdaddr.txt

@( bmwprovsignedBackUp.xml
m BrowserUrls.db

J bss.bak

[;Z bttempvsdelta.txt

m contactbook

|| device_history.list

0 devicelist.dat

| ] HmiMain3D

[&f kdz_device_ids.txt

| ] libnav_ndslib.so

_J nav_db.ini

0 navpers_NavigationPositioning_Pos_Loc...

> pdl.dat

[;{ pdm_nbt.xml

0 pers_NaviControllerLastDestinationsList
8 pim01.db

[ pols

[;{ ProvOTABackUpNBT.xml
XU service_history.bin

XU settings.dat

Qf sia_device_ids.txt

%y statistics_1.dat

0 statistics_2.dat

LZ temp_diag_prov.xml

%0 timemanager.dat

Files extracted from file system on eMMC

8| devicelist.dat
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31
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FF
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v..Devicelist v
1.0.VFyyyyyyvyyy
Yy¥¥...._ .cECC:2
1:15:44:6F:7E. 00
:00:00:00:00:00.
CC:21:15:44:6F:7
E.Q00:00:00:00:00
t00.CC:21:19:44:
6F:TE.Galaxy A7

(2018) .¥¥yyi¥Gala
xy AT (2018) .9¥¥V

0:00:00:00:00..%
YYVYVYVVVVYVYVYY
VVVY. VTTVVVVVVY
FYVYVEVEREEY. ...

v...00:00:00:00:
00:00..99VVyvyyy
VYVVTTyysyvy. ¥vy
FYVVVeyyyyyvvyyy

0:00:00:00:00..%
VYV IIVYy
VVVY. VTTVVVVVVY
FYVYVEVEREEY. ...

A [ device_history list E3 |

1

0

Q

@END USE_STACK INFO
##END DEVICE

$##START DEVICE 1452:4776€ Tac47522bbbaZe6576326633ebfT7455dsaafalad
BSTART DEVICE INFGC

1

1

0

fdev/hidraw0l /dev/snd/pcmC3D0c
1

512

[s}

s}

0

1452

4776

17494

pple Inc.

iPhone
Tac47522bbbale6576326633ebfT7455deaafalad
@END DEVICE_INFO

BSTART USE STACK INFC

1452

4776

0

[s}

4105 || [ bdaddrta B3

4105
4113

4118

1

0

]

@END USE STACK INFO
##END DEVICE

BE82410181612

##5TRART DEVICE 1452:4776 242fe63b231e4a9%17cabce906e60813dd357d41d
@START DEVICE_INFO

1

1

0
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00
98
52
00
35
00
491
37
00
12
00
SA
DE

12

43
00
41
7C
48
00
02
4C
S3
02
S0
49
31
00
Fl
4B
45
23
OE
00
C3
31
4B
01l
00
47
41
0l
EC
00
02
36
00
OE
00
4E

13

4B
01
7E
54
3A
01
00
00
49
02
4F
20
2D
03
00
c3
47
sC
3B
oC
93
33
52
SF
04
SA
4B
OE
00
09
57
39
02
B3
00
49
24

14

41
00

3A
31
00
07
02
45
02
4C
S0
38
00
00
93
49F
39
2A
00
57
02
41
23
OE
00
C3
31
00
00
49
35
01l
DE
00
C3
38

Last destinations

15

00
Al
23
4B
38
0S
02
4C
449
02
S3
S5
36
00
00
57
7C
F2
BF
10
02
32
4B
98
31
00
93
0l
00
0l
CS
30
02
BA
0l
93
BO

16

00
00
9F
S2
39
00
00
6l
4C
35
4B
CS
38
00
00
7C
48
00
23
02
S5
33
C3
3F
01
00
57
SF
00
00
9n
33
57
24
OE
57
B6

17

05
00
6A
43
00
00
00
74
45
39
41
81
00
02
OE
S3
3A
00
aC
70
4C
38
93
FD
SF
00
7C
23
OE
00
4E
30
49
38
B3
4B
00

18

0l
00
FF
4B
00
00
06
6E
20
37
00
4B
00
02
3B
3A
31
00
8C
6F
49
30
57
00
23
OE
S3
98
31
oC
49
02
CS
BO
DE
41
00

19

02
03
00
C3
00
02
00
00
49
34
00
S5
7C
01l
2A
4F
33
00
FF
&eC
43
39
00
79
98
31
3
3F
SF
00
C3
32
9n
B6
BA
7C
00

20

31
00
00
93
00
OE
0l
02
49
34
02
20
12
00
BF
S3
7C
02
00
00
41
32
00
15
3F
21
S5
FD
DF
10
g3
34
4E
00
24
52
00

21

38
00
00
57
01l
41
00
S0
20
31
01l
4C
OE
00
23
49
52
00
00
02
20
36
03
00
FD
16
4C
00
23
02
57
36
49
79
38
3A
02

Menarite

22

39
00
00
7C
00
7E
00
4F
S0
30
02
4F
3A
00
sC
45
3A
00
00
S0
4D
33
01l
CE
00
23
49
00
98
70
4B
36
C3
15
BO
4D
00

23

00
02
OE
S3
00
DC
08
4C
S5
31
4B
54
83
00
8C
44
33
00
00
4F
41
39
02
00
00
98
43
00
47
6F
41
3¢
93
00
Bé
91
00

24

00
02
46
3A
00
23
00
S3
CS
30
52
4E
1A
03
FF
4C
31
00
02
4C
S3
00
S5
00
00
3C
43
00
8A
eC
20
38
57
As
00
S3
00

25

7C
0l
6A
S5
00
9F
0l
4B
81
02
41
419
23
OE
00
45
2D
01
00
00
91
00
4C
00
00
A2
20
02
00
00
4D
39
4B
00
00
CS
00

26

12
00
72
4C
00
A
00
41
4B
32
4B
43
9C
3A
00
20
38
00
07
02
S2
00
49
05
OE
00
4D
00
00
02
41
38
41
00
00
81
01l

27

OE
00
23
49
0l
EF
00
02
S5
33
Cc3
SA
39
70
00
49
36
0s
02
4C
S3
00
43
00
30
00
91
00
00
S0
53
36
00
00
00
C3
00

28

42
00

43
OE
00
09
4B
20
38
93
45
F2

00
49
38
00
00
6l
4B
0S
41
01l
8C
00
S3
00
00
4F
CS
00
00
0S
02
93
05

29

08
00
8C
41
42
00
00
52
4C
37
57
47
00
23
02
20
00
00
00
74
41
00
20
00
DD
00
41
00
02
4C
81
00
7F
00
43
57
00

30

15
03
87
20
08
00
01l
41
4F
31
00
4F
79
sC
43
S0
00
00
oe
6E
02
01
4D
A3
23
02
52
0l
00
00
c3
00
01l
01
3A
00
00

31

23
OE
00
4B
15
00
00
4B
54
35
00
00
15
3E
3A
S5
00
02
00
00
02
0l
41
00
98
43
53
00
0S5
02
93
00
02
00
S0
00
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Phonebook

-“ Visual Nand Reconstructor - Case 0O

SQLite carver o
. [«
& ®

Export Remove Remove
duplicates unselected

@SQLite carver contact_card X 5 Master Table == Phy image contactbook_20120928 * Workspace
A | Source
Dump
v  Template
~ | Search
Start address 0@ Stop
Carved data
|Gmup by: None ¥ ||Find repeat: CrossSum v | | Simple \riew|
rowid CrossSum Y CrossSumAll %/ memusage /' vcardmemusage \/ AdditionalName %/ BMWinfo %/ GivenName %/ FamilyName %/ HowToReadFirstName %/ HowToReadlastName \/ Orga
85 83 4110468270 1804793804 0 243 0 I o~
86 82 3824486461 331867985 0 264 0 Paulina Ne=ma
87 81 163188078 4086230251 0 256 0 Praca Mama
88 80 4057281176 3031521657 0 264 0 Weglarz Ragpsh E
89 79 3537869662 2769572603 0 260 0 Trener Weiss
90 78 3019259467 1741848506 0 248 0 Babcia
91 77 2889359923 1812653437 0 253 0 Konstanty
92 76 3184332993 3616961350 0 249 0 Szmuc
93 75 4213922752 3195527236 0 246 0 Hugo
94 74 2285617048 2006296946 0 245 0 Ola
95 73 836665506 436116718 0 313 0 Fabian Stuzbowy
96 72 1050274559 1574013353 0 246 0 Lucas
97 71 3006237490 3187954933 0 253 0 Samsung
98 70 1053319548 1543015028 0 263 0 Famat Zusian
99 69 1948025434 3252539309 0 251 0 Kurier
100 68 1706579541 1732902687 0 263 0 Bozena Glsa v

-
.
-



50Lite carver
5 Lst
Expoart Remove Remaove
duplicates  unselected

-

EESQLite carver phone_data_phone > E Master Table h'.: Phy image contactbook_ 20120928 = Workspace

~ | Source
Dump

v | Template

| Search
Start address ﬂ'@
Carved data
|Group by:  Mone *

rowid Contact_ID %W Phonelndex W Crosssum PhoneType %/ PhoneMumber Y MormalizedMumber % Position Algorithm Encoding

1 1 0 0 0 3341 o 24552 N1 N2 N3 N4 N5 56 N7
2 1 2 0 0 3 575241 73241 3 237345 M1 M2 N3 N4 N5 S8 NT
3 2 3 0 [ 3 +4850156% 7 1568 7 237518 M1 M2 N3 N4 N5 56 N7
4 3 4 0 0 3 +48501963, | 1968 1 237491 N1 M2 N3 N4 N5 56 N7
5 4 5 0 1] 3 +48602713 3 2713 5 237464 N1 NZ N3 M4 N5 56 N7
6 5 6 0 0 3 +4860158¢ 8 1586, 3 237437 N1 N2 N3 N4 N5 56 N7
T 6 7 0 Q0 31N 17 237419 N1 N2 N3 M4 NS 56 NT
2 r 3 0 0 3 +487988 483 98872¢ 237391 N1 N2 N3 M4 N5 56 NT
9 a3 9 0 [ 3 692057 9 92051 3 237366 M1 M2 N3 N4 N5 56 N7
10 9 10 0 0 3 48531, P 3116&_ 9 237338 M1 M2 N3 N4 NS SENT
ik 10 1 0 1] 3 +4851791§ B 17916 9 237310 N1 M2 N3 M4 N5 56 NT
12 11 12 0 0 3 +4850673 10 673« 0 237283 N1 N2 M3 M4 N5 SENT
13 12 13 0 Q0 3 50903% 908 7 237238 M1 N2 N3 N4 NS S8 NT
14 13 14 0 0 3 8T 9 177% & 237234 N1 M2 N3 N4 N5 56 N7
15 14 15 0 0 3 +487940- 32 94047 2 237206 M1 M2 N3 N4 N5 56 NT
16 15 16 0 0 3 +4888555 o7 85552 7 237178 M1 M2 N3 N4 NS Se NT
17 18 17 0 Q0 3 +4850290 W 2906 4 237151 M1 N2 N3 N4 NS 56 NT
18 17 18 0 0 3 +4884627: 0 4627 30 237123 M1 M2 N3 N4 NS S8 NT
19 18 19 0 [ 3 5035219 35. 44 237099 N1 N2 N3 N4 N5 56 NT
20 19 20 0 0 3 660047 1 6004 51 237074 M1 M2 N3 N4 NS 56 NT
21 20 21 0 1] 3 +48515. 669 153¢ 69 237046 M1 N2 N3 M4 N5 56 N7
22 21 22 0 0 3 +486964 345 9645 45 237018 M1 M2 N3 N4 N5 S8 NT
23 22 23 0 Q0 3 783959 . 8393 )8 236993 M1 M2 N3 N4 N5 SENT
Position 1 from 660



Citrcien C3 Aircross (real case)

https://www.media.stellantis.com/cache/5/d/2/3/a/5d23ad9 8de027a02baa065b55bbbd1d1c5168.jpeg



4 \ h

ttps://bi.im-g.pl/im/c8/9e/15/222668488IH,Citroen-C3-Aircross.jpg




We only got a dumps from the case.
It was Continental NAC_EUR_WAVE2 computer.
| Slngle 1GB I\/Ilcron 29F8GO8ABACA TSOP48 chlp

i 2684 244 4803
e daed v

1\\
«w
P ) =

L L U}

— e e e —-k

3

Iilll)l

g21%

YERLLL

(s
4




The page layout was unusual with some data bytes shifted and dummy bytes

Mavigatar Bitmap viewer
oi1p = == Page size
18 | e = N
Pixel size
Hex |Bitmap | Structure Records Save Save Extract selected o
view | view | view view all  selected | toworkspace | Shift size

inserted

Visual Mand Reconstructar - Alex

Bt & (8
DEC 2 ol
= Highlight
sa blocks

— O >
[
(™ ﬁ Start: v 28544 % H 22768 % 3]
¥ Stop: W 88544 - H 32775
Show bits | Bit - z =|0@ 8,
statistics | order | 2elected: V 1 H &

Selection markers

4l

LT Phy image Chip0_0.0 %

.-l“ﬂ._r"-..h

|rl.l'-'_-'l'.!-|l .‘." "'I"I-I e "-Ll-l_-.l'ﬁ‘-|l.'!'||" Pk H e S Ih Fop o S oSSR LU NTR L _I

“II.r'J--ir = 1

HECY '|.'ﬂ" PL ST o ]

|B;rte position: 4105: Row: 88693: Address: 383157865; Value: 52

[

Hﬂ' L= S -far\b-"ﬂ'_‘ﬂ'.l".'ﬁ- L L H L R TR, - Thdh PN T T

Address: 382514176 Selected: 1



Page structure had to be adjusted right after ECC correction
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UBIFS again!

Visual Nand Reconstructor - Alex — O Y
Mavigator Hex viewer Eitmap viewer ]
01 ) (& P oy = ||| Frame size: 43202 B B .
Lif | ]| [&] [ S |
. | current frame: 5964821 /262143
Hex | Bitmap | Structure Records Save Save Extract selected |[Frame Show
view | view view view all selected to workspace view E| @ E| structure
View settings
[T offsets 3
00 01 02 03 04 05 06 07 08 09 OR OB OC 0D OE OF -
000F5BEQOO 55 42 4% 23 01 00 OO0 0O 00 OO 00 OO0 Q0 00 00 02 TBI#.ecennnananna @
Q00F5BED1O 00 00 10 00 00 00 20 00 EC ED F& 62 00 00 00 00| seeawa L1iBb. ...
000F5BEDZ20 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocanancan
000F5BED30 00 00 00 00 00 00 OO0 00 00 00 00 00 |BF DD D7 F7| .ucencncnana JExs
00O0FSBED40 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ueeanaacananaan
000F5BEDSO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocananann
000F5SBED&0 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocananann
000FSBEDTO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uiceeveocananaan
000F5BEDEO 00 00 00 OO0 00 00 OO0 00 OO0 00 00 00|00 00 00 00| .uceennacananann
000F5BEDS0 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocananann
000FSBEQROD 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uiceeveocananaan
000F5BEDBO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ueeanaacansnaan
000F5SBEQCO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocananann
000F5BEQDO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocananann
Q00F5BEDED 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ueeanaacananaan
000F5BEQOFO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocananann
Q000F5BE100 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocananann
Q0O0F5BEL10 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ueeanaacananaan
000F5BE120 00 00 00 OO0 00 00 OO0 00 OO0 00 00 00|00 00 00 00| .uceennacananann
000F5BE130 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocananann
OO0DFSBE140 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uiceeveocananaan
000F5BELS0 a9 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| .cecancacnnanons
000F5BE1&0 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocananann
000F5BE170 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocananann
000F5BELE0 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ueeanaacansnaan
000F5BE130 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocananann
000FSBELRO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocananann
000F5BELBO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ueeanaacananaan
000F5BELICO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocananann
000F5BE1DO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeveocananann
000FS5BELED 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ueeanaacananaan
000F5BELFO 00 00 00 OO0 00 00 OO0 00 OO0 00 00 00|00 00 00 00| .uceenaacananann
000F5BE200 BD 9% 90 5C 01 ED 30 EF R4 7E 66 13 D7 9& BR DD 30y i=in~f, x3°¥
000F5BE210 F2 54 Rg Rg A3 gF OB 92 24 1F 00 00 00 00 00 00 (o N T
[Byte position: 28; Row: 59559; Address: 2572] 4 |l ] » || Q00FSBE22D 00 00 00 00 00 00 00 00 00 00 00 0000 00 00 081 ..eeeeeeencennns -

Address: 257679364 Selected:




This time we got an interesting set of data out of UBIFS

0 Home.dat

™0 LastRoute.dat

0 Work.dat

ﬂ LastDestinaticn.db

0 ApplicationTimeStamp.dat

i POICategoryFilkerMapView.dat
i POICategoryFilterSearch.dat
m PreferredAddress.db

19/12/2018 3:07 prm
21/03/2018 5:54 pm
19/12/2018 3.0
10/10/2018 2:35 am
19/12/2018 3:04 pm

18/05/2015

7 pm

L

125 pm
18/05/2015 5:25 pm

15/09/2018 4:50 pm

Table: | || NavigableLocation

v =

=]

Mew Record

Delete Record

id

address

|Filter

Filter

10 10
11 11

12

13 13

BLOE

L]

|=| =

1-130f20 =/ | =]

Go to:

Mode: |Binary Import Export Set as NULL
0ooo 00 00 00 10 00 43 00 41 00 &4 00 64 00 72 00 65 | ..... C.Addr.e
0010 00 73 00 73 00 OO0 OO 1c OO 55 00 6 00 69 00 74 | .s.s5..... oni.t
0020 00 65 00 64 00 20 00 4b 00 69 OO0 Ge OO0 67 00 64 | .e.d. .K.i.n.g.d
0030 00 &f 00 &d OO 0O OO O6 QO 47 00 42 00 52 00 OO0 | .oom..... G.B.R..
0040 00 Oe 00 42 00 65 00 &c OO0 66 00 61 00 73 00 74 .B.e.l.f.a.s.t
0050 00 00 00 1a 00 4d OO0 79 00 20 OO0 4c 00 61 00 &4 | ..... My, .L.a.d
0060 00 79 00 73 00 20 00 52 00 of OO0 61 OO0 o4 ff ff | .y.s. .R.o.a.d..
Qo7o ff ff 00 OO OO 02 OO 32 ff ff ff ff ff ff ff ff | ....... 2
00a0 00 00 00 06 00 42 00 54 00 36 00 00 00 Oe OO 42 | ..... B.T.G..... B
0090 00 65 00 6c OO 66 OO0 61 QO 73 00 74 OO OO0 00 OO |.e.l.f.a.s.t
00a0 00 00 00 00 40 4b 4b c1 69 c2 3b 79 c0 17 a4 28 | ....GKK.i.;y (
00b0o 4d fc e3 15 01 ff ff ff ff ff ff ff ff 01 M e
Type of data currently in cell; Binary Apply

190 byte(s)

my ladys road 2

2 My Ladys Rd

=% , ey =
® ©® @ @
o - e Ne
Wyznacz Zapisz W poblizu Wyslijna  Udostepnij
frase telefon

® 2 My Ladys Rd, Belfast BT6 8HU, Wielka Brytania

@ Potwierdz lub popraw te lokalizacje

WysSwietlona lokalizacja jest niedokiadna

Zaproponuj zmiane dotyczaca: 2 My Ladys Rd

9+ Dodaj brakujgce miejsce
%, Dodaj swojg firme
[©  Dodaj etykiete



Xiaomi smart home gateway/hub V2 DGNWGO05LM
(sacrificed own hub in the name of science)
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Analog PCB (power management, pwm led controller, leds, etc)




Digital PCB (ZigBee, Wi-FI modules)
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Digital PCB (MCU, NAND, RAM)

TSOP48 NAND




A bit of tranformations of physical image...as always

[ Wisual Mand Reconstructor - Xiaomiv2_DGNWGOSLM_SashaHome — O -
Warkspace Plugins Databases &
r_‘:\. Insert area Solution type: Controller: Author: Rusolut  Premium Support @l':
S = Skip area Device type:  Memaory chip Dz 2CDAS09506 is active till :_]@
Delete Copy  Paste  Open  Send solution i A Device name:  Number of memaory chips: 1 07 Mar 2024 | Mew updd *
images to Db Extract area | 2 Finout: Mumber of crystals: 1 Help center available
Element functions Positi... Solution

-

1Fﬁ'‘.."'."n::urk;sg:uar:ne: o

W
oy

i

0 o S

---EEERELE

E Event log explorer
Last active selection: address selected [ 0.20 -::;.U




",
Open file | “\SERVER\fileserver\R&DWOT\SmartHubs'\XiaomiV2_DGNWG05LM_SashaHome\UElbin
ruSoLLEI
4 |JBl Image Sequence 181300907 |-> &3 drWxr WK 2 1228 1835 a 81.81.197@ @@:86 bin
4 BIFS Valume rootfs -» 286 drWXr WK 2 1228 1835 a8 28.87.2018 82:1@ dev
Root -» 287 drWxrwxrn 49 1828 1835 5 B9.89,2022 85:87 =tc
-» 1248 Lost inode of file lib
-» 1547 Lost inode of file mnt
-» 1544 Lost inode of file opt
-» 169@ Lost inode of file run
-» 1846 Lost inode of file tmp
-» 1845 Lost inode of file sys
-» 5776 Lost inode of file var
-» 1848 Lost inode of file usr
-» 5815 Lost inode of file wpa
-» 285 drWxrwxrn 2 1828 1835 5 28.87.20818 892:18 boot
-» 886 Lost inode of file home
-» 1493 Lost inode of file lumi
-» 1689 Lost inode of file proc
-» 1891 Lost inode of file shin
-» 1546 Lost inode of file media
-» 5836 Lost inode of file .cache
File iNum Access Mumber of links UID GID Size Date MName
65 drerwrna | 2 102811035(0 01.01.1970 00:06 | bin
206 drexrwoormex | 2 102811035(0 28.07.2018 02:10 | dev
207 dreneranona | 49 1028(1035|0 09.00.2022 05:07 |etc
0 0 0 0 0 Lost inode of file lib
0 0 0 0 0 Lost inode of file mnt
0 0 0 0 ] Lost inode of file opt
0 0 0 0 0 Lost inode of file run
0 0 0 0 0 Lost inode of file tmp
0 0 0 a ] Lost inode of file sys
0 0 0 0 0 Lost inode of file var
0 0 0 0 0 Lost inode of file usr
0 0 0 a ] Lost inode of file wpa
205 drerwrna | 2 102811035(0 28.07.2018 02:10 | boot
0 0 0 0 0 Lost inode of file home
0 0 0 0 0 Lost inode of file lumi
0 0 0 0 0 Lost inode of file proc




Quick Hex analysis reveals the WiFi SSID and password in plain text :D

a; Copy 0 X RS ETdS

00 01 02 03 04 05 06 07 08 09 OA 0B OC 0D OE OF =

0010210010 2D 39 6C 1E 05 20 0A 09 65 78 65 63 20 2A 78 01 -91.. ..exec *x.
0010210020 09 77 20 26 20 20 OA 66 69 20 20 0A 0A 11 00 00 w & i .....
0010210030 31 18 10 06 A4 02 D8 7A 0B 46 08 00 00 00 00 00 1...%.02.F......
0010210040 C8 00 00 00 01 00 00 00 49 02 00 00 00 00 00 20 I )

0010210050 00 00 00 00 00 00 00 00 /98 00 00 00 00 00 00 OO} ........ o el aT w ta el i
0010210060 63 74 72 6C SF 69 6E 74 65 72 66 61 63 65 3D 2F ctrl_interface=/
0010210070 76 61 72 2F (72 75 6E 2F |77 70 61 SF |73 75 70 70 var/run/wpa_supp []
0010210080 6C 69 63 61 6E 74 0A 75 70 64 61 74 65 S5F 63 6F licant.update_co
0010210090 6E 66 69 67 3D 31 OA 0A 6E 65 74 77 6F 72 6B 3D ig= -
0010210080 7B OA 09 73 73 69 64 3D 22 58 69 61 6F 6D 69 SF {..88id="Xiaomi_
00102100B0O 32 42 34 42 22 0A 09 73 63 61 6E S5F 73 73 69 64 2B4B"..scan_ssid
00102100C0 3D 31 0A 09 70 73 6B 3D 22 36 34 32 47 74 36 32 1..psk="6=_ .
00102100D0 21 36 22 0A 09 6B 65 79 S5F 6D 67 6D 74 3D 57 50 ="..key _Nghit=NP
00102100E0 41 2D 50 53 4B 0A 09 70 72 6F 74 6F 3D 57 50 41 -PSK. .proto=WPA
00102100F0 20 57 50 41 32 0A 7D OA 31 18 10 06 83 5C EB BF WPA2.}.1...f\&;

0010210100 09 43 D7 C5 72 31 DE 60 84 00 00 00 00 00 70 3D .CxAr U p=
0010210110 00 00 10 00 00 00 90 7E 01 00 00 00 /00 00 02 00| ...... Bogsaamoen
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File Edit Format View Help One record
decline_file /var/udhcpd.decline ~
auto_time 960
interface br@
start 192.168.250.10
end 192 168 256260 -
option lease 86400 Lease time, sec
min_ledse 29
option subnet 255.255.255.8
option router 192.168.250.1
option dns 192.168.258.1
option dns 192.168.258.1
option domain Home
interface brgt
start 169.254.1.2
end 169.254.1.2
option lease 86480
min_lease 3@
option subnet 255.255.255.8
option router 169.254.1.1
option dns 169.254.1.1
option dns 169.254.1.1
option domain Home e
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Edit Format View Help
/var/udhcpd.decline
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