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Mercedes AMG C43 (real case)

FLASH DATA RECOVERY & DIGITAL FORENSICS SUMMIT 2023
https://www.drive.com.au/reviews/2019-mercedes-amg-c43-coupe-review/



Multimedia Interface Control Unit



Board
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BGA63 (prototyped)



Dump processing



Yet Another Flash File System. Literally. YAFFS2
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Files extracted from YAFFS2
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BMW 3 F30 (online scrap yard)
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https://flib.samar.pl/400/600/483603c0bb7f0610535.webp



Multimedia Unit



Internal boards



Internal boards



Reading TSOP48...



Dump adjustment for further parsing



UBI+UBIFS - very popular FS in vehicles and other devices  (smarthubs, routers, etc)



No user’s data was found here. Only system data on TSOP48



Missed another eMMC memory 
chip on the other side of board!



It was recognized in eMMC adapter, so easy job to read it



Files extracted from file system on eMMC



Call logs



Last destinations



Phonebook



Phonebook



Citroen C3 Aircross (real case)

https://www.media.stellantis.com/cache/5/d/2/3/a/5d23ad9b4e8de027a02baa065b55bbbd1d1c5168.jpeg



Multimedia Interface Control Unit

Great view!

https://bi.im-g.pl/im/c8/9e/15/z22668488IH,Citroen-C3-Aircross.jpg



We only got a dumps from the case.
It was Continental NAC_EUR_WAVE2 computer.
Single 1GB Micron 29F8G08ABACA TSOP48 chip.



The page layout was unusual with some data bytes shifted and dummy bytes 
inserted



Page structure had to be adjusted right after ECC correction



UBIFS again!



This time we got an interesting set of data out of UBIFS



Xiaomi smart home gateway/hub V2 DGNWG05LM
(sacrificed own hub in the name of science) 



Analog PCB (power management, pwm led controller, leds, etc)



Digital PCB (ZigBee, Wi-FI modules)



Digital PCB (MCU, NAND, RAM)

TSOP48 NAND



A bit of tranformations of physical image...as always



File system is “slightly” corrupted (or just another modification of UBIFS...research required)



Quick Hex analysis reveals the WiFi SSID and password in plain text :D



Router CALIX 844E-1 (real case)

https://telecomcauliffe.com/wp-content/uploads/2021/05/TELECOMCAULIFFE_PICS-TELECOM_For-Sale-Calix-813G-1-GigaCenters-100-04800_05.21.png



Web access – no password (seized device) 



Board and chip (TSOP48)



NAND reading



UBIFS...again!!!!



DHCP leases log



DHCP leases log

Lease time, sec

MAC Addresses
Device name 

One record

Leased IP Addresses



IP address rent-time is 24 hours, so all devices mentioned in the UDHCPD.leases file 
were connected to the network within 24 hours, starting from file creation date

Lease time – 24 Hours

05/08/2021 
01:31:34

File creation date



Thank you!!!
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