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NAND FLASH MEMORY IS EVERYWHERE

*  CAR INFOTAINMENT SYSTEM
*  PORTABLE STORAGE (CARDS, FLASHDRIVES, ETC)
*  SMARTPHONES —
- TABLETS
*  DRONES A
*  SATNAV SYSTEMS

*  WEARABLES/SMARTWATCH Ll
« LAPTOPS |

»  SOLID STATE DRIVES L

* VOICE RECORDERS e G S
*  MULTIMEDIA PLAYERS o o
* SMARTTV

* INTERNET OF THINGS e
..AND MUCH MORE... :
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FLASH MEMORY DEVICES AND THEIR PROBLEMS

* USB FLASH DRIVES
* SMARTPHONES
e TABLETS

« MEMORY CARDS (SD,
MICROSD, CF, ETC)

* SSD

* SSHD

* DVR

* GPS NAVIGATION SYSTEMS

* DRONES

* OTHER DEVICES



NAND FLASH TECHNOLOGY USED IN CAR SYSTEMS

ﬁééhhhﬁﬁﬂﬁﬁﬁﬂﬂﬁhﬁﬁﬁﬂnu
*

SO0 00.8.5.0.0.0.0.0.6.06.0 LN
000 vO., ;;._vA ) 00 000000 00 ¢G<04 )

Pols
(0o 0 0707000707670

®. 2.
190%0%0 %% % > 0% %0 000 0 0 070 0 0 0% 0 e % %0

OOOOOOKE.
v

LX)

PG

2

)
0.0
+»

\J

S

/

L/
<

L/
>
P

Yo

e
0
.9
.90
o

@

£

4

)

.
4§ &
M

S/

\/
@

J’
»
S

%
'

)
NS

®
»

A

."%

R
RIPG
PRI

3

R
-3
-~

. ...
P G e

LRSI IR IR IR
OOOK

. :
QA

eMMC

S

i}
.O uv.rd

0.009'.

L
P
[y
P
.
.
.
.
.
©
Pa
.
é
v

XSSO
0207000 ¢
eonouonononoutooooooooooooooo\._‘ 4% %%
(2505255055 e DX
0%0% %% %00 %% %0 e e Yt it et o 1
505050505 IOOOOOOON

0»0.0H0H0M0000Q LOOCOOOOOOR XD

L

ceeeerer e

-
00000000000 o 0 e e Yoo

A OCOOCOOCE LK )

*

L2 K
FR TR TATYAY

€

-

OO
2 3¢ SOOOOOOOOON

@&

N ) Q»,A,Mh
fu, “w.hci d

®

-

W

.....

= A
o
- T e e g G
XXX KKK KK

oeceer

D@ ®

-




NAND FLASH TECHNOLOGY USED IN CAR SYSTEMS
RAW NAND
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NAND CHIP UNSOLDERING

CERAMIC INFRARED
HEATER




CHIP-OFF APPROACH




CHIP-OFF DATA RECOVERY METHOD ADVANTAGES

> NO RISK OF OVERWRITING DATA AND LOSING DEVICE LOGS

> ACCESS TO DATA ENSURED BY PASSWORD
> ACCESS TO ALL DATA STORED ON THE DEVICE

> ABILITY TO RECOVER DATA FROM DAMAGED DEVICES

> ACCESS TO DELETED VIA STANDARD INTERFACE DATA



VISUAL NAND RECONSTRUCTOR
HARDWARE




CHIP-OFF
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VISUAL NAND RECONSTRUCTOR
SOFTWARE

|4+
Waorkspace Flugins Databases
r_\:L Insert area Device type: Memary chip Dz Premium Support
[ / = - . Device name:  Mumber of memaory chips: 1 is active till
Faste | Open  Send solution Skip area Pinout: Number of crystals: 1 07 Mar 2024
images to Db Extract area Contraller: Help center
Element functions Positi... Solution

&Workspace x

Elements <
Dump operations
Block list operations
Other
Physical
0 O
Bad byte Bad bit
col, remover col, remover
m ECC n Inversion
0« O~
m Unite ﬂ Offsets
Lagical
image
@ Hide Al-powered
n AU XOR n CBM XOR
n FC XOR n IS XOR
n ITE XOR n SMXOR
@ Hide additional
@ Separate m Rotate
Block
n arranger m Data area
5 Phison
m Edit n dynamic XOR
Eit
m verification m ERIERS

=ams

Parameters

Enter filter string

¥ Volumed (Microsoft FAT32) NIKON D%0 15.02 GE » Root ® DCIM » 100NCD30

el I':‘lDump

F

Volume® [Microsoft FAT32)
4[] root
4[] |pam

] | 10omcpeo

[ 101mcoeo
[ 10z2ncDe0
- FaTO
S FAT
~ FsInfa

Nan'?e

O .

[ [#) psc_31s4
[ [ psc_315s
[ [ psc_31s6
[ [€] psc_31s7
[ [ psc_s1ss
[ [=] psc_31se
[ = [#) psc_31e0
1 [ psc_s161
]+ [€] psc_31e2
[+ [s) psc_3163
[+ [=] psc_3164
]+ [€] psc_31es
[+ [ psc_31e
[ [# psc_3167
[ [ psc_s1es
[ < [=] psc_31s8
[ [#] psc_3170
] [ psc_z171
[ [#] psc_3172
[ [4] psc_3173
] [=] psc_3174
[ +# [=] psc_317s
[ [¢] psc_3178
[ [ psc_s177
[ [ psc_317s
[ [4 psc_317e
[+ [=) psc_31s0
[ [ psc_z1a1
[+ [¢] psc_3182
[ - [4] psc_31a3
]+ [€] psc_3184

[ e S

Ext Size

Last modified

5.84 MB 07/25/2016 14:46:36
5.56 MB 07/25/2016 14:46:42
5.51 MB 07/25/2016 14:46:44
6.20 MB 07/25/2016 14:48:24
3,78 MB 07/25/2016 14:4%:32
6.56 MB 07/25/2016 14:53:40
6.38 MB 07/25/2016 14:53:52
6,60 MB 07/25/2016 14:54:12
6,34 MB 07/25/2016 14:54:18
5.98 MB 07/25/2016 14:54:18
6.15 MB 07/25/2016 14:55:10
5,14 MB 07/25/2016 14:55:44
6.11 MB 07/25/2016 14:56:50
6.15 MB 07/25/2016 14:57:20
5.29 MB 07/25/2016 14:58:10
5.39 MB 07/25/2016 14:58:26
4,99 MB 07/25/2016 14:59:08
5.54 MB 07/25/2016 15:11:40
5.77 MB 07/25/2016 15:11:46
5.70 MB 07/25/2016 15:11:50
541 ME 07/25/2016 15:12:00
5.60 MB 07/25/2016 15:12:08
5.61 MB 07/25/2016 15:12:10
543 MB 07/25/2016 15:12:16
5.93 MB 07/25/2016 15:12:16
5.67 MB 07/25/2016 15:12:18
582 MB 07/25/2016 1512118
512 MB 07/25/2016 15:13:08
5.38 MB 07/25/2016 15:13:14
5.35 MB 07/25/2016 15:13:30
490 ME 07/25/2016 15:15:14




NISSAN JUKE(ONLINE SHOP)




CAR MULTIMEDIA SYSTEM




SJCARMULTIMEDIA UNTT

@BOSCH " “i9g635 259153V 1A E D302 006 034 43F
PART NO. 7 513 750 206 Production Date: 10.2015 | “°firoserews

, NISSAN PART NO. G —
259153VV1A
Model name: LCN2K58A00 | M5x8 max.
DNN: 226556
MH: 006 HW: 034
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CHIP READING BY THE
CONTROLLER INTERFACE

BGA 100 eMMC
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& |4+

Workspace Plugins Databases

&

Delete Copy Paste

B

Open Send solution
images to Db

Element functions

Dump operations

Block list operations

® Hide Al-powerad

AU XOR
FC XOR

ITE XOR

() Hide additional
Separate

Block
arranger

@
=

erification

=

Shadow
copy

S ELELLE

Other
Physical

0 @

Bad byte Bad bit

col. remover col. remover
@ ECC n Inversion
0- 0O~
m Unite n Offsets

Logical

image

CBM XOR

15 XOR

SMXOR

Rotate

Data area

hison
ynamic XOR

m oo
=
=
(]

o

Concatenate

RESE868 aes

Skip area

==| Extract area

[13]
—/
Dump
viewer

mbler

Dump functions

$Workspace b4 hy image 0

Elements <

Mount Unmount Unmount Find
dump dump R: drive ECC

Dump analysis functi

b4 Parameters

Enter filter string np

“ Element

FILE SYSTEM

ﬁ, % Selected: eMMC 0 Premium Support

. is active till
Page: - 07 Mar 2024
g Blodk - Help center

Fasiti...

¥ MER » Volumel (EXT-family) Amp/mount 900.02 ME » Root »

MER.

Volume( (EXT-family) Atmp/mount 900.02 MB

Name 0 4[]  Root

4 Dump
Length [bytes) 0

Inherit structure Can not calculate s

4 eMMC

CETTTI | Generic- SD/MMC -

bin
boot
dev
etc
home
include
lib
lost+found
media
mnt
opt
proc
shin
share
shared
sy5

usr

Ooooooooooooooooon

var

Volumel [EXT-family) Amp/mount/var/opt/bosch/region_static -

4[] | Root

EUR

lost+found

O
O

Volume2 (EXT-family) fvarfopt/bosch/dynamic 699.93 MEB

4[] | Root

airbiquity
ffs
lost=found
media
navstorage
processes
505

1joooooogd

Ooooooooobooooooobogoood

Mame

home

include
lib

lost=found

media

mnt

opt

proc

shin

share

shared
sy5
usr

var

cc_label

B
|j lenZkai_version
B
O

rfs_version

tmp

Ext Size Last modified

02/25/2015 11:47:00

08/05/2014 16:21:49

08/05/2014 15:29:31

02/25/2015 11:56:44

04/03/2013 11:07:34

08/05/2014 16:21:26

02/25/2015 11:56:43

02/25/2015 12:04:27

08/05/2014 15:29:31

08/06/2014 03:32:31

02/25/2015 09:42:09

08/05/2014 15:29:31

02/25/2015 11:47:00

08/05/2014 16:21:26

02/25/2015 11:56:43

08/05/2014 15:29:31

02/25/2015 09:42:09

02/25/2015 09:42:09

tet 167 bytes 08/30/2014 10:43:02
et 31 bytes 02/25/2015 11:44:36
bt 41 bytes 08/06/2014 03:33:38
& bytes 02/25/2015 12:05:01




SQLite Carver — DATABASE TEMPLATE

i [re—
ﬂ =y V3 3 it % B &l
[ AE'E " b | | max i) 6:5
Check Save Save Check file | Create unallocated Caorrect Correct Caorrect selected  Android data | 5CLite J Refresh
headers image selected system data dump allocated unallocated files data extractor carver
ECC —
r':LEF‘h!.-' image shadowCopy 0 X
¥ MER * Volume?2 [EXT-family] fvar/opt/bosch/dynamic 699,93 ME » Root » ffs #
(] | sooxds0 - Name ) Ext Size Last modified
[]  keyboard [m]
4[] 1ocales O, 3D 01/01/1970 00:00:03
|:| errarhisg L] p ccademao 01/01/15970 000003
4[] modules ], CFG 02/25/2015 0%:42:09
1| | history 1, dg 02/25/2015 09:42:09
4[| keyboard ] tpra 01/01/1970 00:00:13
L] layouts 1, datapaol 07/08/2016 11:47:27
L] modal ], myPOIs 05/28/2013 12:20:13
[ 1 paging O, sdshmi 01/01/1970 00:00:04
L1 fwr ] . siriusxm 02/25/2015 054223
L] locales (] . | PDATA_MNGR_LM DAT 119,70 KB 12/19/2017 10:46:16
4[m] g [ | phone_config dat 808 KB 01/05/2017 12:29:40
4[] 3D [ # | phone_db db 41.00 KB 01/05/2017 12:2%:41
[ ] shaders O ) 00:00:42
[]  ccademo ] SQlite carver n? 08:31:23
4[] cFG ] 7 Select mode: 7104616
L1 naw 8 Get carving templates for all tables
4[]l g () Get carving templates for selected table |Enter table name
L1 voice () Empty carving template
L] |cpra
4[| | datapool Next
[ -




SQLite Carver - LIST OF TABLES

Case Master table records

i

template

| Source
phone_db.db

TAELE MAME
1 fli_phonebook_01
2 fli_phonebook_02
3 num_phonebook_01
4  num_phonebook_02
5 phonebook_ 01
& phonebook_02
7 sdsChecksum_01
& SdsChecksum_02
9  sdsContact_01
10 SdsContact 02

11 sqlite_sequence

ot fcrstetaming #=—— EXPORT TEMPLATE BASED ON THE SELECTED TABLE

Eﬂ,MasterTable X Er=F'h3.rimag;|e shadr wiory O ® Workspace

50L

GREATE TABLE num_phonebook_02 num_id’ INTEGER PRIMARY KEY AUTOINCREMENT NOT NULL UNIQUE, ‘number VARCHAR(2S), ‘num_search_int’ INTEGER, "num_type’ INTEGER, "entry_id" INTEGER NOT NULL)

CREATE TAELE phonebook_01 ["entry_id’ INTEGER PRIMARY KEY AUTOINCREMENT NOT NULL UNIQUE, ‘first_name’ VARCHAR(161) COLLATE phoneColl, 'last_name’ VARCHAR[161) COLLATE phoneColl, ‘source’ INTEGER, ‘numbers’ INTEGER)
CREATE TABLE phonebook_02 [‘entry_id’ INTEGER PRIMARY KEY AUTOINCREMENT NOT MULL UMIQUE, ‘first_name’ VARCHAR(161) COLLATE phoneColl, ‘last_name’ VARCHAR(161) COLLATE phoneCall, ‘source’ INTEGER, ‘numbers’ INTEGER)
CREATE TABLE SdsChecksum_01 [CheckSumld INTEGER PRIMARY KEY AUTOINCREMENT NOT MULL UNIQUE, DevicelD INTEGER, Source INTEGER, Sorting INTEGER, CheckSum INTEGER)

CREATE TABLE SdsChecksum_02 [CheckSumld INTEGER PRIMARY KEY AUTOINCREMENT NOT NULL UNIQUE, DevicelD INTEGER, Source INTEGER, Sorting INTEGER, CheckSum INTEGER)

CREATE TABLE SdsContact_01 [ContactiD INTEGER PRIMARY KEY AUTOINCREMENT NOT NULL UMNIQUE, Firstname TEXT, Lastname TEXT, PbSource INTEGER)

CREATE TABLE SdsContact_02 [Contact!D INTEGER PRIMARY KEY AUTOINCREMENT MOT NULL UMIQUE, Firstname TEXT, Lastname TEXT, PbSource INTEGER)

CREATE TAEBLE sqlite_sequence[name,seq)



@SQLite carnver X

“ | Source

Dump

~ | Template

I-".:Ph;t'imagel}

SQLite CARVER — NUM_PHONEBOOK_01 TABLE

5‘_ SQLite carver

o Phy image shadowCopy_0

) ] 3 ] ) ] 0 ) ek et [Ty

* Waorkspace

Eﬂ,SQLite carver >

~ | Source

Dump

v | Template

| Search

=:Phyimagei}

8 solite carver

&% Phy image shadowCopy_0

* Warkspace

| || || | &
[] show in table Show in table Show in table Show in table Show in table
- . p Carved data
num_id number num_search_int num_type entry_id
Serial types: Serial types: Serial types: Serial types: Serial types: |_G"°""|:I by: | Mone “
Type 0 (NULL) [ Tvpe O {NULL) Type 0 [MULL) Type 0 (NULL) (] Type 0 (NULL)
|:| Type 1(1 byte) |:| Type 1 (1 byta) Type 1 (1 byte) Type 1 (1 byte) Type 1 (1 byte) O rawid number num_search_int A num_type N entry_id % Position Algorithm Encoding
[] Type 2 (2 bytes) [] Tvpe 2 (2 bytes) Type 2 (2 bytes) Type 2 (2 bytes) Type 2 (2 bytes)
[ Type 3 (3 bytes] ] Type 3 (3 bytes) Type 3 (3 bytes) Type 3 (3 bytes) Type 3 (3 bytes) 7 078333 -2093649147 2 43 20362 N152 N3 N4 NS
[] Type 4 (4 bytes) [] Tvpe 4 (4 bytes) Type 4 (4 bytes) Type 4 [4 bytes) Type 4 (4 bytes) 79 43 068327 -2094565991 2 42 20336 M1 S2 M3 N4 NS
[] Type 5 (& bytes) [] Tvpe 5 (6 bytes) Type 5 (& bytes) Type 5 (6 bytes) Type 5 (6 bytes) 50 47 0EG24E 1645501442 5 21 20410 N1 S2 N3 N4 NS
[] Type 6 (& bytes) [] Type 6 (8 bytes) Type & (2 bytes) Type & (8 bytes) Type 6 (2 bytes)
[] Float (3 bytes) [] Float (8 bytes) [] Float (2 bytes) [] Float (3 bytes) [] Float (3 bytes) 81 41 067513 1964210007 2 40 20434 N1 52 N3 N4 NS
[ Type & 0) ] Tvpe (0] Type 8 (0] Type & (0) Type 8 (0] 82 40 049093 1868385694 2 39 20458 152 N3 N4 NS
[] Type 3 (1) [] Tvpe 3 (1) Type 9 (1) Type (1) Type 9 (1)
I:l BLOB BLOB I:I BLOB l:l BLOB l:l BLOB a3 38 061934 422851881 2 36 23662 N1 52 N3 N4 NS
[] string String [] 5tring [] String [] string 84 37 066415 1679128626 2 35 23686 M1 52 M3 N4 NS
UTEB v 85 36 067702 1997046807 2 34 23710 N152 N3 N4 NS
[] setrange [] set size [] setrange Set range [] setrange 36 35 +3367¢ 1967194946 2 33 23734 N1 S2 N3 M4 NS
Min Min Min Min 1 @ Min a7 34 060945 155527523 2 33 23760 N1 52 N3 M4 NS
Max Max Max Max s | | max 88 33 067642 1934188735 2 32 23784 152 N3 N4 NS
[] Useregex
&89 32 06B24E 1648891442 2 3 23808 N1 52 N3 N4 NS
90 31 061445 340084100 2 30 23832 N1 52 N3 N4 NS
# | search 91 30 066603 1711485525 2 29 23856 N1 52 N3 N4 NS
Start address ﬁ@ 92 29 096153 1632847190 2 28 23880 N1 52 N3 N4 NS
|
c d dat 93 23 095494 1418985880 2 27 23904 N1 52 N3 N4 NS
arved data
|Group B Hone v o4 27 067272 1920094495 2 26 23928 N1 52 N3 N4 NS
: 95 26 068097 1620545905 2 25 23952 N1 52 N3 N4 NS
E rowid number %/ num_search_int AT num_type A entry_id 57 Position Algorithm Encoding 96 25 0663 1670939236 2 24 23976 N1 52 N3 M4 NS
12 28 0vTTE 2005107079 2 27 4450 N1 52 N3 N4 NS a7 24 062052 542278756 2 23 24000 M1 52 N3 N4 NS
13 27 06203 540311894 2 26 4474 W1 S2 N3 N4 NS 98 23 068576 -2055846887 2 23 24024 N1 52 N3 N4 NS
14 26 04904 -1874235048 2 25 4488 N1 S2 N3 M4 NS 99 22 +3365° 1368885143 2 22 24048 N1 S2 N3 N4 NS
15 25 02318 830494727 2 24 4522 W1 52 N3 M4 NS 100 21 06B277 1651975512 2 21 24074 N1 52 N3 N4 NS
16 24 04904 -1874373516 2 23 4546 N1 52 N3 N4 N5 e 20 06090¢ 151593344 2 20 24098 N1 S2 N3 N4 N5



5 saLite carver 3¢ f A TLY

~ | Source
Dump

~ | Template

Lo/ [ e[ [ 2

E SOLite carver

SQLite CARVER — PHONEBOOK_01 TABLE

@ SQLite carver 2

% Phy image shadowCopy_0

* Workspace

| [] Check header length |

| NTEGER
Show in table
entry_id
Serial types:
Type 0 (NULL)
[ Type 1101 byte)
[] Type 2 (2 bytes)
[] Type 3 (3 bytes)
[] Type 4 4 bytes)
[] Type 5 (6 bytes)
[] Type 6 (3 bytes)
[] Float (8 bytes)

Show in table
first_name

Serial types:

] Type 0 (HULL)
[] Type 1 (1 byte)
[] Type 2 (2 bytes)
[] Type 3 (3 bytes)
[] Type 4 (4 bytes)
[] Type 5 (6 bytes)
[] Type 6 (8 bytes)
[] Float (8 bytes)

Show in table
last_name

Serial types:

] Type @ (NULL)
] Type 1101 byte)
[] Type 2 (2 bytes)
[] Type 3 (3 bytes)
[] Type 4 4 bytes)
[] Type 5 (6 bytes)
[] Type & (8 bytes)
[] Float (8 bytes)

Show in table
source

Serial types:

Type 0 (NULL)
Type 1 (1 byte)
Type 2 (2 bytes)
Type 3 (3 bytes)
Type 4 (4 bytes)
Type 5 (6 bytes)
Type 6 (8 bytes)
[] Float (8 bytes)

Show in table
numbers

Serial types:

Type 0 [MULL)
Type 1 (1 byte)
Type 2 (2 bytes)
Type 3 (3 bytes)
Type 4 (4 bytes)
Type 5 (6 bytes)
Type 6 (8 bytes)
[] Float (8 bytes)

[] Type 8 (0) [] Type 8 (0) [] Type &(0) Type & [0) Type & (0)

[] Type9(1) ] Type 9 (1) [ Type (1) Type 9 (1) Type 9 (1)

[] BLOE BLOB BLOEB ] BLOE [] BLOE

[] string string String [] string [] string

UTF-3 o UTF-2 o

[] set range Set size 5et size Set range set range

Min Min 1B | | min 1B | | win 1B | | min 1
Max Max 12 | | max 12 | | max s | | max 35

[] Use regex [] Use regex
~ | Search

Start address

Carved data

o

|Group by:  Mone *

O
4 36
5 34
6 33
7 32
8 b

rowid entry_id W first_name W

Kert
Pierot
Apsara
Lian

George

L
-

last_name % source ¥ numbers W Position Algorithm

1184 N1 5253 N4 NS
1242 N1 5253 N4 NS
1264 M1 5253 N4 NS
1286 N1 S2 53 N4 NS
1304 N1 52 53 N4 NS

Encoding

~ | Source

Dump

¥ | Template

| Search

Start address

Carved data

- Phy image O

5‘. SQLite carver

% Phy image shadowCopy_0

* Workspace

|Group by | MNone ~

rowid entry_idv first_name AT

L
&

16

w1
w

15

)

14

]
=

13

G

12

& 3 858 & 2 3

33

39

-1
ra

38

Bl
w

37

-
e

36

-4
v

34

=
=

33

3

32

=l
(=]

=]

-
w

30

] 3
AR ERRRREARRERR R R E AR R R R A RO
e

29
81 28

Fosition 1 from 158

Cliniques
Christine
Chinois

Canin

Boules

Botero

Elandin
Bernard
auphan
Apsara
Annie
5ag
Johana
Quentin
Kert
Pierot
Apsara
Lion
George
Chinois
Isabel

Fabrice

R R

1

last_name % source W numbers %Y Position

11854
11884
11914
11840
11960
11994
12016
12038
12072
12134
12158
12180
12202
16482
16458
16520
16544
16602
16624
16646
16664
16686
16710
16732

N1
N1
N1
N1
1
N1
N1
N1
N1
N1
N1
N1
1
N1
N1
N1
N1
N1
N1
N1
N1
N1
1
N1

Algorithm

52 53 N4 NS
52 53 N4 N5
52 53 N4 NS
52 53 N4 N5
52 53 N4 NS
52 53 N4 N5
3253 N4 N5
52 53 N4 N5
52 53 N4 NS
52 53 N4 N5
52 53 N4 NS
52 53 N4 N5
52 53 N4 NS
52 53 N4 N5
5253 N4 NS
52 53 N4 N5
3253 N4 N5
52 53 N4 N5
52 53 N4 NS
52 53 N4 N5
52 53 N4 N5
52 53 N4 N5
52 53 N4 NS
52 53 N4 N5

Encading



rum_id number first_name last_name
1 1 0677 Lola
2 2 0B36 Auphan
3 3 66 Auphan
4 4 | Q490 )
FU I_I_ 5 5 0615 Annin_a
& B 0676 Le=z Biens
/ 7 0623 Boules
PHONEBOOK 2 0490 Botero
/g 9 0673 Canin
AROUND 50 10 10 0685 Frangoise
11 11 | 366 Cuentin
RECORDS 12 12 0660 Gilbert  [islbedt £
13 13 0687 PMichele
14 14 066l Filon
HAVE BEEN 15 15 0609 Edmond
16 16 0677 Mitjans
FOUND 17 17 0450
13 18 0610 Bernard
19 19 0619 Parine
20 20 0490 Weck
21 21 0490 Cliniques
22 22 0490 Pompier
23 23 0e27 Pa=zcal
24 24 0490 Peres
25 25 0231 Coudere
26 26 0450 EBlandin
27 27 De20 Christine
28 28 0777 Llexandre
29 29 D662 Fabrice
30 30 0954 Izabel
31 31 062 Chinois
32 32 0663 George




MERCEDES AMG C43 (REAL CASE)

https://www.drive.com.au/reviews/2019-mercedes-amg-c43-coupe-review



MULTIMEDIA INTERFACE CONTROL UNIT

D Mercedes-Benz  A2229004819 /001

Hardware for Enhanced Remote—, Mobility— & Emergency Services

. HERMES 1.6 D: 0700 A 222 901 82 06 ZGS(HW): 001 17/37
e LTE NAFTA EC: 100 A 223 802 72 18 ZGS(SW}: 001 18/03

Type I‘ﬂic; %},ﬁlnp.. Serial No.: J263. 001
NAD SW: 11.787.01.00.1419 Date of Manufacture:  2018/10/10

IMEI: 2418908
ICCID: 890117042725Cnssw

12V ===0.5A o
IC: 6434A-HERMES2 c €

contains IC: 6369A— ME9I19BSS567A

THE PRODUCT COMPLIES WITH DHHS RULES 21 CFR

SUBCHAPTER J APPLICABLE TO THE DATE OF MANUFACTURE.

FCC ID: TBGHERMES?2

containg FCC ID: QISMES19BS - 567A

THIS DEVICE COMPLIES WITH PART 15 OF THE FCC RULES AND INDUSTRY
CANADA LICENCE —EXEMPT RSS STANDARD(S). OPERATION IS SUBJECT
TO THE FOLLOWING TWO CONDITIONS:

(1) THIS DEVICE MAY NOT CAUSE HARMFUL INTERFERENCE, AND

@2) THIS DEVICE MUST ACCEPT ANY INTERFERENCE HECEIVED

INCLUDING INTERFERENCE THAT MAY CAUSE UNDESIRED OPERATION.

Harman Becker Automofive Systems GmbH
Becker ~Goring-Strape 16 “ ! ’
76307 Karlsbad, Germ any l

nufactured in Hungary R==
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BGA63 (PROTOTYPE)




Elements <

Dump operations

Block list operations

Other
Physical

O~ @

Bad byte Bad bit

col, remover col, remover
m ECC n Inversion
0 -
m Unite n Offsets

Logical

image

@ Hide Al-powered

u AU XOR u CEM XOR
n FCXOR n |5 XOR
n ITE XOR n Sh XOR

0 : P : Chipu_u_uE p3

ObjlD:

305 - Last valid time
408 - GP5 fixes

402 - WiFl usage time

DUMP PROCESSING

- -



YET ANOTHER FLASH FILE SYSTEM. LITERALLY. YAFFS2

Yaffs parser

[T [ ﬁ 1.9 Meta data offset G@ Sequence number offset 2048@ = Byte count offset ;105{:@ ﬁ% <:| ,r_’;:>

= 1 =

B v Object Id offset 2052[8]  Block status offset Bl Ho Aad
Block EBlock Read Eyte Sync with
filter  sorter Chunk Id offset 2{)56@ Data status offset @ SA order dump

0B positions

SN d - Workspace

0010ED2EBED 00 00 Q0 00 00 00 Q0 00 OO0 00 00 00 00 00 00 00| .seceecaananannn=

Use Chur Object Type Object |d Chunk ld Sequence nur Byte count Parent’ Mame Permissio UID GID  atime mtime ctime File size Address I 00 01 02 03/04 05 0O 07 08 09 0R @ 0 0 0E 0
0x00 Data (0x00) 0x000401 0x000186  Ox0000113F %0800 0x0010307700 =~ B 0010ED26CO (32 30 31 3% 2D 30 33 2D 30 37 20 30 32 3R 31 33 2019-03-07 02:13
000 Data [0x00) 000401 Cx000187  Ou0000113F w0800 00710302CC0 O010ED26D0 3; 33 31 20 5B 31 33 2E 30 3§ 34 5D 20 47 41 55 :31 [13.064] GRO
T T RTTTENT (T T R o 0010EDZEE0 |32 63 79 63 6C 65 3C 39 3E 3R 73 65 74 44 54 43 icycle<@>:aetDTC
st L 55 il (0303500 0010EDZEF0 |57 61 74 63 63 64 6F 67 52 65 73 65 74 20 57 55| WatchdogReset WU
0x00 Data (0x00) Ox000401  0x000128  0x0000113F 00800 00010303040 0010ED2700 |52 3C 30 78 32 30 30 30 3E 20 6C 61 73 74 20 65| R<0x2000> last e
000 Data (0x00) 0000401 OxDD018A  Ox0000113F 00800 00010304580 0010ED2710 [6E 74 72 79 3R 20 3C 3E 0R 32 30 32 30 2D 30 32| ntry: <»>.2020-02
000 Data (0X00) _ 0x000407 04000166 _0K0000113F__ 0x0615 ooviasnance e D 2 2n 29 50 30 47 41 06 IR 63 39 23 eC &5 s¢| ise) EAvioyeres
- 00 7 . reycle<
0x80 File header (0x10)  0x000402 (x000001 OxDDODED27  OwD10B 0x1  onoff.log 0x81B6 Ox0 Ox) OxSCBOTE4E OxSES1DBBS OxSES1DBEB  (x10B (Ox0010ESBCED 0010ED2740 |33 29 3E 3R 73 65 74 44 54 43 57 61 74 €3 68 £4| 49>:3etDTCHatchd
0x80 File header (0x10]  0x000402 (x000201 OxDDDOS3AS  Ox0000  Ox201 OMCPersishcfg  Ox81A4  0x3F0 (x3FD Ox5685D031 OxSD7990F3 0xSDT990F3 OxD 0x001DF226C0 0010ED2750 |6F 67 52 €5 73 65 74 20 57 55 52 3C 30 78 32 30| ogReset WOR<0x20
0x80 File header (0x10)  0x000402 0x000201 Ox0D00053A8 0x0000  Ox201 OMCPersist.cfg  Ox81A4  Ox3F0 Ox3F0 Ox56850031 (xSD7990F3 OxSDT990F3 0x0 Ox001DFZ2F00 0010ED2760 30 30 3E 20 6C 61 73 74 20 &5 6E 74 72 79 3; 20 00> last entry:
) X 0010ED2770  [3C 32 30 31 39 2D 30 33 2D 30 37 20 30 32 3R 31| <2019-03-07 02:1
Ox80 File header (Dx10)  (x000402 (x000201  0xD0D053AZ w0225 0x201 OMCPersist.cf 0xB1A4  (x3F0 Ox3F0 0x5685D031 OxSDT990F3 xSDT990F3  (x225 (x001DF23FE0
lle header (0x10) Mirersist.ag 0010ED2780 |33 3% 33 31 20 5B 31 33 2E 30 36 34 5D 20 47 41| 3:31 [13.064] GA
Ox80 File header (0x10]  0x000402 (x000401 O0xD00041D4  Ox015C  Ond01  wifi_statisticxml Ox81B0 0x3EB Mx3EB  0x135  (xSD798044 0xSDT98BIE  On1SC  OnOOFESTOO0 0010ED2790 |55 3% 63 78 63 6C 65 3C 39 3E 3R 73 65 74 44 54| Uicycle<9s:setDT
Ox80 File header (0x10)  0x000402 (x000401 0xDDD041D4  0x0000  Owd01  wifi_statisticxml Ox81B0 0x3E3 Mx3EB  0x135  (xSD798E9E OxSDT98EIE O Ox001FESTR40 0010ED27A0 |43 57 61 74 63 63 64 6F 67 52 65 73 65 74 20 57| CWatchdogReset W
O30 File header (0x10)  0x000402 0x000401 Ox000041D4  Ox0000 (401 wifi_statistickml Ox81B0  Ox3E3 (x3E2  Ox135  OxSD798B9B OxSDT93E9E Ox0 Ox001FES3080 OO10ED27BO |55 52 3C 30 78 32 30 30 30 3E 20 6&C &1 73 74 20| UR<0x2000> last
Ox80 File header (0x10)  0x000402 (x000401 0xDDD041D4  0x0000  Owd01  wifi_statisticxml Ox81B0 0x3E3 Mx3EB  0x135  (xSD798E9E OxSDT98EIE Ox  Ox001FESS3C0 0010ED27CO |65 6E 74 72 79 3R 20 3C 3E 3E 0R 00 00 00 00 00| entry: <>>......
ile header (x10) wirl_statistic:xm 0010ED27D0 (00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| weeeeevennannann
B0 File header (0x10)  0x000402 000401  Ox000041D4 w0000 401 wifi_statisticxml  O0x81B0 Ox3EE Ox3ES 135 x5D7928B96 OxSDT92E3E O Ow001FESS100 O010EDZTED a0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| o eeeceeconeones
Ox80 File header (0x10)  0x000402 (x000401 0xD00041D4  Ox015D  Oxd01  wifi_statisticxml Ox81B0 0x3E8 Mx3EB  0x135  OxSD798E9E MxSDTI8BIE  Ow15D Ox001FESA130 0010ED27F0 (00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| ...cooiioiaanaaan
- e 0010ED2B00 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| weeeeevennannann
Ox80 File header (0x10)  0x000402 (x000401 0xD00041D4  Ox015D  Oxd01  wifi_statisticxml Ox81B0 0x3E3 Mx3EB  0x135  OxSD798B9B OxSDT98DFS w150 0x001FEES0CO 0010ED2810 o0 00 00 00|00 00 00 00|00 00 00 0|00 OO DO GO
0x30 File header [0x10)  Ox000402 (x000401  OxD00041D4  (xO15D  Oxd01  wifi_statisticxml Ox81B0 Ox3ES Ox3E8  Ox135  OxSD798B9E OxSD798DFS  Ox15D OxDOTFES9900 0010ED2820 |00 00 00 00 00 0G 00 00 00 00 00 00 00 00 00 00| ..ol TTTTTE
Ox80 File header (0x10)  0x000402 (x000401 O0xD00041D4 w0000  Oxd01  wifi_statisticxml OxB1B0 0x3E3 Mx3EB  0x135  OxSD7T93DFS OxSDT9EDFS Oxd  Ox001FEGA140 0010ED2B30 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| weeeevvennannann
Ox20 File header (0x10)  0x000402 0x000401 Ox000041D4  Ox0000  Oxd01  wifi_statistickml Ox81B0 (x3E3 Ox3EE  0x135  OxSDT9EDFS (xSDT92DFS Ox0  0x001FEGASS0 figggggﬁlg gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg ----------------
. e . [118] S0 (00 00 OO0 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00| @ .ececeeccamemmes
Ox80 File header (0x10)  0x000402 (x000401 O0xD00041D4 w0000  Oxd01  wifi_statisticxml OxB1B0 0x3E3 Mx3EB  0x135  OxSD7T93DFS OxSDT9EDFS Ox0  Ox001FESE1CO 00L0ED2820 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 GOl ool llTTTIT
(B0 File header (0x10)  0x000402 0000401 000004104 w0000 401 wifi_statisticxm!  O0x31B0  Ox3EE Ox3ES 135 x5D7380DF5 OxSDTSEDFS Ol Ow001FEEEADD O010EDZETO a0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| o eeeceeconeones
080 File header [0x10)  Cx0D00402 (x000407  OxD00041D4 w0150 w401 wifi_statisticxml  Ox81B0  Ox3ES On3E2 Ox135  OxSD7S80DFS OxSDTS8DFS  Ox15D  OxOO01FEGCASD 0010ED2BED a0 00 00 00 Q0 00 00 Q0 00 00 00 00 00 00 00 00] .uceuuwcuanananns
%30 File header [0x10)  Ox000402 (x000401 OxD0O041D4  Ox015D 0401 wifi_statisticxml Ox81B0 Ox3E8 Ox3EB  Ox135  OxSD793DFS 0xSD799050  Ox15D Ox001FEGD2CO ::::13;3;:;3 gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg """"""""
Ox80 File header (0x10]  0x000402 (x000401 OxDDD041D4  Ox015D  Oxd01  wifi_statisticxml Ox81B0  Ox3EB (x3ES  Ox135  OxSD79SDFS 0x5D799050  Ox15D 0x001FEGDEO0 0010ED28B0 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| oo
080 File header [0x10]  0x000402 (x000401 OxDDD041D4  OxD000  Owd01  wifi_statisticxml Ox81B0 Ox3EB (x3E8  0x135  (xSD799050 0x5D7990S0 Ox0  Cx001FEGE340 0010EDZECO |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| aueeeeeeneennenn
OxB0 File header (0x10) 0x000402 Cx000401 Ox000041D4  Ox0000  (x401 wifi statisticxm! Ox81B0 Ox3EB (x3E8  Ox135  Ox5D799050 OxSD799050 0x0 0x001FEGEBBD 0010ED2BDO |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..u-ununennnnn-s
080 File header [0x10]  0x000402 (x000401 OxDDD041D4  OxD000  Owd01  wifi_statisticxml Ox81B0 Ox3EB (x3E8  0x135  (xSD799050 0x5D7990S0 0x0  OxO01FEBF3CO 0010ED28Fa |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 GOl .olllTTIIIITTC
080 File header [0x10]  0x000402 (x000401 OxDDD041D4  OxD000  Owd01  wifi_statisticxml Ox81B0  Ox3EB (x3E8  O0x135  (xSD799050 O0x5D7990S0 Ox0  Ox001FEGFCOD 0010ED2900 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| e eeeeeeeeeaeenn
080 File header [0x10)  Ox0D00402 (x000407  Ox000041D4  Ox0150  Owd01  wifi_statisticxml  OxB81B0  Ox3ES Ow3E2 Ox135  (xSD799050 OxSD799050  Ox15D  OxOO1FETOCED 0010ED2510 a0 00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00| .u-eeecuanacann-
- T 0010ED2920 (00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| aueeeeeeneennann
080 File header (0x10]  (0x000402 (x000401 O0xD0D041D4  Ox015D 0401 wifi_statisticxml Ox81B0 Ox3E8 (x3EB  Ox135  (xSD799050 OxSD799084  (x150 OxDO1FET14C0
lle header (x10) SLLSCARIE 0010ED2830 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| wuueeneeneanenns
080 File header (0x10]  0x000402 (x000401 OxDDD041D4  Ox01SD  Oxd01  wifi_statisticxml Ox81B0  Ox3EB (x3E8  0x135  (xSD799050 0x5D799084  Ox15D 0x001FET1DO0 0010ED2240 |00 00 00 00 00 00 00 90 00 00 00 00 00 00 00 00| oo
080 File header [0x10]  0x000402 (x000401 OxDDD041D4  OxD000  Owd01  wifi_statisticxml Ox81B0 Ox3EB (x3EB  Ox135  (xSD799084 0x5D799084 Ox0  Ox001FET2540 0010ED2950 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| aeeeeeeeneennann
Ox80 File header (0x10)  0x000402 Cx000401 Ox000041D4  Ox0000  Ox401 wifi statisticxm! Ox81B0 Ox3EB (x3E8  Ox135  Ox5D799084 OxSD799084 Ox0 0x001FET2DB0 ffiggg;gfg gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg ----------------
080 File header [0x10]  0x000402 (x000401 OxDDD041D4  OxD000  Owd01  wifi_statisticxml Ox81B0 Ox3EB (x3EB  Ox135  (xSD799084 0x5D799084 Ox0  Ox0D01FET3SC0 0010ED2980 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @Ol ..olllTTIIIITTT




Qf' LocationPersist.cfgxml
EEﬁmthxgﬂxml
Qf' timeinfo.cgf2xml
Eyﬁmm#&mﬂxm
Qf' wifi_statisticlxml
Qf' wifi_statistic2xml
Qf' wifi_statistic3.xml
Qf' wifi_statisticdxml

|| Location Persist cfg xml E3

FILES EXTRACTED FROM YAFFS2

LocationDataSaved

{

Latitude 1682663912
Longitude 784841424
Velocity 1

Heading 274
LocAttributes 274.39
EllipsoidHeigh 0
Altitude 1216
VisibleSatellites 12
TrackingSatellites 0
Fix 1

GPSVdop 0

GPSHdep 0

GPSPdop 0

Timestamp 0
ValidationFlag true
Year 2019

Month 9

Day 12

Hour 0

Minutes 24

Seconds 2

history size 9
Latitude 0 168267119
Longitude 0 78484386
Velocity_ﬁ-ﬂ

Heading 0 324
LocAttributes 0 324.
EllipsoidHeigh 0 0
Altitude 0 1217
VisibleSatellites 0
TrackingSatellité;_O
Fix 0 4

GPSVdop 0 0O
GPSHdop 0 0
GPSPdop 0 0

Year 0 2019

Month 0 9

Day 0 12

Hour 0 0O

Minutes 0 23
Seconds:o 34

[=] wifi_statistic1.xml E3 ‘

<?xml version="1.0" encoding="UTF-8"2>
Jd<config>
<total connscted tims>904902</total connected tims>
999 <total rx>191936195</total rx>

<total tx>124303838</total tx>
{tmtal_fluw>316240033{It0tal_flmw}

<gurr connscted tims>3006</curr connscted tims>
<curr rx>738407</curr rx>

<curr_ tx>437491</curr tx>

<gurr flow>1175898</curr flow>
L<fconfigr

[=] timeinfo.caf1xml E3

TimeInfo

9
3 {
version 1
deltaValue 4294945688

70001 lastvValidTime 1567867559

1z
12
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INTERNAL BOARDS
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READING TSOP48...




e Wisual Mand Reconstructor - Case — O Y

Workspace Plugins Databases ]
/-\. ﬁ El Insert area Il.m = = q:;L a —  — Iﬁl ) _,? ) —
i = 10 Eg Eg Mk = Cag L
\_/ % = Skip area =" %l Q -] ) e 5 e

comectable erors

Delete Copy Paste Open Send solution Dump  File systern  Yaffs  EBlocks  File File Compute Mount Unmount Unmount Find XOR Codeward &
images to Db Extract area viewer viewer parser map carver assembler MD5/5HAT dump dump R: drive ECC  analyzer analyzer d
Element functions Dump functions Dump analysis functio...
ﬁw::urkspace x
Elements < ? Parameters
Dump operations Enter filter string
Block list operations - 4 Element
Mame 0
Xy Sy Sy S
4 Dump
Length (bytes) 553642128
Physical
m Reader m image Automatic structure
4 ECC corrector
Bad byte Bad bit
@ col. remover col. remover Power | il |
m n ECC codewaords 0 -511/2052 - 2060/73/ ; 5'
ECC Inversion
Page size 7—117—@
n ¥OR n Pair Use buffer
Bytes rotate |:|
m Unite n Offsets ECC map o=@]
DUMP ADJUSTMENT FOR FURTHER | s---. .

:-rﬁ g;c:l M not comectsbe smars .
PARSING e O g
@ Hide Al-powered

||
n AU XOR n CBM XOR [ |
=
n FCXOR n IS XOR .
n ITE XOR n SM XOR .
||
() Hide additional -

@ Separate m Rotate

y




UBI+UBIFS - VERY POPULAR FS IN VEHICLES AND OTHER DEVICES (SMARTHUBS, ROUTERS, ETC)

000FD4AD000
000FD4D010
000FD4D0Z0
000FD4D030
000FD4D040
000FD4D0S0
FD4D06E0
FD4D070
FD4D0ED
FD4D0S0
FDADORO
FD4DOBO
FD4DOCO
FD4D0OD0
000FD4D0ED
000FD4DOFD
000FD4D100
000FD4D110
000FD4D120
OOFD4D130
FD4D140
FD4D150
FD4D1a0
FD4D170
FD4D1E0
FD4D130
O000FD4D1A0
000FD4D1B0O
000FD4D1CO
000FD4D1D0
O000FD4D1EQ

000FD4D280
000FD4D230
O000FDAD2ZR0
000FD4AD2B0O
O0FD4D2C

000FD4D340
000FD4AD350

FYYPYFYT¥yTFyvey

Address:

265605129 Selected:



NO USER’S DATA WAS FOUND HERE. ONLY SYSTEM DATA ON TSOP48

W Car Forensics Project - UBI/UBIFS Parser

— a

X

Open file

\\SERVERMfileserver\COMNFERENCES\2023_Summit\Conference\Sasha\Car_038\Case\UBLimg

ruSnlul:’

4 Bl Image Sequence 2135728040
4 LBIFS Volume ev_fs

4 Root

I bin

I dev

4 gt

X1

dlt

fis

[wm

msr

opt

pki

PPP

rpc

zzh

®dg
nszwitch.conf
mounts.xml
dlt-system.conf
bootwart.conf
mtab

udev

systemd
asound.conf.old
ld.so.cache
Imparameters.par
iproute2
dhdlient-udev-script.sh
modules-load.d
modprobe.d
ConscleKit
dhclient.conf
default

security
polkit-1
dnsmasg.conf
terminfo

el

Parent inode 65
-» 332 drwxr-®r-x 3 8 2 5} B7.82.2819 @9:356 X11
-» 384 drwxrwsr-x 2 2989 28e9 5} B7.82.2819 @9:15 dit
-» 129 drwx------ 4 8 B B A7.82.201% @9:36 fis
-» 298 drwxr-xr-x 5 a8 a 8 B7.82.2819 @9:36 1vm
->» 88  drwxr-xr-x 2 a8 a 8 B7.82.2819 @9:36 msr
-» 78  drwxr-xr-x 2 a8 @ B B7.82.2819 @9:85 opt
-» 285 drwxr-xr-x 3 a a 5] 87.82.2819% @9:34 pki
-> 83 drwxr-xr-x 2 a8 a 8 B7.82.2819 @9:35 ppp
-» 282 -rwXr-xr-x 1 a8 a 1615 17.88.2886 @1:18 rpc
-» 183 drwxr-xr-x 2 8 2 5} B7.82.2819 @9:36 ssh
-» 276 drwxr-xr-x 3 8 g 8 B7.82.2819 89:34 xdg
-» 318 -rw-r--r-- 1 a a 265 A7.82.2019 @8:47 nsswitch.conf
-» 128 -rw-r--r-- 1 a8 a 1818 B7.82.2819 @9:19 mounts.xml
-» 262 -rw-r--r-- 1 a8 @ 9782 16.86.2817 14:32 dlt-system.conf
-» 125 -rw-r--r-- 1 a8 @ 36428 12.89.20817 @8:18 bootwart.conf
-3 268 - rwrwxrw 1 a a 5] B7.82.2819 @9:42 mtab -»> /fproc/self/
mounts
-» 113 drwxr-xr-x 3 a a 8 B7.82.2819 @9:31 udev
-» 338 drwxr-xr-x 2 a8 a 8 B7.82.20819 @9:36 systemd
-*» 194 -rw-r--r-- 1 a a 16944 16.86.2017 14:33 asound.conf.old
-» 188 -rw-r--r-- 1 laga laee 74532 @7.82.281% @9:36 1ld.so.cache
File iNum Access Mumber of links UID GID Size Date MName

332 drwsr-xr-x |3 0 0 0 07.02.201909:36 X11

304 drwxnaar-x | 2 200912009 |0 07.02.2019 09:15 | dIt

129 drwx------ |4 0 0 0 07.02.2019 09:36 | fis

298 drwwr-xr-x |5 0 0 0 07.02.201%9 09:36 | lvm

a0 drwsr-xr-x | 2 a 0 0 07.02.2019 09:36 | msr

73 drwsr-xr-x |2 ] 0 0 07.02.2019 09:05 | opt

285 drwsr-xr-x | 3 0 0 0 07.02.2019 09:34 | pki

83 drwsr-xr-x |2 0 0 0 07.02.2019 09:35 | ppp

282 -rwxr-xr-x |1 0 0 1615 [17.08.2008 01:18 | rpc

103 drwsr-xr-x | 2 a 0 0 07.02.2019 09:30 |ssh

276 drwsr-xr-x | 3 ] 0 0 07.02.2019 09:34 [ xdg

318 -rw-r--r-- |1 ] 0 265 [07.02.2019 08:47 | nsswitch.conf

128 -rw-r--r-- |1 0 0 1818 |07.02.201% 09:19 | mounts.xml

262 -rw-r--r-—- |1 0 0 9702 1160602017 14:32 | dit-system.conf

Axaeeaeasaa
axaeeagasla
Axaeeaeas2a
Axaeaaeas3a
axageaeagan
AxBeaaeagsa
awaeaeeacen
AxBeaae8a7a
AxBease8a3a
Axaeaaeas2a
Axaeeaeaasa
AxaeaaeasEa
Axaeeaeaaca
axaceagasha
AxB0aaeagEs
awaeaeeacra
awaeaecalea
awagaaealla
Axaeasee12a
AxBeesea13a
AxBeeaealds
Axaeeaealsa
Axaeeaealed
Axaeeaealva
axageaealsa
axaoaaealoa
Axaoeaealrn
AxBeescalba
AxBsasealca
axasaagalDa
AxeeeaealEa
axeeeagalra
Axaeeaea2aa
axaceaeaila
axaoeaeaza
awaeaaea2za
awaeaaea24a
awaenaeaisg
AxBeas08268
AxBe880827a
AxBease823a
Axaeeaeaog

HEX file owtput (up to 1824 bytes)
82 81 22 83 94 B85 95 A7 93 @9 8A @B C 8D BE eF |

==== AS(II

| # dhcpd.conf.#.#

Sample configur
ation file for I
5C dhcpd.#..% op
tion definitions

common to all s
upported network
s....option doma
in-name “example
.org";.option do
main-name-zerver
% nsl.example.or
g, ns2.example.o
rg;..default-lea
se-time 688;.max
-lease-time 7208
;.8 Use this to

enble / disable

dynamic dns upd
ates globally..#
ddns-update-styl
e none;..# If th
iz DHCP =zerver i
= the official D
HCP server for t
he local.# netwo
rk, the authorit
ative directive
should be uncomm
ented. .#authorit
ative;..# Use th
iz to send dhcp
log messages to
a different log
file (you also.#

have to hack sy
slog.conf to com
plete the redire
ction)..log-faci
lity local7?;..#
No service will
be given on this
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IT WAS RECOGNIZED IN EMMC ADAPTER, SO EASY JOB TO READ IT

- Visual Mand Reconstructor - Case — O Y

File system viewer -
|l _-—::'J T} 10 % it ﬁ >
i M £ | | £ | | e <‘.:§
Check Save Save Check file | Create unallocated Copy Cop Copy selected { eC Correct Correct selected  Android data  5CLite | Refresh
headers image selected system data dump allocated unallocated files data allocated unallocated files data extractor carver
Shadow copy functions ECC
| =
r'?.'BCop}rO x * Workspace
= Dump » » <
Ll Ileump ‘ol ;I:i
4 S5 MER = ;
| Volumed [EXT-family) fvar 849.02 MB —
| Volume? (EXT-family) /home 36.03 ME B E} [&) m I:g 0 E}
Valume2 (EXT-family] /mnt/lbad 2.76 GB
Volume3 (EXT-family) 398.02 ME m
4 Volumed [EXT-family) /mnt/appData 413.02 MB m
4[] | Rroot
[] oo integrity
| |:| dtuner 2 y
' O s 1 m i
|:| hbshare E}
L] | HifiTuner "
D HifiTuner_evo
LT hmi
L1 b B
|:| last=found
] nav n
[ | saf3godwloader | 8 m
| |:| setup
4 Wolume5 (EXT-family) /mnt/data/nav 24.50 GB
a1 lront i m

E Event log explorer

I Last active selection: address selected




FILES EXTRACTED FROM FILE SYSTEM ON EMMC

[J Y%egconf.xml

(& 00011AXmI

0 A22E75D0D42E059F.bin
[ bdaddr.txt

[J bmwprovsignedBackUp.xml
m BrowserUrls.db

| | bss.bak

LZ bttempvsdelta.txt

ﬂ contactbook

|| device_history.list

X0 devicelist.dat

|| HmiMain3D

[ kdz_device_ids.txt

| ] libnav_ndslib.so

_] nav_db.ini

_j navpers_NavigationPositioning_Pos_Loc...

% pdl.dat

[;.:{ pdm_nbt.xml

0 pers_NaviControllerLastDestinationsList
8 pim01.db

[ pols

[;:{ ProvOTABackUpNBT.xml
X0 service_history.bin

XU settings.dat

[:{ sia_device_ids.txt

0 statistics_1.dat

0 statistics_2.dat

[._}"{ temp_diag_prov.xml

U timemanager.dat

8| devicelist.dat

Offset (d)

QQooQoo0
0000001e
QOooo032
QOoooo4s
QQo00064
00000080
00000056
QOoo0112
QQO00128
Q0000144
00000160
QOo0017e
QQoo0lsz
QOO00208
00000224
QOoo0Z40
QOo00Z5e
Qooo0z72
00000288
00000304
QOo00320
QQ000336
QQo00352
00000368
QOo00384
QQo00400
QQo00416
00000432
00000448
Q00004264
QQo00480
QQo00456
00000512
QOoo0052Z8

oo

01
31
FF
31
34
43
45
3R
36
28
T8
FF
05
0o
30
FF
FF
FF
0o
0o
Qo
30
FF
FF
FF
0o
0o
30
FF
FF
FF
e ls]
0o
Qo

al

og
2E
FF
3R
30
43
oly]
30
46
32
T8
FF
og
og
3R
FF
FF
FF
oly]
oly]
Qg
30
FF
FF
FF
og
og
3R
FF
FF
FF
og
oly]
Qg

og
30
FF
31
30
3R
30
30
3L
30
20
FF
og
og
30
FF
FF
FF
oly]
oly]
Qg
3L
FF
FF
FF
og
og
30
FF
FF
FF
og
oly]
Qg

03

oo
o0
FF
39
3n
32
30
0a
37
3l
41
FF
Qo
oo
30
FF
FF
FF
o0
o0
0a
30
FF
FF
FF
Qo
oo
30
FF
FF
FF
oo
o0
0a

04

44
FF
0z
3A
30
31
3R
43
45
38
37
oc
Qo
oo
3R
FF
0a
FF
o0
o0
30
30
FF
FF
0a
Qo
oo
3R
FF
0a
FF
oo
o0

a5

85
FF
Qo
34
30
3R
30
43
0o
29
20
0z
0o
0o
30
FF
FF
FF
0o
0o
30
0o
FF
FF
Qo
0o
0o
30
FF
FF
FF
e ls]
0o

oe

T&
FF
Qo
34
34
31
30
3R
47
0o
258
SR
0o
0o
30
FF
FF
FF
0o
0o
3R
0o
FF
FF
Qo
0o
0o
30
FF
FF
FF
e ls]
0o

a7
(3]
FF
oag
3R
30
39
3R
32
6l
FF
32
oag
0g
0g
3R
FF
FF
FF
00
00
30
FF
FF
FF
oag
0g
0g
3R
FF
FF
FF
og
00

ag
a5
FF
a5
46
3R
34
30
3R
6l
FF
31
Qg
oo
oo
30
FF
FF
FF
00
00
3R
FF
FF
FF
Qg
oo
oo
30
FF
FF
FF
o]
00

10

ac
FF
63
3A
30
34
3R
31
T8
FF
38
0a
Qo
oo
3R
FF
FF
FF
o0
o0
30
FF
FF
FF
0a
Qo
oo
3R
FF
FF
FF
oo
o0

11

[3=]
FF
EB
37
30
3R
30
39
Ta
FF
29
0a
Qo
Qo0
30
FF
FF
FF
00
00
30
FF
FF
FF
0a
Qo
Qo0
30
FF
FF
FF
Qo
00

73
FF
43
45
34
36
30
3R
20
47
0o
1D
0o
30
30
FF
FF
0o
0o
0o
3R
FF
0o
FF
Qo
0o
30
30
FF
FF
0o
e ls]
0o

13

T4
FF
43
Qo
30
46
3R
34
41
6l
FF
Qo
0o
30
0o
FF
FF
0o
0o
0o
30
FF
FF
FF
Qo
0o
30
0o
FF
FF
0o
e ls]
0o

14

20
FF
3R
30
30
3R
30
34
37
ac
FF
Qg
og
3L
oly]
FF
FF
og
oly]
oly]
30
FF
FF
FF
Qg
og
3L
oly]
FF
FF
og
og
oly]

15

TE
FF
32
30
og
37
30
3R
20
61
FF
Qg
og
30
FF
FF
FF
og
oly]
oly]
3R
FF
FF
FF
Qg
og
30
FF
FF
FF
og
og
oly]

v..Devicelist v
1.0.VFyyyyyyvyyy
Vy¥¥.... .cECC:2
1:15:44:6F:7E. 00
:00:00:00:00:00.
CC:21:15:44:6F:7
E.Q00:00:00:00:00
t00.CC:21:19:44:
6F:TE.Galaxy A7

(2018) .¥¥yyi¥Gala
xy AT (2018) .9¥¥V

0:00:00:00:00..%
YYVYVYVVVVYVYVYY
VVVY. VTTVVVVVVY
FYVYVEVEREEY. ...

v...00:00:00:00:
00:00..99VVyvyyy
VYVVTTyysyvy. ¥vy
FYVVVeyyyyyvvyyy

0:00:00:00:00..%
VYV IIVYy
VVVY. VTTVVVVVVY

A [ device_history list E3 |

1

0

Q

@END USE_STACK INFO
##END DEVICE

##START DEVICE 1452:4776 7ac47522bbbal66576326633ebfT7455deaafalad
@START DEVICE_ INFO

1

1

Q

fdev/hidraw0 /dev/snd/pcmC3D0c
1

512

4]

a

L]

1452

4776

17594

pple Inc.

iPhone
Tac4T7522bkbkbalZecsTo32e033ebf7455deaafalad
BEND DEVICE_INFC

BSTART USBE_STACE INFO

1452

4776

|| = bdaddrx E3

BE82410181612

@END USE STACK INFO
##END DEVICE

##5TRART DEVICE 1452:4776 242fe63b231e4a9%17cabce906e60813dd357d41d
@START DEVICE_INFO

1

1

0



CALL LOGS

E . clat

Offsetc(d) 00 O1 02 O3 04 05 06 07 08 0% 10 11 12 13 14 15 16 17 18 15 20 21 22 23 249 25 Z6 27 283 29 30

0ooQogQoo0 OC 00 00 OO0 01 OO0 OO0 OO0 OO0 00 00 00 OC 11 00 00 00 43 43 3A 32 31 3R 31 39 3B 349 34 38 3P 946 o cvveiennnnennnns CC:21:19:+2:6F
00000031 3A 37 45 06 00 00 00 CC 21 19 44 6F TE 01 10 00 00 00 47 €1 6C 61 78 79 20 41 37 20 28 4! 30 :7E....I'.Do~..... Gala=xy AT (20
000000682 31 38 29 OF 00 00 00 32 36 30 30 36 30 30 36 38 33 33 38 37 30 36 E2 FF FF FF 54 00 00 ¢ 1E 18)....26006006B30TT06AVVVZ....
00000093 00 00 00 01 BE F1 FF FF 42 QOE 00 00 3C 00 00 00 01 02 00 00 00 14 00 00 00 00 00 00 00 0O 00 ....MOFPB...<..c.cuennnnnnnns
0o000124 00 00 30 31 2E 30 37 2E 31 35 00 00 OO OO OO OC 00 OO 00 2B 34 38 37 33 31 35 34 33 33 32 33 ..01L.07.19......... +4873154. 333
00000155 OO0 OO0 00 OO0 O5 00 00 00 31 35 3A 35 38 08 OO0 00 00 31 35 3A 35 358 3A 34 34 01 00 00 00O € 00 ... .eana. 15:58....15:58:44... ..
0000018e OO0 00 30 31 2E 30 37 2E 31 35 00 00 OO OO0 OO OC 00 00 00 2B 34 38 38 30 3e 37 35 35 33 "33 L.01.07.1%......... +4860675 333
0oooo217 OO0 OO0 00 OO0 05 OO0 00 00 31 35 3A 34 21 08 00 00 00 31 35 3A 34 31 zA 30 38 00 OO0 0O 0O ¢ 00 ... 15:41....15:41:08.. ...
0ooooz48 00 00 30 321 2E 30 37 2E 31 35 00 00 OO OO0 OO OC 00 0O 00 2B 34 38 37 32 31 35 35 30 35 ¢ 38 ..01.07.189......... +48721599 558
0Qooo0279 00 00 00 00 05 00 00 00 31 34 23A 32 36 08 00 00 00 31 34 3A 32 36 3A 33 35 00 00 00 00 ¢ 0 00 ... ..ana. 14:26....14:26:35.. ...
00000310 00 00 30 31 2E 30 37 Z2E 31 35 00 00 OO 00 OO0 OC 00 00 00 2B 34 38 35 31 31 37 21 37 31 2+ 31 ..01.07.19......... +48511715 151
00000341 OO0 OO0 OO0 OO 05 00 00 00 31 33 3A 31 34 08 00 00 00 31 33 3A 31 24 3A 31 24 00 00 00 00 3 00 ... ..anan 13:14....13:14:14.. ...
00000372 00 00 30 31 2E 30 37 Z2E 31 35 00 00 OO 00 OO0 OC 00 00 00 2B 34 38 38 38 24 30 32 30 33 134 L.01.07.15......... +4888402 304
0Qo00403 00 00 00 00 05 00 00 00 31 32 3A 35 34 08 00 00 00 31 32 3A 35 3249 3A 31 326 01 00 00 Q0 V3 00 ... ..ana. 12:54....12:54:16.. ...
00000434 00 00 30 31 2E 30 37 Z2E 31 35 00 00 OO OO0 OO0 OC 00 00 00 2B 34 38 37 33 31 35 349 33 33 2z 33 ..01L.07.19......... +4873154 333
00000485 OO0 OO0 OO0 OO 05 00 00 00 31 32 3A 30 32 08 00 00 00 31 32 3A 30 32 3A 35 34 01 00 00 00O C 00 ... .eana. 12:02....12:02:54.. ...
000004%e 00 00 30 31 2E 30 37 Z2E 31 35 00 00 OO OO0 OO0 OC 00 00 00 2B 34 38 35 31 37 39 31 38 37 3 3% ..01L.07.19......... +4851781 745
0QoQoo527 00 00 00 00 05 00 00 00 31 32 3A 30 31 08 OO0 00 00 31 32 3A 30 21 3A 30 33 00 00 00 Q00 € 00 ..o..eana. 12:01....12:01:03.. ...
0QQoos558 00 00 30 321 2E 30 37 Z2E 31 35 00 00 OO 00 OO0 OC 00 00 00 2B 34 38 35 31 38 32 35 30 24 30 ..01.07.189......... +4851825 470
00000589 00 OO0 OO0 OO0 05 OO0 00 00 31 32 3A 30 30 08 00 00 00 31 32 3A 30 30 3A 34 28 00 OO0 00 0O ¢ 00 c..ee... 12:00....12:00:48.. ...
00000820 00 00 30 31 2E 30 37 Z2E 31 35 00 00 OO 00 OO0 0OC 00 00 00 2B 34 38 37 33 321 35 34 33 33 33 ..01.07.189......... +4873154 333
00000851 OO0 OO0 OO0 OO0 05 OO0 00 00 31 31 2A 35 38 08 00 00 00 31 31 3A 35 38 3A 33 325 00 0O 00 QO 00 c..ee... 11:58....11:58:35.. ...
00000gg2 00 00 30 31 2E 30 37 Z2E 31 35 00 00 OO 00 OO0 0OC 00 00 00 2B 34 38 37 33 31 35 349 33 33 33 ..01.07.18......... +4873154 333
0QQoQo7T13 00 00 00 00 05 OO0 00 00 31 31 3A 35 34 08 OO0 00 00 31 31 3A 35 34 34 31 38 00 00 00 QO ! 00 ..o...aa. 11:54....11:54:18.. ...
00000744 00 00 30 31 2E 30 37 Z2E 31 35 00 00 OO 00 OO0 0OC 00 00 00 2B 34 38 36 35 36 34 35 39 38 35 ..01.07.18......... +4865645_845
0QQooT7s 00 00 00 00 05 OO0 00 00 31 31 3A 31 3% 08 00 00 00 31 31 32 31 39 34 35 3e 01 OO 00 QO L L 11:159....11:1%:56.. ...
00000808 OO0 00 30 31 2E 30 37 Z2E 31 35 00 00 OO 00 OO0 0OC 00 00 00 2B 34 38 35 33 34 37 37 30 34 t 34 L.01.07.15......... +4853477 444
00000837 00 00 00 00 05 00 00 00 31 31 3R 30 33 O8 00 00 00 31 31 34 30 33 34 35 38 00 00 00 00 |3 00 ........ 11:03....11:03:58.. ...
00000868 00 00 30 31 2E 30 37 2E 31 3% 00 00 00 00 00 OC Q0 OO0 OO0 2B 34 38 37 32 31 3% 356 30 3% |5 38 ..01.07.19......... +487219% 955
0QoQooges 00 00 OO0 OO 05 OO0 00 00 31 31 3A 30 33 08 00 00 00 31 31 3A 30 33 34 33 37 00 OO 00 QO L L 11:03....11:03:37.. ...
00000830 00 00 30 31 2E 30 37 Z2E 31 35 00 00 OO 00 OO0 0OC 00 00O 00 2B 34 38 37 3% 38 31 37 38 37 37 ..01l.07.18......... +4879817 757
0Qo00sel OO0 OO0 OO0 OO0 05 OO0 00 00 31 30 3A 33 37 08 OO0 00 00 31 30 3A 33 37 34 34 31 01 00O 00 QO ¢ 00 c..ee... 10:37....10:37:41.. ...
0Qoogs9s2 00 00 30 31 2E 30 37 Z2E 31 35 00 00 OO 00 00 OC 00 00 00 2B 34 38 35 30 33 34 35 30 33 =z 35 ..01.07.19......... +485034% 355

Offset: 0 Cherwrite



i) =i et ist

Offset (d)

00000576
00000608
00000640
00000672
00000704
00000736
00000768
00000800
00000832
00000864
00000896
00000928
00000960
00000992
00001024
00001056
00001088
00001120
00001152
00001184
00001216
00001248
00001280
00001312
00001344
00001376
00001408
00001440
00001472
00001504
00001536
00001568
00001600
00001632
00001664
00001696
00001728

Nffcet N

00

43
A2
44
00
41
23
OE
00
C3
4E
36
03
00
00
90
S0
CS
00
OE
0l
02
02
02
S3
00
35
3A
4B
05
02
49C
57
0S
4D
7D
4F
00

0l

41
19
ocC
00
4E
A2
46
ocC
93
49
37
01l
05
DE
00
4F
81
0l
39
00
S0
02
S0
41
00
EC
50
41
00
00
61
02
00
41
00
4C
00

02

20
9B
9B
00
54
19
6A
00
57
43
34
02
01
00
00
4C
4B
00
co
00
4F
02
4F
52
03
00
9F
00
00
00
74
02
0l
S3
00
S3
0l

03

4B
00
23
02
4F
9B
72
10
20
SA
00
4F
02
00
00
S3
S5
00
EC
08
4C
02
4C
53
00
00
4C
00
00
06
6E
02
01l
CS
00
4B
00

04

41
79
A0
43
52
00
23
02
33
45
00
53
31
00
00
4B
20
00
23
00
S3
02
S3
4B
00
00
S3
00
02
00
00
02
02
81
03
3
00

05

4E
1S
Fe
3A
4F
00
A2
70
31
47
00
49
33
05
OE
41
4C
00
sC
0l
4B
35
4B
41
00
00
4B
00
OE
0l
02
02
S0
Cc3
00
7C
00

oe

54
00
1A
S50
57
00
8C
6F
2D
4F
00
45
00
00
39
7C
4F
00
12
00
41
39
93
00
02
OE
41
01l
30
00
S0
02
4F
93
00
54
00

07

4F
cC
00
4F
49
00
87
eC
38
02
07
44
00
0l
co
54
54
0l
F
00
02
37
00
00
02
31
7C
00
8C
00
4F
02
4C
57
00
3A
00

08

52
00
00
4C
43
02
00
00
36
02
00
4C
TF
00
EC
3A
4E
OE
00
09
4B
31
00
7C
01
SF
54
00
DD
08
4C
02
S3
00
02
57
0l

09

4F
00
00
S3
4B
00
00
02
38
31
01
45
0l
B3
23
4B
49
3A
00
00
52
38
02
12
00
DF
3A
00
23
00
S3
36
4B
00
02
49
OE

10

57
00
00
4B
41
00
00
S0
02
33
01l
20
02
00
sC
52
43
83
00
0l
41
30
0l
OE
00
23
4B
00
98
01
4B
30
41
7C
0l
CS
B3

11

49
0S
OE
41
7C
00
00
4F
4F
02
02
49
33
00
12
41
SA
1a
00
00
4B
34
02
31
00
98
52
00
35
00
491
37
00
12
00
SA
DE

12

43
00
41
7C
48
00
02
4C
S3
02
S0
49
31
00
Fl
4B
45
23
OE
00
C3
31
4B
01l
00
47
41
0l
EC
00
02
36
00
OE
00
4E

13

4B
01
7E
54
3A
01
00
00
49
02
4F
20
2D
03
00
c3
47
sC
3B
oC
93
33
52
SF
04
SA
4B
OE
00
09
57
39
02
B3
00
49
24

LAST DESTINATIONS

14

41
00

3A
31
00
07
02
45
02
4C
S0
38
00
00
93
49F
39
2A
00
57
02
41
23
OE
00
C3
31
00
00
49
35
01l
DE
00
C3
38

15

00
Al
23
4B
38
0S
02
4C
449
02
S3
S5
36
00
00
57
7C
F2
BF
10
02
32
4B
98
31
00
93
0l
00
0l
CS
30
02
BA
0l
93
BO

16

00
00
9F
S2
39
00
00
6l
4C
35
4B
CS
38
00
00
7C
48
00
23
02
S5
33
C3
3F
01
00
57
SF
00
00
9n
33
57
24
OE
57
B6

17

05
00
6A
43
00
00
00
74
45
39
41
81
00
02
OE
S3
3A
00
aC
70
4C
38
93
FD
SF
00
7C
23
OE
00
4E
30
49
38
B3
4B
00

18

0l
00
FF
4B
00
00
06
6E
20
37
00
4B
00
02
3B
3A
31
00
8C
6F
49
30
57
00
23
OE
S3
98
31
oC
49
02
CS
BO
DE
41
00

19

02
03
00
C3
00
02
00
00
49
34
00
S5
7C
01l
2A
4F
33
00
FF
&eC
43
39
00
79
98
31
3
3F
SF
00
C3
32
9n
B6
BA
7C
00

20

31
00
00
93
00
OE
0l
02
49
34
02
20
12
00
BF
S3
7C
02
00
00
41
32
00
15
3F
21
S5
FD
DF
10
g3
34
4E
00
24
52
00

21

38
00
00
57
01l
41
00
S0
20
31
01l
4C
OE
00
23
49
52
00
00
02
20
36
03
00
FD
16
4C
00
23
02
57
36
49
79
38
3A
02

Menarite

22

39
00
00
7C
00
7E
00
4F
S0
30
02
4F
3A
00
sC
45
3A
00
00
S0
4D
33
01l
CE
00
23
49
00
98
70
4B
36
C3
15
BO
4D
00

23

00
02
OE
S3
00
DC
08
4C
S5
31
4B
54
83
00
8C
44
33
00
00
4F
41
39
02
00
00
98
43
00
47
6F
41
3¢
93
00
Bé
91
00

24

00
02
46
3A
00
23
00
S3
CS
30
52
4E
1A
03
FF
4C
31
00
02
4C
S3
00
S5
00
00
3C
43
00
8A
eC
20
38
57
As
00
S3
00

25

7C
0l
6A
S5
00
9F
0l
4B
81
02
41
419
23
OE
00
45
2D
01
00
00
91
00
4C
00
00
A2
20
02
00
00
4D
39
4B
00
00
CS
00

26

12
00
72
4C
00
A
00
41
4B
32
4B
43
9C
3A
00
20
38
00
07
02
S2
00
49
05
OE
00
4D
00
00
02
41
38
41
00
00
81
01l

27

OE
00
23
49
0l
EF
00
02
S5
33
Cc3
SA
39
70
00
49
36
0s
02
4C
S3
00
43
00
30
00
91
00
00
S0
53
36
00
00
00
C3
00

28

42
00
A2
43
OE
00
09
4B
20
38
93
45
F2
FB
00
49
38
00
00
6l
4B
0S
41
01l
8C
00
S3
00
00
4F
CS
00
00
0S
02
93
05

29

08
00
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41
42
00
00
52
4C
37
57
47
00
23
02
20
00
00
00
74
41
00
20
00
DD
00
41
00
02
4C
81
00
7F
00
43
57
00

30

15
03
87
20
08
00
01l
41
4F
31
00
4F
79
sC
43
S0
00
00
oe
6E
02
01
4D
A3
23
02
52
0l
00
00
c3
00
01l
01
3A
00
00

31

23
OE
00
4B
15
00
00
4B
54
35
00
00
15
3E
3A
S5
00
02
00
00
02
0l
41
00
98
43
53
00
0S5
02
93
00
02
00
S0
00
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PHONEBOOK

-“ Visual Nand Reconstructor - Case

SQLite carver o
Export Remaove Remove
duplicates unselected

aSQLite carver contact_card X 5 Master Table == Phy image contactbook_20120928 * Workspace
A | Source
Dump
v  Template
~ | Search
Start address 0@ Stop
Carved data
|Gmup by: None ¥ ||Find repeat: CrossSum v | | Simple \riew|
rowid CrossSum Y CrossSumAll %/ memusage /' vcardmemusage \/ AdditionalName %/ BMWinfo %/ GivenName %/ FamilyName %/ HowToReadFirstName %/ HowToReadlastName \/ Orga
85 83 4110468270 1804793804 0 243 0 I o~
86 82 3824486461 331867985 0 264 0 Paulina Ne=ma
87 81 163188078 4086230251 0 256 0 Praca Mama
88 80 4057281176 3031521657 0 264 0 Weglarz Ragpsh -
89 79 3537869662 2769572603 0 260 0 Trener Weiss
90 78 3019259467 1741848506 0 248 0 Babcia
91 77 2889359923 1812653437 0 253 0 Konstanty
92 76 3184332993 3616961350 0 249 0 Szmuc
93 75 4213922752 3195527236 0 246 0 Hugo
94 74 2285617048 2006296946 0 245 0 Ola
95 73 836665506 436116718 0 313 0 Fabian Stuzbowy
96 72 1050274559 1574013353 0 246 0 Lucas
97 71 3006237490 3187954933 0 253 0 Samsung
98 70 1053319548 1543015028 0 263 0 Famat Zusian
99 69 1948025434 3252539309 0 251 0 Kurier
100 68 1706579541 1732902687 0 263 0 Bozena Glsa v

-
.
-



50Lite carver
5 Lst
Expoart Remove Remaove
duplicates  unselected

-

EESQLite carver phone_data_phone > E Master Table h'.: Phy image contactbook_ 20120928 = Workspace

~ | Source
Dump

v | Template

| Search
Start address ﬂ'@
Carved data
|Group by:  Mone *

rowid Contact_ID %W Phonelndex W Crosssum PhoneType %/ PhoneMumber Y MormalizedMumber % Position Algorithm Encoding

1 1 0 0 0 3341 o 24552 N1 N2 N3 N4 N5 56 N7
2 1 2 0 0 3 575241 73241 3 237345 M1 M2 N3 N4 N5 S8 NT
3 2 3 0 [ 3 +4850156% 7 1568 7 237518 M1 M2 N3 N4 N5 56 N7
4 3 4 0 0 3 +48501963, | 1968 1 237491 N1 M2 N3 N4 N5 56 N7
5 4 5 0 1] 3 +48602713 3 2713 5 237464 N1 NZ N3 M4 N5 56 N7
6 5 6 0 0 3 +4860158¢ 8 1586, 3 237437 N1 N2 N3 N4 N5 56 N7
T 6 7 0 Q0 31N 17 237419 N1 N2 N3 M4 NS 56 NT
2 r 3 0 0 3 +487988 483 98872¢ 237391 N1 N2 N3 M4 N5 56 NT
9 a3 9 0 [ 3 692057 9 92051 3 237366 M1 M2 N3 N4 N5 56 N7
10 9 10 0 0 3 48531, P 3116&_ 9 237338 M1 M2 N3 N4 NS SENT
ik 10 1 0 1] 3 +4851791§ B 17916 9 237310 N1 M2 N3 M4 N5 56 NT
12 11 12 0 0 3 +4850673 10 673« 0 237283 N1 N2 M3 M4 N5 SENT
13 12 13 0 Q0 3 50903% 908 7 237238 M1 N2 N3 N4 NS S8 NT
14 13 14 0 0 3 8T 9 177% & 237234 N1 M2 N3 N4 N5 56 N7
15 14 15 0 0 3 +487940- 32 94047 2 237206 M1 M2 N3 N4 N5 56 NT
16 15 16 0 0 3 +4888555 o7 85552 7 237178 M1 M2 N3 N4 NS Se NT
17 18 17 0 Q0 3 +4850290 W 2906 4 237151 M1 N2 N3 N4 NS 56 NT
18 17 18 0 0 3 +4884627: 0 4627 30 237123 M1 M2 N3 N4 NS S8 NT
19 18 19 0 [ 3 5035219 35. 44 237099 N1 N2 N3 N4 N5 56 NT
20 19 20 0 0 3 660047 1 6004 51 237074 M1 M2 N3 N4 NS 56 NT
21 20 21 0 1] 3 +48515. 669 153¢ 69 237046 M1 N2 N3 M4 N5 56 N7
22 21 22 0 0 3 +486964 345 9645 45 237018 M1 M2 N3 N4 N5 S8 NT
23 22 23 0 Q0 3 783959 . 8393 )8 236993 M1 M2 N3 N4 N5 SENT
Position 1 from 660



CITROEN C3 AIRCROSS (REAL CASE)

9 8de027a02baa065b55bbbd1d1c5168.jpeg
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WE ONLY GOT A DUMPS FROM THE CASE.
IT WAS CONTINENTAL NAC_EUR_WAVE2 COMPUTER.
SINGLE 1GB MICRON 29F8GO8ABACA TSOP48 CHIP.
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THE PAGE LAYOUT WAS UNUSUAL WITH SOME DATA BYTES SHIFTED AND DUMMY

BYTES INSERTED

Visual Mand Reconstructar - Alex

Mavigatar Bitmap viewer

|T|§P fﬁﬁ |_—__-:-| !C%} Page size 43203 5B % % [
— . Pinel size |DEC 25 = L
Hex |Bitmap | Structure Records Save Save Extract selected o o Highlight | Show Show bits
view | view | view view all  selected | toworkspace | Shift size sa blocks | structure | position | statistics

View settings

==

Bit
order

— O >
Start W 88544 = H 32768 [ [
Stop: W 88544 - H 32775 5 1T
Selected: V 1 H 3

Selection markers

| &

-

4l

LT Phy image Chip0_0.0 %

.p-l—

I:‘ '&"-r ﬂ.

~-:'~*1,:g

i ,|.. 4 I
H . .'51"_th‘

:I-..-l'

-.ll ) i ol
-lz-:' = 2‘%5 ..-- ". Lo
':-l 'é"l-\ “II.r'J--ir o

‘| .-l“ﬂ._r"-..h

|rl.l'-'_-'l'.l-|l .‘." i RERREF L= TR - L] L Lk Hilm SR ITE o o S ot S LEAN oLy N T h-_l

HECE L™ .l|.-; 3 T
|B;rte position: 4105: Row: 88693: Address: 383157865; Value: 52

[

W 0,
L r II
5 -..-a.-.JE.-

ol 3h
iL

=Ty

|.-\_-:r.l:'f'l

T
F

Hﬂ' L= S -far\b-"ﬂ'_‘ﬂ'.l".'ﬁ- L L H L R TR, - Thdh PN T T

LI

Address: 382514176 Selected: 1



PAGE STRUCTURE HAD TO BE ADJUSTED RIGHT AFTER ECC CORRECTION
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UBIFS AGAIN!

Visual Nand Reconstructor - Alex — O
Mavigator Hex viewer Eitmap viewer
01 I =P ||| Frame size: 4320 .
Lj| ) & 5 r — g4 5[5
| Current frame: 59648 3+ /262143
Hex | Bitmap | Structure Records Save Save Extract s o |Frame Show
view | view view view all selected to workspace view E| @ E| structure
View settings
[T offsets 3
- 00 01 02 03 04 05 06 07 08 09 OR OB OC 0D OE OF
000F5BEQOO 55 42 4% 23 01 00 OO0 0O 00 OO 00 OO0 Q0 00 00 02 TBIf.eecnnnnnnnn
Q00F5BED1O 00 00 10 00 00 00 20 00 EC ED F& 62 00 00 00 00| seeawa L1iBb. ...
000F5BEDZ20 o9 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 B T T
000F5BED30 00 00 00 00 00 00 OO0 00 00 00 00 00 |BF DD D7 F7| .ucencncnana iY¥xs

Q00FSBED40 0¢ 00 00 OO0 00 OO OO0 00|00 OO0 OO0 OO0 |00 00 Q00 00| «coceccanasnsnaas
000F5BEDSO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ucceeieecennncnn
000F5BEDSOD 00 00 00 00 00 OO0 OO0 00 00 00 00 00|00 00 00 00| .uceeeieecennncnn
I:] 000FSBEDTO 00 00 00 OO0 00 00 OO0 00 00 OO0 00 00|00 00 00 00| .ucceeieocennncnn
000F5BEDE0 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ucceeeecennncnn
000F5BEDS0 00 00 00 OO0 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeneocennncnn
000FSBEQORD 00 00 00 OO0 00 00 OO0 00 00 OO0 00 00|00 00 00 00| .ucceeieocennncnn
000FSBEQOBO 0¢ 00 00 OO0 00O OO OO0 00|00 OO OO0 O0O|(00 00 00 00| <coceccanasnsnaas
000F5BEDCO 00 00 00 OO0 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeneocennncnn
000FSBEODO 00 00 00 00 00 OO0 OO0 00 00 00 00 00|00 00 00 00| .uceeeieecennncnn
000FSBEQEOD 0¢ 00 00 OO0 00 OO OO0 00|00 OO0 OO0 OO0 |00 00 Q00 00| «coceccanasnsnaas
000F5BEDOFO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ucceeieecennncnn
0O0F5BELO00 00 00 00 00 00 OO0 OO0 00 00 00 00 00|00 00 00 00| .uceeeieecennncnn
000F5BELL0 0¢ 00 00 OO0 00 OO OO0 00|00 OO0 OO0 OO0 |00 00 Q00 00| «coceccanasnsnaas
000F5BE120 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ucceeeecennncnn
000F5BEL30 00 00 00 00 00 OO0 OO0 00 00 00 00 00|00 00 00 00| .uceeeieecennncnn
0O0FSBEL40 00 00 00 OO0 00 00 OO0 00 00 OO0 00 00|00 00 00 00| .ucceeieocennncnn
000F5BE1S0 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ucceeeocanancnn
000F5BE160 00 00 00 OO0 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeneocennncnn
000F5BELT0 00 00 00 00 00 OO0 OO0 00 00 00 00 00|00 00 00 00| .uceeeieecennncnn
000F5BELB0 0¢ 00 00 OO0 00O OO OO0 00|00 OO OO0 O0O|(00 00 00 00| <coceccanasnsnaas
000F5BE190 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ucceeieecennncnn
QO0FSBELROD 00 00 00 00 00 OO0 OO0 00 00 00 00 00|00 00 00 00| .uceeeieecennncnn
000FSBELBO 0¢ 00 00 OO0 00 OO OO0 00|00 OO0 OO0 OO0 |00 00 Q00 00| «coceccanasnsnaas
000F5BELICO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ucceeieecennncnn
000F5BELIDO 00 00 00 00 00 OO0 OO0 00 00 00 00 00|00 00 00 00| .uceeeieecennncnn

"'--— Y - =t - . - " [
e TN "::g-;_.-_..‘_. ._,:-__ll:-._.,_,l___fl ST o OOOFSBELEQ |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| wueeuasesnananas

000F5BELIFO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ucceneecennncnn
e - e . . . - 000F5BE200 BD 9% 90 5C 01 ED 30 EF R4 7E 66 13 D7 9& BR DD 230y i=in~f.x3°7

- || OODEFSBEZ10 F2 54 Rg Ry A3 gF OB 92 24 1F 00 00 00 00 00 00 (o N T
[Byte position: 28; Row: 59559; Address: 2572 ‘@ P 000F5BE220 0¢ 00 00 OO0 00O OO OO0 00|00 OO OO0 O0O|(00 00 00 00| <coceccanasnsnaas

AONTSETI 2N AN a0 a0 a0 a0 a0 o0 a0 a8 a8 0808 a0 a0 a0 00 a0
Address: 257679364 Selected:




THIS TIME WE GOT AN INTERESTING SET OF DATA OUT OF UBIFS

0 ApplicationTimeStamp.dat

0 Home.dat

ﬂ LastDestinaticn.db

0 LastRoute.dat

i POICategoryFilkerMapView.dat
i POICategoryFilterSearch.dat
m PreferredAddress.db

4 Work.dat

19/12/2018 3:07 prm
21/03/2018 5:54 pm
19/12/2018 3.0
10/10/2018 2:35 am
19/12/2018 3:04 pm

18/05/2015

7 pm

L

125 pm
18/05/2015 5:25 pm

15/09/2018 4:50 pm

v =

Table: | || NavigableLocation

i=]

Mew Record

Delete Record

id address

|Filter Filter

BLOE

10 10
11 11

12

13

13

L]

|=| =

1-130f20 | =

|

Go to:

my ladys road 2

2 My Ladys Rd
Y (e Ay (=)
° (\_,) & @ &
Wyznacz Zapisz W poblizu Wyslijna  Udostepnij
frase telefon

0
G

2 My Ladys Rd, Belfast BT6 8HU, Wielka Brytania

Potwierdz lub popraw te lokalizacje

Wyswietlona lokalizacja jest niedoktadna
Zaproponuj zmiane dotyczaca: 2 My Ladys Rd
Dodaj brakujgce miejsce

Dodaj swoja firme

Dodaj etykiete

Mode: |Binary Import Export Set as NULL
0ooo 00 00 00 10 00 43 00 41 00 &4 00 64 00 72 00 65 | ..... C.Addr.e
0010 00 73 00 73 00 OO0 OO 1c OO 55 00 6 00 69 00 74 | .s.s5..... oni.t
0020 00 65 00 64 00 20 00 4b 00 69 OO0 Ge OO0 67 00 64 | .e.d. .K.i.n.g.d
0030 00 &f 00 &d OO 0O OO O6 QO 47 00 42 00 52 00 OO0 | .oom..... G.B.R..
0040 00 Oe 00 42 00 65 00 &c OO0 66 00 61 00 73 00 74 .B.e.l.f.a.s.t
0050 00 00 00 1a 00 4d OO0 79 00 20 OO0 4c 00 61 00 &4 | ..... My, .L.a.d
0060 00 79 00 73 00 20 00 52 00 of OO0 61 OO0 o4 ff ff | .y.s. .R.o.a.d..
Qo7o ff ff 00 OO OO 02 OO 32 ff ff ff ff ff ff ff ff | ....... 2
00a0 00 00 00 06 00 42 00 54 00 36 00 00 00 Oe OO 42 | ..... B.T.G..... B
0090 00 65 00 6c OO 66 OO0 61 QO 73 00 74 OO OO0 00 OO |.e.l.f.a.s.t
00a0 00 00 00 00 40 4b 4b c1 69 c2 3b 79 c0 17 a4 28 | ....GKK.i.;y (
00b0o 4d fc e3 15 01 ff ff ff ff ff ff ff ff 01 M e
Type of data currently in cell; Binary Apply

190 byte(s)



CAR STUFF FOR RESEARCH

Over 120 car
infotainment system
checked so far!




Thank you!
Don’t forget to visit our stand.

¢ LEA-DER October 10-12, 2023 | Prague, CZ I'I_ISl:lll_lm
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