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NAND FLASH MEMORY IS EVERYWHERE

• CAR INFOTAINMENT SYSTEM
• PORTABLE STORAGE (CARDS, FLASHDRIVES, ETC)
• SMARTPHONES
• TABLETS
• DRONES
• SATNAV SYSTEMS
• WEARABLES/SMARTWATCH
• LAPTOPS
• SOLID STATE DRIVES
• VOICE RECORDERS
• MULTIMEDIA PLAYERS
• SMART TV
• INTERNET OF THINGS
…AND MUCH MORE…



FLASH MEMORY DEVICES AND THEIR PROBLEMS

• USB FLASH DRIVES

• SMARTPHONES

• TABLETS

• MEMORY CARDS (SD, 
MICROSD, CF, ETC)

• SSD

• SSHD

• DVR

• GPS NAVIGATION SYSTEMS

• DRONES

• OTHER DEVICES



NAND FLASH TECHNOLOGY USED IN CAR SYSTEMS

CONTROLLER

NAND MEMORY

eMMC



NAND FLASH TECHNOLOGY USED IN CAR SYSTEMS
RAW NAND

CONTROLLER

NAND MEMORY



NAND CHIP UNSOLDERING

CERAMIC INFRARED 
HEATER



CHIP-OFF APPROACH



CHIP-OFF DATA RECOVERY METHOD ADVANTAGES

NO RISK OF OVERWRITING DATA AND LOSING DEVICE LOGS

ACCESS TO DATA ENSURED BY PASSWORD

ACCESS TO ALL DATA STORED ON THE DEVICE

ABILITY TO RECOVER DATA FROM DAMAGED DEVICES

ACCESS TO DELETED VIA STANDARD INTERFACE DATA



VISUAL NAND RECONSTRUCTOR
HARDWARE



CHIP-OFF



VISUAL NAND RECONSTRUCTOR
SOFTWARE



NISSAN JUKE(ONLINE SHOP)

https://www.autocentrum.pl/MTllLmpwYjUNDjpeXwxvIU5WbkIRFGAyBQApQhMWP3kaCT4eGRgje1kIdVgVQ3UwD1t4D0NCf2AKVH4MQkZ0MUIGPApSCg



CAR MULTIMEDIA SYSTEM



CAR MULTIMEDIA UNIT



PCB + NAND FLASH eMMC CHIP



BGA 100 eMMC
CHIP READING BY THE 

CONTROLLER INTERFACE



FILE SYSTEM



SQLite Carver – DATABASE TEMPLATE



SQLite Carver - LIST OF TABLES

EXPORT TEMPLATE BASED ON THE SELECTED TABLE



SQLite CARVER – NUM_PHONEBOOK_01 TABLE



SQLite CARVER – PHONEBOOK_01 TABLE



BOTH TABLES COMBINED TOGETHER

FULL 
PHONEBOOK 
AROUND 50 
RECORDS 
HAVE BEEN 
FOUND



https://www.drive.com.au/reviews/2019-mercedes-amg-c43-coupe-review/

MERCEDES AMG C43 (REAL CASE)



MULTIMEDIA INTERFACE CONTROL UNIT



BOARD



BGA63 (PROTOTYPE)



DUMP PROCESSING



YET ANOTHER FLASH FILE SYSTEM. LITERALLY. YAFFS2



FILES EXTRACTED FROM YAFFS2



https://flib.samar.pl/400/600/483603c0bb7f0610535.webp

BMW 3 F30 (ONLINE SCRAP YARD)



MULTIMEDIA UNIT



INTERNAL BOARDS



INTERNAL BOARDS



READING TSOP48...



DUMP ADJUSTMENT FOR FURTHER 
PARSING



UBI+UBIFS - VERY POPULAR FS IN VEHICLES AND OTHER DEVICES  (SMARTHUBS, ROUTERS, ETC)



NO USER’S DATA WAS FOUND HERE. ONLY SYSTEM DATA ON TSOP48



MISSED ANOTHER EMMC 
MEMORY CHIP ON THE OTHER 
SIDE OF BOARD!



IT WAS RECOGNIZED IN EMMC ADAPTER, SO EASY JOB TO READ IT



FILES EXTRACTED FROM FILE SYSTEM ON EMMC



CALL LOGS



LAST DESTINATIONS



PHONEBOOK



PHONEBOOK



CITROEN C3 AIRCROSS (REAL CASE)

https://www.media.stellantis.com/cache/5/d/2/3/a/5d23ad9b4e8de027a02baa065b55bbbd1d1c5168.jpeg



Multimedia Interface Control Unit

Great view!

https://bi.im-g.pl/im/c8/9e/15/z22668488IH,Citroen-C3-Aircross.jpg



WE ONLY GOT A DUMPS FROM THE CASE.
IT WAS CONTINENTAL NAC_EUR_WAVE2 COMPUTER.
SINGLE 1GB MICRON 29F8G08ABACA TSOP48 CHIP.



THE PAGE LAYOUT WAS UNUSUAL WITH SOME DATA BYTES SHIFTED AND DUMMY 
BYTES INSERTED



PAGE STRUCTURE HAD TO BE ADJUSTED RIGHT AFTER ECC CORRECTION



UBIFS AGAIN!



THIS TIME WE GOT AN INTERESTING SET OF DATA OUT OF UBIFS



CAR STUFF FOR RESEARCH 

Over 120 car 
infotainment system 
checked so far!



Thank you!
Don’t forget to visit our stand. 
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