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Data Recovery from Aircraft Black Box













Hydraulic press test



Crash test



Impact test



Mechanical crash test results



High pressure test



High temperature test



High temperature test results



Data extraction via external interface



Data extraction via internal SATA





Real-world test...



When everything else fails...chips usually don’t



FORTUNATELLY, real-world 
crash conditions are rare

occasion, we were not 
able to get our hands on 

damaged device



On this side of PCB we can spot NAND 
memory chip made by Kioxia (Toshiba) 
with the model name
TH58TEG8H2HBA-89

On the other side of PCB we can see the 
microcontroller



Unsoldered NAND memory – top view

The memory chip was removed from the 
PCB for further reading using InfraRed 

rework station and thermal profile of Tmax 
= 240C  (Tdelta ~ 3C/s)



Unsoldered NAND memory – ball view

The NAND memory has BGA-132 
package which is classics for high-
capacity memory chips.
The pads of NAND memory chip have 
been cleaned with solder wick and then 
isopropyl alcohol. 



Visual NAND Reconstructor

Physical image reconstruction in VNR Data extraction



Chip-off data recovery procedure
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BGA132

Chip connected to VNR Reader

We used Visual Nand Reconstructor
Reader from Starter kit in couple with 
BGA132 adapter from Standard kit for 
memory chip reading. 



Physical image extraction

Device in the VNR Reader Reading initialised in the 
software



Memory chip identification

The first step before physical image 
reading is reading memory chip’s ID.

The chip model identifier is 
98DEA1327A which belongs to 
Toshiba/Kioxia manufacturer

The memory chip has multi-die 
structure and we were able to identify 
4 dies/crystals in single package.



JEDEC data

This NAND chip has special JEDEC 
parameter page that shows basic 
information about the memory.

As we can see from report:
Number of bits per cell = 1,
which means that memory chip has SLC 
architecture, and it is the best choice 
for the applications where reliability is 
a KEY factor.



Page layout
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Error Correction Code(ECC)
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Controller

DATA

XOR key

SCRAMBLED DATA



NAND memory cell architectures
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Bit errors in NAND
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Digital data

01101011

Analog data

Page decoder
Memory 

array 

2.3v 2.9v 3.1v 1,7v NAND 
controller

2.3v >> 01
2.9v >> 10
3.1v >> 10
1,7v >> 11

Analog states from cells are converted into digital data

Page decoder



Bits inside memory cell

The data in cell is stored as a voltage level

Controller is reading data according to specific zones
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Retention Error
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Read-Retry Mechanism

Cycle 1 2 3 4 HEX

Initial 10 11 11 10 BE

Default read 00 11 11 00 3C

2.5V

2.8V

2.7V

2.75V

Cell 4
Cell 1

Default read

10(2)

00(2)

V
o

lt
ag

e
[V

] 
= 

St
o

re
d

 d
at

a

MLC memory cell (focused view)

When charge leaks out from cell we get bit error

Degraded cell gives wrong data

Default Detection zone



Read-Retry Mechanism #1
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Read-Retry Mechanism #2
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Physical image extraction from NAND

We used Visual NAND Reconstructor 
for memory chip reading and physical 
image processing.
In total 4 dumps/physical images were 
extracted out of the NAND. 



Reconstruction of controller’s workflow

Physical image has been converted to logical image through controller’s emulation process



ECC algorithm for bit error correction has been found and errors got corrected



Block translation

Blocks have been properly 
reorganized according to 
the logical block number 
(LBN)



File system reconstructed from NAND physical image

We have been able to 
successfully reconstruct 
file system for this SSD, 
and solution should 
generally work on all 
devices with same 
controller, NAND and 
capacity.



File system reconstructed from NAND physical image

We have been able to 
successfully reconstruct 
file system for this SSD, 
and solution should 
generally work on all 
devices with same 
controller, NAND and 
capacity.



Example of recovered file

Flight parameters. Temperature. Pressure and geographic 
location.



Conclusion:
The SLC memory chip used in this device is very reliable. Even in the 
critical scenario of thermal damage, there’s still high chance of 
successful data recovery. As long as memory chip is not cracked 
physically, the flight recorder is failproof. 
Controller’s data translation algorithm was fully reverse engineered 
and logical image was reconstructed. 
It can be fed to the vendor’s software for the flight accident data 
extraction. 



• Integrated into VNR
• Dynamically updated
• Local, with Cloud sync
• Automatically adjustable 

solutions

Database of Solutions



Database of Solutions



Database of Solutions



Database of Solutions



Database of Solutions – Full solution

• All parameters are defined
• Markers table is fully set up
• It is necessary just to read

a chip and run the reread
     to fix bit errors



Thank you!
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