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A New Digital Forensics Era

It’s not just mobile forensics anymore.

There are much more data sources than we used
to know.

Embedded systems do not always have the
interface connectors. Working with the memory
chip directly gives a full access to memory and
data.
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Vehicle forensics — Infotainment systems
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Every modern car has at Ieast one data source, sometimes two or more. The phone normally connects
through Bluetooth and lots of data gets synchronized: phone ID data, contact book, call logs, sms, etc.
If the system supports GPS, then such data as last destination, trips, fuel data, etc are stored in the
computer. Car event logs also help to establish the facts of activity.



Mercedes AMG C43 - Multimedia Interface Control Unit
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Inside Multimedia Interface Control Unit — PCB and memory
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The unit was disassembled and the BGA63 NAND memory chip was extracted using chip-off technique.
The memory chip then was plugged into special BGA63 adapter of Visual NAND Reconstructor.



NAND memory in the VNR Reader

Most of flash memory chips can be read in VNR reader through easy-to-use adapter



NAND memory dump reading and processing
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YAFFS2 file system parser — besides user’s data,
the car’s events are also stored for a long time

Yaffs parser
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|| LocationPersist cfg xml E3

LocationDataSaved

{

Latitude 1682663912
Longitude 784841424
Velocity 1

Heading 274
LocAttributes 274.39999
EllipscoidHeigh 0
Altitude 1216
VisibklesSatellites 12
TrackingSatellites 0
Fix 1

GPSVdop 0

GPSHdop 0O

GPSPdop 0

Timestamp 0
ValidationFlag true
Year 2019

Month 9

Day 12

Hour 0

Minutes 24

Seconds 2

history size 9
Latitude 0 1682671199
Longitude 0 784843863
Velocity_ﬁ-ﬂ

Heading 0 324
LocAttributes 0 324.70001
EllipsoidHeigh 0 0
Altitude 0 1217
VisibleSatellites 0 12
TrackingSatellité;_O 12
Fix 0 4

GPSVdop 0 0

GPSHdop 0 0
GPSPdop 0 0

Year 0 2019

Month 0 9

Day 0 12

Hour 0 0O

Minutes 0 23
Seconds:o 34

Data extracted from the file system

Q‘[’ LacationPersist.cfgaml
Eyﬁmanhxgﬂmml
E‘[’ timeinfo.cgf2.xml
Eyﬁmanhxgﬂxml
Q{ wifi_statisticT.xml
E‘[’ wifi_statistic2 xml
Q{ wifi_statistic3.xml
Q{ wifi_statisticd.xml

The memory chip holds a vast

amount of the navigation data,

such as Last destinations with
timestamps

[ timeinfo.cof 1 xml E3 \

TimeInfo

{

version 1
deltaValue 4294945688
lastValidTime 1567867559

=] wiffi_statistic 1ml E3

<?xm]l wversion="1.0" encoding="UTF-8"7>
H<configs

<total connected time>904902</total connected time>
<total rx>191936195</total rx>

<total tx>124303838</total tx>

<total flow>316240033</total flow>

<curr connected time>3006</curr connected time>
<curr_ rx>T738407</curr rx>

<curr tx>437491</curr tx>

<curr_ flow>1175898</curr flow>
L</config>




BMW 3 F30 Infotainment system
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The eMMC memory chipBGA169/153
on the Main board

Classic eMMC memory
can be read using one of
adapters for Visual NAND
Reconstructor A




The memory is recognized in eMMC adapter and can be imaged

e Wisual Nand Reconstructor - Case — O

File system viewer _Gb
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Check Saw._' Save Check file _ _ Copy selected e - Correct selected Anu:lru:ui_d data Refresh
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f.-g Copy 0 X * Workspace
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4] Root
[] oo integrity
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saf3Gndwloader | 8 m . .
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Plenty of files extracted from file system of eMMC

[J Y%egconf.xml

(& 00011AXmI

0 A22E75D0D42E059F.bin
[ bdaddr.txt

[J bmwprovsignedBackUp.xml
m BrowserUrls.db

| | bss.bak

LZ bttempvsdelta.txt

ﬂ contactbook

|| device_history.list

X0 devicelist.dat

|| HmiMain3D

[ kdz_device_ids.txt

| ] libnav_ndslib.so

_] nav_db.ini

_j navpers_NavigationPositioning_Pos_Loc...

% pdl.dat

[;.:{ pdm_nbt.xml

0 pers_NaviControllerLastDestinationsList
8 pim01.db

[ pols

[;:{ ProvOTABackUpNBT.xml
X0 service_history.bin

XU settings.dat

[:{ sia_device_ids.txt
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8| devicelist.dat
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Device list of connected phones with their BT mac addresses

A [ device_history list E3 |

1

0

Q

@END USE_STACK INFO
##END DEVICE

##S5TRRT DEVICE 1452:4776 7ac47522bbbaZ66576326633cbf7455deaafalad

@STLART DEVI CE_INFO

1

1

Q

fdev/hidraw0 /dev/snd/pcmC3D0c
1

512

Tac4T7522kbbba2eesTe326633ebf74550deaafalad
EEND DEVICE_ INFO
@START USB STACKE INFO

@END USE STACK INFO
##END DEVICE

|| = bdaddrx E3

BE82410181612

##5TRART DEVICE 1452:4776 242fe63b231e4a9%17cabce906e60813dd357d41d

@START DEVICE_INFO
1
1
0
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Call log history of connected phones with timestamps
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Phonebook — phone numbers and attributes
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Algorithm

M1 M2 N3 N4 N5 56 N7
M1 M2 M3 N4 N5 56 N7
M1 M2 N3 N4 N5 56 N7
M1 M2 N3 N4 N5 56 N7
M1 M2 N3 N4 N5 56 N7
M1 M2 M3 N4 N5 56 N7
M1 M2 N3 N4 N5 56 N7
M1 M2 M3 N4 N5 56 N7
M1 M2 M3 N4 N5 56 N7
M1 M2 M3 N4 N5 56 N7
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M1 M2 M3 N4 N5 56 N7
M1 N2 N3 N4 N5 56 N7
M1 M2 N3 N4 N5 56 N7
M1 N2 N3 N4 N5 56 N7
M1 M2 M3 N4 N5 56 N7
M1 M2 N3 N4 N5 56 N7
M1 M2 M3 N4 N5 56 N7
M1 M2 M3 N4 N5 56 N7
M1 M2 M3 N4 N5 56 N7
M1 M2 M3 N4 N5 56 N7
M1 M2 N3 N4 N5 56 N7

Encoding

The phonebook of Bluetooth connected
phone is recovered with full structure of
SQLite tables. The memory chip may have
vast array of data even from very old
events of connected devices, since erase
operation on the memory is almost a
taboo, due to limited lifespan of the
NAND.



Phonebook - Names
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Export Remove Remove
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@,SQLite carver contact_card X 8 Master Table -= Phy image contactbook_20120928 * Workspace

~ | Source
Dump
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~ | Search
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Carved data
|Group by: | None HFind repeat: CrossSum L ‘ | Simpleview| Th e n a m eS a re Sto red i n
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99 69 1948025434 3252539309 0 251 0 Kurier

100 68 1706579541 1732902687 0 263 0 Bozena Gasla -

-
-

This kind of evidence is priceless when attempting to establish the forensic facts.
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We got the physical images from the chips extracted by our user.
It was Continental NAC_EUR_WAVE2 computer.
Single 1GB Micron 29F8GO8ABACA TSOP48 chip. Dumps from the
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The memory dump through the bitmap
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Emulation of controller’s conversion workflow

'ﬁ‘ Warkspace X

W

% Somed cob p g e

Every case is different, dump conversion steps depend on parameters
of microcontroller that was used to manage the flash memory.
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UBIFS file system was used to manage the data in flash memory
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000F5BE1S0 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ucceeeocanancnn
000F5BE160 00 00 00 OO0 00 00 OO0 00 00 00 00 00|00 00 00 00| .uceeneocennncnn
000F5BELT0 00 00 00 00 00 OO0 OO0 00 00 00 00 00|00 00 00 00| .uceeeieecennncnn
000F5BELB0 0¢ 00 00 OO0 00O OO OO0 00|00 OO OO0 O0O|(00 00 00 00| <coceccanasnsnaas
000F5BE190 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ucceeieecennncnn
QO0FSBELROD 00 00 00 00 00 OO0 OO0 00 00 00 00 00|00 00 00 00| .uceeeieecennncnn
000FSBELBO 0¢ 00 00 OO0 00 OO OO0 00|00 OO0 OO0 OO0 |00 00 Q00 00| «coceccanasnsnaas
000F5BELICO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ucceeieecennncnn
000F5BELIDO 00 00 00 00 00 OO0 OO0 00 00 00 00 00|00 00 00 00| .uceeeieecennncnn
000FSBELEOD 0¢ 00 00 OO0 00 OO OO0 00|00 OO0 OO0 OO0 |00 00 Q00 00| «coceccanasnsnaas
000F5BELIFO 00 00 00 00 00 00 OO0 00 00 00 00 00|00 00 00 00| .ucceneecennncnn
000F5BE200 BD SR 90 5C 01 ED 3D EF R4 7E 66 13 D7 9& BR DD 30y i=in~f.x5°¥
000F5BE210 F2 54 Rg Ry A3 gF OB 92 24 1F 00 00 00 00 00 00 (o N T

[Byte position: 28; Row: 59559; Address: 2572 ‘@ P 000F5BE220 0¢ 00 00 OO0 00O OO OO0 00|00 OO OO0 O0O|(00 00 00 00| <coceccanasnsnaas 3

AONTSETI 2N AN a0 a0 a0 a0 a0 o0 a0 a8 a8 0808 a0 a0 a0 00 a0
Address: 257679364 Selected:




The most important data in this case was related to GPS navigation and
routes of the car owner.

0 ApplicationTimeStamp.dat

™0 Home.dat

E LastDestination.db

™0 LastRoute.dat

il POICategoryFilterMapView.dat
il POICategoryFilterSeanch.dat
m PreferredAddress.db

0 Work.dat

19/12/2018 3:07 prm
21/03/2018 5:54 pm
19/12/2018 3.0
10/10/2018 2:35 am
19/12/2018 3:04 pm

18/05/2015

7 pm

L

125 pm
18/05/2015 5:25 pm

15/09/2018 4:50 pm

Table: | |=| NavigableLocation \V @ & | MewRecord | |Delete Record

id

ad\iress

|Filter

[Fitter |

10 10
11 11

12 12

13 13

[ BLOE

L]

|=| =

1-130f20 =/ | =]

Go to:

Mode: |Binary Import Export Set as NULL
0oo0 00 00 00 10 00 43 00 41 00 64 00 64 00 72 00 650 ..... C.Addr.e
0010 00 73 00 73 00 OO0 OO 1c OO 55 00 6e 00 69 00 74 S.5..... oni.t
0020 00 65 00 64 00 20 00 4b 00 69 00 6e 00 67 00 64 e.d. .K.i.n.g.d
0030 00 &f 00 &d OO 0O OO 06 QO 47 00 42 00 52 00 00 0.M.... G.B.R..
0040 00 Oe OO0 42 00 65 00 6C OO 66 00 61 00 73 00 74 .B.e.l.f.a.s.t
0050 00 00 00 1a 00 4d OO0 79 00 20 00 4c OO0 61 00 &40 ..... My, .L.a.d
0060 00 79 00 73 00 20 00 52 00 of OO0 61 OO0 o4 ff ff | .y.s. .R.o.a.d..
Qo7o ff ff 00 OO OO 02 OO 32 ff ff ff ff ff ff ff ff | ....... et
0080 00 00 00 06 OO0 42 00 34 00 36 00 00 00 Oe 0O 420 ..... B.T. EN\B\
0090 00 65 00 6c OO 66 OO0 61 QO 73 00 74 OO0 OO0 00 OO .e.l.f.a.s.t [~
00a0 00 00 00 00 40 4b 4b c1 69 2 3b 79 c0 17 a4 28 EKK. T,y (
00b0o 4d fc e3 15 01 ff ff ff ff ff ff ff ff 01 A
Dozens of records with last
historical destinations were pulled
out of the device.
Type of data currently in cell; Binary
Apply

190 byte(s)

my ladys road 2

2 My Ladys Rd

Wyznacz

trase

(@)

£apisz

oo 7o)
<@ (\_/' '\5/"
Wyslijna  Udostepnij
telefon

W poblizu

(®) 2 My Ladys Rd, Belfast BT6 8HU, Wielka Brytania
@ Po’;wierdi lub popraw té; lokalizacje
Wyswietlona lokalizacja jest niedoktadna
4 Zaproponuj zmiane dotyczaca: 2 My Ladys Rd
9+ Dodaj brakujgce miejsce
%, Dodaj swojg firme
[©  Dodaj etykiete



Xiaomi smart home gateway/hub V2 DGNWGO5LM

......
. . °
...............
.....

.....

The device is used as a Wi-Fi, ZigBee and Bluetooth hub for the smart home sensors
and automations (e.g. motion sensor, door lock sensor, water sensor, cameras, etc)



Analog PCB both sides

The hub consists of two PCBs connected together. Analog PCB has nothing interesting
since it’s only power-related. Its functions are to convert AC from the wall socket to
the digital board, power management, pwm led controller, leds, etc)



Digital PCB top side (ZigBee, Wi-FI modules)

5/

W e2ip02
N 45Y-002 9%V-9)
. ,Q:J,_,A..A. -

<
K
C
€
€
<
[ 4
€
(4
€
<

(P S ¥ 1




Digital PCB bottom side (MCU, NAND, RAM)

AN s

= &, \
h\h. 1 \.\Pg/ ..-, )

TSOP48 NAND

T j

ALS




The NAND memory was read via VNR reader

[ Wisual Mand Reconstructor - Xiaomiv2_DGNWGOSLM_SashaHome — O -
Warkspace Plugins Databases &
r_‘:\. Insert area Solution type: Controller: Author: Rusolut  Premium Support @l':
| = Skip area Device type:  Wemary chip 1Dz 2CDADO9506 is active till :J@
Delete Copy  Paste  Open  Send solution R Device name:  Number of memaory chips: 1 07 Mar 2024 | Mew updd *
images to Db Extract area |§§;:;| 2 Finout: Mumber of crystals: 1 Help center available
Element functions Positi... Solution

-

1FIQ’‘.."'."n::urk;sg:uar:ne: o

W
oy

i

Controller’s data-to-memory channel
reconstruction for further data extraction

---EEERELE

E Event log explorer

Last active selection: address selected [



UBIFS file system volurp__e (devi__;g __yy_as____pgssi_bly reset, sinc_e many lost iNodes)

",
Open file | “\SERVER\fileserver\R&DWOT\SmartHubs'\XiaomiV2_DGNWG05LM_SashaHome\UElbin
ruSoLLEI
4 |JBl Image Sequence 181300907 |-> &3 drWxr WK 2 1228 1835 a 81.81.197@ @@:86 bin
4 BIFS Valume rootfs -» 286 drWXr WK 2 1228 1835 a8 28.87.2018 82:1@ dev
Root -» 287 drWxrwxrn 49 1828 1835 5 B9.89,2022 85:87 =tc
-» 1248 Lost inode of file lib
-» 1547 Lost inode of file mnt
-» 1544 Lost inode of file opt
-» 169@ Lost inode of file run
-» 1846 Lost inode of file tmp
-» 1845 Lost inode of file sys
-» 5776 Lost inode of file var
-» 1848 Lost inode of file usr
-» 5815 Lost inode of file wpa
-» 285 drWxrwxrn 2 1828 1835 5 28.87.20818 892:18 boot
-» 886 Lost inode of file home
-» 1493 Lost inode of file lumi
-» 1689 Lost inode of file proc
-» 1891 Lost inode of file shin
-» 1546 Lost inode of file media
-» 5836 Lost inode of file .cache
File iNum Access Mumber of links UID GID Size Date MName
65 drerwrna | 2 102811035(0 01.01.1970 00:06 | bin
206 drexrwoormex | 2 102811035(0 28.07.2018 02:10 | dev
207 drenerwoorne: | 49 1028]1035(0 09.09.2022 05:07 |etc
0 0 0 0 0 Lost inode of file lib
0 0 0 0 0 Lost inode of file mnt
0 0 0 0 ] Lost inode of file opt
0 0 0 0 0 Lost inode of file run
0 0 0 0 0 Lost inode of file tmp
0 0 0 a ] Lost inode of file sys
0 0 0 0 0 Lost inode of file var
0 0 0 0 0 Lost inode of file usr
0 0 0 a ] Lost inode of file wpa
205 drerwrna | 2 102811035(0 28.07.2018 02:10 | boot
0 0 0 0 0 Lost inode of file home
0 0 0 0 0 Lost inode of file lumi
0 0 0 0 0 Lost inode of file proc




Quick Hex analysis reveals the WiFi SSID and password in plain text

‘“r

PO * Workspace

00 01 02 03 04 05 06 07 08 09 OA 0B OC 0D OE OF =

0010210010 2D 39 6C 1E 05 20 0A 09 65 78 65 63 20 2A 78 01 -91.. ..exec *x.
0010210020 09 77 20 26 20 20 OA 66 69 20 20 0A 0A 11 00 00 w & i .....
0010210030 31 18 10 06 A4 02 D8 7A 0B 46 08 00 00 00 00 00 1...%.02.F......
0010210040 C8 00 00 00 01 00 00 00 49 02 00 00 00 00 00 20 I )

0010210050 00 00 00 00 00 00 00 00 /98 00 00 00 00 00 00 OO} ........ o el aT w ta el i
0010210060 63 74 72 6C SF 69 6E 74 65 72 66 61 63 65 3D 2F ctrl_interface=/
0010210070 76 61 72 2F (72 75 6E 2F |77 70 61 SF |73 75 70 70 var/run/wpa_supp []
0010210080 6C 69 63 61 6E 74 0A 75 70 64 61 74 65 S5F 63 6F licant.update_co
0010210090 6E 66 69 67 3D 31 OA 0A 6E 65 74 77 6F 72 6B 3D ig= -
0010210080 7B OA 09 73 73 69 64 3D 22 58 69 61 6F 6D 69 SF {..88id="Xiaomi_
00102100B0O 32 42 34 42 22 0A 09 73 63 61 6E S5F 73 73 69 64 2B4B"..scan_ssid
00102100C0 3D 31 0A 09 70 73 6B 3D 22 36 34 32 47 74 36 32 1..psk="6=_ .
00102100D0 21 36 22 0A 09 6B 65 79 S5F 6D 67 6D 74 3D 57 50 ="..key _Nghit=NP
00102100E0 41 2D 50 53 4B 0A 09 70 72 6F 74 6F 3D 57 50 41 -PSK. .proto=WPA
00102100F0 20 57 50 41 32 0A 7D OA 31 18 10 06 83 5C EB BF WPA2.}.1...f\&;

0010210100 09 43 D7 C5 72 31 DE 60 84 00 00 00 00 00 70 3D .CxAr U p=
0010210110 00 00 10 00 00 00 90 7E 01 00 00 00 /00 00 02 00| ...... Bogsaamoen
0010210120 00 00 00 00 00 00 90 6A 00 00 10 00 00 00 00 SO| ...... BY cevusas P

0010210130 BO 27 02 23 A2 23 12 C6 16 26 D7 F6 15 E3 D2 06 °t . $0#.E.5x0.80.
0010210140 |37 23 C2 22 12 23 A2 53 2C 20 43 2E A0 00 23 A2 7#A" . $05, C. .#¢
0010210150 23 42 F6 F6 26 F7 25 56 C6 C6 86 02 0OA 40 56 80 $B06&+3VEET..QVE
0010210160 82 05 70 52 0B 20 B3 52 0B 30 13 8F 30 B3 92 05 -pR. _*R.0.0037,
0010210170 40 83 2D 00 57 CO FB 10 SE 20 43 D7 40 70 57 Cé @f .WAQ.~ Cx@pWE
0010210180 36 F6 D6 56 76 D2 1A 20 C3 D6 00 2F 50 DE 20 03 660Vvo, A5./pp .
0010210190 77 00 2F 70 82 OF CO C7 00 2F 70 42 19 10 40 23 w. /p,.Ac /pB..@#
0010210120 |A2 23 12 2F 50 93 FE 50 93 12 05 60 13 2F 60 93 of /P pPR i L
00102101B0 12 05 70 13 2F 70 93 12 05 80 13 2F 80 93 12 05 wo DD e e E e
00102101C0O 90 13 2F 90 93 22 05 10 03 43 2D 80 26 01 CB 01 O.70%% . .c-€:.B.
00102101D0 2E C1 17 41 2A 40 1F 01 17 41 2A 80 1E 41 16 41 A Ax@, . A*€¢ A A
00102101E0 2A CO OF 81 07 41 2A 00 OF C1 06 41 2A 40 OE 41 *A 0 A* LA Ax@ A
00102101F0 1B 90 30 47 17 46 57 37 27 A2 23 02 23 C2 42 9D .DOG.FU7'ot.#ABU
0010210200 93 40 97 D6 56 F6 C5 56 E6 26 A2 23 32 83 42 05 “@—0VoAVaso$2fB.
: 0010210210 60 60 17 C6 56 57 26 A2 23 22 73 C2 09 20 60 F7 ‘L EVWso#"sA, s
: 0010210220 |C6 56 D7 86 26 00 49 30 20 D7 96 E6 76 Fé6 C5 82 EVxts.I0 x-a2voA,
;[] 0010210230 13 CO 2A CO 99 60 40 56 C6 16 96 27 A2 23 62 93 LA*RA™@VE, -"o$b™

1T g
e
N

[

Herer
-
.l
'
Iy

A ymin
o=

L 4
ih

E— .- |

e

0010210240 02 0B 80 AE 60 10 53 83 93 23 03 03 73 03 43 A7 .. €9 . Sf $..5.C§
— = — . . — 0010210250 74 30 86 96 06 67 55 26 37 97 F6 06 06 Al 20 E3 t0t-.gU&7-0..i, a
|Byte position: 34; Row: 128188; Address: 2707330¢ ¢ @ » 6|/0010210260 22 43 23 C2 22 32 C6 F6 36 B6 F6 DS SF 20 C3 86 "C#A'ZEOG!OO i+ v

Address: 270597918 Selected: 0




Router CALIX 844E-1




Admin panel

) | @ http://192.168.1.1/login.html
& Login - Calix Home Gateway * - - A n B - .-
o~ v [ d= v Pagev Safetyv Toolsv @~ N @

Calix
Home
Gateway

& Calix

User Name: |

Password:

In this case forensic expert had no login credentials for the seized device



Electronic board and memory chip (TSOP48)

r M-
= BAK
© Catid
CA204 CATR)Y

CA203 CA192 '

3 ‘A202caw
.19 ‘?‘s \201 |

The device was disassembled to get access to the data in the memory chip



NAND memory reading

LRI

Warkspace Plugins

ﬁWOrkspace o

W

- 1=1=-=---EELIEE

- Insert area
: ! Skip area
Open Remove bad | —0t
images Extract area  columns |ﬂ| 4
Element functions Paositi...

Phy image
T —

Phy image

@

|
Chip1_ 0.0 Reading dump from reader...

Port: 0
Crystal: 0

Cancel

Iﬁl.

Phy image
Chip2_0 0>

@.

Phy image
[ »chip3_o o[>

The physical image of the memory was
extracted using VNR

Visual Mand R




UBIFS was detected (a very popular file system in embedded devices)

@

»
[

1l

Wisual Nand Reconstructor — b

Mavigator Hex viewer Bitmap viewer (2]

o1 = == Page size 2112 [ ; ; (- ¢==| Start: W o H o5 0@ E] W
10 fﬁll '@f [ # @ gb g = = = =
1 Pixel size 213 <= = Stop: WV o H o> 0E =l 9
Hex |Bitmap Structure Records Save Save Extract . Highlight Show Show | Show bits Bit
view | view | view view all  selected | towaork Shift size isa blocks | structure | position | statistics | order | Selected: V 1 H il
View settings Selection markers

LT offsets 2 3 B

— s - me meem e . - 00 01 02 03|04 05
0000000000 55 42 4% 23 01 00
0000000010 a0 00 08 00 00 00
4000000020 00 00 00 00|00 00
0000000030 00 00 00 00|00 00
4000000040 00 00 00 00|00 00
4000000050 o0 00 00 00|00 00
00000000860 o0 00 00 00|00 00
4000000070 o0 00 00 00|00 00
4000000080 o0 00 00 00|00 00
40000000390 o0 00 00 00|00 00
00000000R0 o0 00 00 00|00 00
00000000B0 o0 00 00 00|00 00
00000000C0 o0 00 00 00|00 00
00000000D0 00 00 00 00|00 00
00000000ED 00 00 00 00|00 00
a0000000F0 a0 00 00 00 00 00
4000000100 a0 00 00 00 00 00
4000000110 a0 00 00 00 00 00
0000000120 a0 00 00 00 00 00
0000000130 a0 00 00 00 00 00
4000000140 00 00 00 00|00 00
4000000150 00 00 00 00|00 00
0000000160 00 00 00 00|00 00
4000000170 o0 00 00 00|00 00
4000000180 o0 00 00 00|00 00
4000000190 o0 00 00 00|00 00
00000001R0 o0 00 00 00|00 00
0000000180 o0 00 00 00|00 00
a0000001C0 o0 00 00 00|00 00
0000000100 o0 00 00 00|00 00
00000001ED o0 00 00 00|00 00
00000001E0D 00 00 00 00|00 00
0000000200 00 00 00 00|00 00
0000000210 a0 00 00 00 00 00
a000000220 a0 00 00 00 00 00
Q000000230 a0 00 00 00 00 00
Q000000240 00 00 00 00 00 00
0000000250 a0 00 00 00 00 00
0000000260 a0 00 00 00 00 00
4000000270 00 00 00 00|00 00
4000000280 00 00 00 00|00 00
4000000290 00 00 00 00|00 00
0000000200 o0 00 00 00|00 00
0000000280 o0 00 00 00|00 00
00000002C0 o0 00 00 00|00 00
0000000200 o0 00 00 00|00 00
00000002E0 o0 00 00 00|00 00
00000002F0 o0 00 00 00|00 00
0000000300 o0 00 00 00|00 00
0000000310 o0 00 00 00|00 00
0000000320 00 00 00 00|00 00
0000000330 00 00 00 00|00 00
Q000000340 a0 00 00 00 00 00
4000000350 a0 00 00 00 00 00
2000000360 00 00 00 00 00 00

" '
" T"; LR R L R R L B I b




The file system reconstruction

Open file

WSERVER\fileserver\R&DNCOT\Routers\CALIX 844E-1 Router\834\UBIFS.dmp

4 |JBl Image Sequence 1579346373
4 UBIFS Volume exa_data_
4 Root
I arc
I log
I' poe
smact_data.json
ngx_console_saved
running_uptime
wlanmgr_log_messages_saved
upgrade_log.dat
delta_0
delta_1
scratchpad
log_message
var_log_128k_mapagent_saved
current
upgrade
previous
4 udhcpd
udhcpd.conf
udhcpd.leases
delta_next
var_log_messages_reset_saved
4 |JBl Image Sequence 1523611876
4 UBIFS Volume no_erase_
4 Root
4 calix
I sys
I binned_data
4 panic
cpu_low_1_thresh_a.txt
system_events_log_1
system_events_log
wan_conn_if_up.tet
birth-certificate.xm|

File iNum Access  Number of links UID GID Size Date Name
24 -rw-r-—-r-- | 1 0 |0 [459 |04.08.2021 054/ |udhcpd.conf
a2 -rw-r--r-- | 1 0 |0 2552 [ 04.08.2021 06:47 |udhcpd.leases

= Address =

i taleleRelets bee)
axpoopasale
i taleleRelels el
2xpoopasa3e
[italele Relets Re)
2x2eopasase
axepepoease
Gx2eeeaeaTe
2xpeopasase
axeaeeoease
2x2oopasass
axedeeoeaBe
axpoopasace
axeseeoeane
8x2o0easaEe
axepepoeare
Gx2eeeaa12e
axeseeoelle
Gx2eeeaal2e
axeoeeoelie
Gx2eeeaalde
2x2e0eaalse
Gx2eeeaalse
2x2eoeaalre
ax2aee0e1se
2x2eoeaalan
axeseeaelse
Gx2eeeaal1Be
2x2eoeealln

file output {up t
B4 @5 B6 87 82 8

& =
I
®
m
[
[}
[5
=]
&=
moi

A very interesting files with DHCP lease log and config were found.
It can give an idea when the specific device was last seen in the network.

decline_file /va
r/udhcpd.decline
Lauto_time 986.1
nterface br@.sta
rt 192.168.25@.1
@.end 192,168.25
@.280.option les
se B6468.min_lea
se 38.option sub
net 255.255.255.
@.option router
192.168.252.1.0p
tion dns 192.168
.250.1.option dn
s 192.168.259.1.
option domain Ho
me.interface brg
t.start 169.254.
1.2.end 16%.254,
1.2.option lease
264008 .min_lease
3@.option subne
t 255.255.255.8.
option router 16
9.254.1.1.cption
dns 169.254.1.1
.option dns 169.
254.1.1.0ption d
omain Home.




D udhcpd.leases

F& @F F9 3
Ly 3

Beae €8 52 61
8es8 18 9C 27
Bese Be E@ 4C
ales 58 E6 BA
Bl6e BC 77 37
@168 18 9C 27
e2le 18 9C 27
8268 18 9C 27
Bz2ce 18 9C 27
B318 A4 11 62
a37e 14 FE BS
@83C8 1C BF C@
a42e 86 CA A3
478 48 D2 24
a40e 7C 85 87
@528 8@ 86 D9
2588 A (O 4B
Bs508 BE 7F @83
Be38 ec 89 1@
BEEE A4 (3 Fe
BEE® Bl g
@738

@798 X

B7ES 48 3F DA
ae4e 18 89 D8
B898 56 1F 24
BeFe 3C 7C 3F
aa4s B4 6C 59
Bore Be 26 86

DHCP leases log

MAC Addresses

Leased IP Addresses

File Edit Format View Help
decline_file /var/udhcpd.decline
auto_time 908

interface br@

start 192.168.258.18

option lease 86400

Lease time, sec

subnet 255.255.255.8@
router 192.168.250.1
dns 192.168.250.1
option dns 192.168.258.1
option domain Home
interface brgt

start 169.254.1.2

end 169.254.1.2

option lease 86488
min_lease 3@

option subnet 255.255.255.@
option router 169.254.1.1
option dns 169.254.1.1
option dns 169.254.1.1
option domain Home

optEon
option
option

@@ @@ oo oo 00 BB 00 BO ro B@ 6o o @ @@ b0 00 0P 0O B0 00 0O BB 0D OP BB 0D BB B0 BB PO B0
@ @@ @@ oo oo 00 BB 00 BO 51 71 44 56 52 5F 57 49 46 49 5F 31 38 3A 39 63 3A 32 37 3A 39 B2 @@ @@ oo 0@ 0@ B0 B0 bR DD B0 BB BB BB
3 @@ @@ oo oo 00 BB 00 BO o0 Do 8@ o@ b0 60 Be 00 B0 0B 0D B0 B0 B0 B0 DB PR 00 BP GO B0 bR 0D DR G0 0D PO GO 0P DB BB 0D 0D B0 00 BR DR 0D BB B0 BB PO B0
3 @@ @@ oo oo 00 BB 00 BO @8 b@ @@ BB 69 58 68 6F GE 65 ©@ B0 B0 B0 00 DB bR 00 BP 0O B0 BP 0D DR G0 B PO GO 0P DB BB 0D OO B0 00 BR DB 0D BB B0 BB BO B0
@ @@ @@ oo oo 00 BB 00 BO @8 oo @@ @@ 4F 6C 69 76 65 72 0@ B0 00 B0 0@ 00 BB B0 BB B0 B @@ oo 6o BB B0 B0 0P DB BB 0D 0D B0 00 BR BP 0D BB G0 BB BB B0
3 @@ @@ oo oo 00 BB 00 BO @8 oo 0@ @B 4E 4F 44 45 5F 57 49 46 49 5F 31 38 3A 39 63 3A 32 37 @@ @@ oo 0o 0B BB 0D B0 B0 BB BB B0
3 @@ @@ oo oo 00 BB 00 BO @8 oo 0@ @B 4E 4F 44 45 5F 57 49 46 49 5F 31 38 3A 39 63 3A 32 37 @@ @@ oo 0o 0B BB 0D B0 B0 BB BB B0
@ @@ @@ oo oo 00 BB 00 BO @8 oo 0@ @B 4E 4F 44 45 5F 57 49 46 49 5F 31 38 3A 39 63 3A 32 37 @@ @@ oo 0o 0B BB 0D B0 B0 BB BB B0
30 @8 o0 20 00 BE BB BB B pe @@ B@ @@ 4E 4F 44 45 5F 57 49 46 49 5F 31 38 3A 39 63 3A 32 37 29 09 20 90 OO B0 BB B0 B0 VO BO B9
30 @8 o0 20 00 BE BB BB B 08 B8 B8 B8 56 4D 42 34 35 39 30 B0 DO DO B0 ©0 5P BE PO 00 B0 G0 B0 BO PO DD B0 00 00 PO PO PO B0 00 0D PO BD PO G0 B9 60 BB BD
& @9 o0 o0 00 0O 0D 0B B9 e 0@ @0 00 4F BC 69 76 65 72 90 B0 PO 0O 0D 0O PO PO PO 00 0O OP GO PO PO 0O 00 OO 0D PO PO 0O 0D 00 0D PO PO PO 0D G0 60 BB BD
30 @9 6@ o0 00 DO BB 0B B9 B8 6@ 80 60 4C 41 58 54 4F 58 2D 45 56 49 43 43 37 48 43 00 00 00 60 90 B0 0O 00 0O 0D PO PO 0O OO0 00 0D OO PO GO 00 00 00 BB BD
20 @2 eo oo 0B 0O B2 B0 B0 o8 68 82 8@ 47 61 6C 61 78 79 2D 53 39 @@ 00 60 B0 B0 B0 00 00 OO B0 9O PO 0B 0O 00 0D B0 PO 0B 00 00 0D B2 PO BB 00 B2 60 BB BB
% @2 oo oo o2 B2 B2 80 B0 28 08 82 80 44 45 53 4B 54 4F 58 20 42 45 41 37 4C 42 4F 02 00 60 80 B0 B2 B2 00 G0 0D 8O BB 0B 00 0P 0D B2 DO DB BB G2 82 BB BB
% @2 oo oo o2 B2 B2 80 B0 28 08 82 80 44 45 53 4B 54 4F 58 20 42 45 41 37 4C 42 4F 02 00 60 80 B0 B2 B2 00 G0 0D 8O BB 0B 00 0P 0D B2 DO DB BB G2 82 BB BB
30 @2 oo o2 o2 B2 B2 8B B0 22 02 @2 8@ 47 61 6C 61 78 79 2D 54 61 62 2D 41 B8 B0 B2 02 G0 G0 B2 B0 B2 B2 G2 0B 02 BD B2 02 G2 0P 0D B2 BE 0B G2 G2 G2 BB BB
30 @2 ok o2 o2 B2 BB 0B BO B2 02 82 80 47 61 6C 61 78 79 2D 53 38 @0 00 20 B0 B0 DO 00 00 GO BR BD DD D 0O 0P 0D DD DD DO 0O 0P 0D DR DD DO B0 G G2 BB BOD
@ @a e B2 0B B8 BA 02 68 a6 @6 @@ 8@ 69 5B 68 6F GE 65 @@ B0 DG GG B0 GE BE B0 GG 00 B0 BE BB BE BB GG GG B 02 BE GO 0B BB BR 0P B2 BB BB BB B2 BB BB BB
3 @@ @@ oo oo 00 BB 00 BO @8 oo 0@ 0P B0 60 BR 00 BD 0B 0D PO B0 BP B0 DB PR 00 BP GO B0 BP 0D DR G0 B PO GO 0P DB BB 0D 0D B0 00 BR D 0D BB B0 BB PO B0
3 @@ @@ oo oo 00 BB 00 BO @8 oo 0@ 0P B0 60 BR 00 BD 0B 0D PO B0 BP B0 DB PR 00 BP GO B0 BP 0D DR G0 B PO GO 0P DB BB 0D 0D B0 00 BR D 0D BB B0 BB PO B0
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9 o8 60 ¢ Aj udhcpd.conf - Notepad hd

One record

Ln 1, Col1

100%  Unix (LF)

Device name

.NODE_WIFI_18:9c:27
.NODE_WIFI_18:9c:27
..... NODE_WIFI_18:9¢:27
NODE_WIFI_18:9¢:27:

LAPTOP-EVICCTHC.
LGalaxy-59......
.DESKTOP-BEA7LEN
.DESKTOP-BEA7LBN. .
.Galaxy-Tab-A...
LGalaxy-SB. ...
iPhone. ... .. ... .l

(hrwf-ll'lfr‘a

HEESRRREPRRRRRRILIRRESR

Google-Nest-Mini

E

UTF-3




|IP address rent-time is 24 hours, so all devices mentioned in the UDHCPD.leases file were

connected to the network within 24 hours, starting from file creation date

47

04/08/2021 06

File creation date

Mame
47 ludhcpd.cont

Date
|459 |04.08.2021 05

|0

Mumber of inks UID GID Size
o

ile iIMum  Access

F
&4

A fudhcpd.leases

U4.08.2021 U6

udhcpd.leases
delta_next
var_log_messages_reset_saved
4 |JBI Image Sequence 1523611876

4 LIBIFS Volume no_erase

d Root

. NODE_WIFI_18:9¢:27

-NODE_WIFI_18:9c:27:

Chromecast-Ultr

Galaxy-Tab-A..
..Galaxy-S8.....

..iPhone..

. .DESKTOP-URBATBA.
.DESKTOP-URBATBA

. .NODE_WIFI_18:9c:27
. .DESKTOP-BEA7LBN. .

..wlan@....... SR
G#....Pauls-Galaxy-5S9.....00neeeeslociiinns

.ESP_B8F76DE. ..

CE eSS S e EEEEEE T
8388833333833 333838338883888¢§
888833333 333333388388§
8388833383338 383333833883388§
8338833883333 883338833888888¢§
ST 33338338888
3388833383338 33833833388838883¢
8338833383333 833338333888888§
SIS
8388833383338 333838338838388¢§
8338833333333 88333833383338838§
3T IIIIIISIISIISIISSIE
8888833383383 333838338883888¢§

88888 $SIITSITS3I3I33833338§
8 888 3388333838333 88333888§
8 888 3888338333833 8888§
8§ 888 $SSTTSSIISISSS3III38§
8 888 $333333333333333838383§
8 888 8IS 8338888§
8 888 33333338833 888888¢8
85888 3833333333333338888¢8
8888 I TIIIIISII83888§
SA888RRA"833888333888388383888¢§
SR888ANNNESS8885833388888883¢
SNS88SAAAASSS33833833832838888
SHS8858808878YYSSS8INE8I8ATS
SESSSANANITIYSIIISSSINGESIBRTS
SER R EEEEREEREE R RERRER R RS
SHSSSRRRRSSISARISSSINRSSSRF S
SRE88AAANES8YSYYRSSSSANSSERAT
SHBS8NKLLSS8ISYLOSSSSRNEL8ER
SHESSITTTIISRAIICRSIINGEIIZLN
SITSTYILYSEYRRRARANSIZITYIREER
SYSS8FTIIRCRARRRAASSIBRERBER
SISURARARRRNARGTRREISBLIYBRYG Y
SRBUBHERHABYRAARRYUSSEBRRANAS
SHBLRYGEIARICISTCLESILBERUBRS
SNSBBIIIIICREANBEBSINEIRINA
SRBRZYYEHIBTTIICCRSIB8LERBEY
SISTHYYYYRYYTIIGIOSSITRYRRTS

SRESITTSITSIITIIIIIISSIISI8E
SN8883338338333383833888888¢§
§583ITTII TSI TIIISIISI388
ST 333333333333333333383838

oY BELESTdNMNINYNNYeIRYLULSSNNS
SOOI AN NNNA
dadaadaaaaadaadadaadaaqdaaaaaadaaadaaaaadd
Lo o T P T T T T T o o ol T T T T T o ol T Tl Tl T T Tl ol ™
R R EE R R EE R R RS R R R SRR
OO0V O®
UUUUUUUUUUUUUUUUUUUUUUUUUUU
8338833333833 3333333338338383838§

8388833383333 88383833883888¢§
83T TSI 888§
8338833383333 88333833888838388¢§
8383838383333 3338383388838888§
833333333 TSIIISIIS I8 §
3338833383338 8833338333883388388

View Help
/var/udhcpd.decline

Format

File Edit

auto_time 900

decline_file

terface brd
start 192.168.250.10

in

Lease time — 24 Hours |

option lease 86400

83T TSI 338388888
33T 3333833333888 8
TSI 333333333333338838888

- NN B NOOROONO L O L O
62““3222265@BM6WA01FFFZMDN:JS
NUOORNUUUUAWLINNYOLOMULLMNLOWLUUY
NMOAWWRNGOOINOHALOBUOORURNRBUSONMO N
R P R R E RS R R T4 T
U Ondeedeedd ot el 0 S0 O [T R R )

.
R R R I S R L E R R R R R R T
] NOOVEDAVUARNUNRONROMOWMMAO WS oW &
L eSS N L8885 5538828
o000 O® OO0 ®




]

system_events_log 3
122 2020/08/03|09:56:54 | CXNEQOOEB3CES |421905047719([12.2.9.8.11 |Event NORMAL|wlanmgr |power off-gtn-device|
123 2020/08/03|08:58: 19| CXNKO0EB3CES |421905047719[12.2.9.8.11|Critical |wlanmgr | QUANTENNA LOADER PING FAILED REBCOT QTH|
124 2020/08/03|09:58:20 | CXNKO0EB3CES [ 421905047719|12.2.59.8.11|Critical |wlanmgr | QUANTENNA RESTART FIRMWARE LOAD FAILED REBOOT QTN|
125 2020/08/03|09:58:20 | CXNEOQ0EB3CES [421905047719|12.2.9.8. 11 |Event_NORMAL|wlanmgr |power off-gtn-device|
126 2020/08/03|09:59:48 |CXNEQOEB3CES [ 421905047719|12.2.9.8.11|Critical |wlanmgr | QUANTENNA LORDER PING FARILED REBCOT QTHN|
127 2020/08/03)059:59: 48 |CXNEOOEB3CES |421905047719[12.2.9.8.11|Critical |wlanmgr | QUANTENNA RESTART FIRMWARE LCAD FATLED REBCOCT QTH|
128 2020/08/03|05:59: 48 |CXNEOOEB3CEE |421505047719[12.2.9.8.11 |Event_NORMAL |wlanmgr |power off-gtn-device|
129 ZDZDIOBKOB|10:01:14|CXNKOOEBBCEB|42190504??19|12.2.9.B.11|Crltlcal|wlanmgI|QUANTENNA LORDER PING FATLED REBOOT QTH|
130 H H L 2.0 8, nyr | QUANTENNA EESTAERT FIRHWARE LOAD FATILED REBCOT OTH
131 2.9.8
132 o a H La.9.0. i 1 JE=huil
133 1569{12{31|20:DD:34|CXNKDDEB3CEB|42150504??15|12.2.E.B.11|Event_NORHAL|healthmgI|CDld boot flag set, possibkble power up restart|
134 1969/12/31119:01:42 |CXNEQ0EB3CES [421905047719|12.2.9.8.11|Event_NORMAL|smd|fail 2rd collect_upnp 2577|
135 1969/12/31|119:02:20|CXNE006B3CES |421905047719]12.2.9.8.11|Critical |healthmgr|resource mon: Halfway to cpu LOW Threshold|
136 19659/12/31|19:03:47 |C¥MNEQOOEB3CES |42190504771912.2.59.8.11|Critical |healthmgr |resource mon: LOW cpu State actiwve|
137 1565/12/31|20:41:24|CXNEQO0EE3CEE |421905047719[12.2.9.8.11|Critical |wlanmgr |QUANTENNA INIT FIEMWARE LOAD FAILED REBOOT QTH|
138 1969/12/31120:41:25|CXNEOQ0EB3CES [421905047719|12.2.9.8.11 |Event_NORMAL|wlanmgr |power off-gtn-device|
138 19€9/12/31119:00:34 | CXNE00EB3CES [421905047719|12.2.9.8.11|Event_NORMAL|healthmgr |WAN's wanIfNames initialized to ethS|
140 1969f12f31|19:UU:34|CXNKUUGB3CE8|4219050&?719|12.2.9.8.ll|Event_NORHAL|healthmgI|Cold koot flag set, possibkle power up restart|
141 1969/12/31|19:01:54 |C¥XNEQOQOEB3CES [42190504771912.2.59.8.11|Critical |healthmgr |resource mon: Halfway to cpu CRITICAL Thresh|

2 15659/12/31|159:02:20 | CXNEOOEB3CES | 421905047718 |12.2.5.8.11|Critical |healthmgr |resource mon: Halfway to cpu LOW Threshold|
143 1969/12/31|19:05: 10 |CXNEQQEB3CES |421905047719|12.2.9.8.11|Critical |healthmgr |resource mon: Halfway to cpu LOW Threshold]
144 1969/12/31|119:09: 36 |CXNEO06B3CES |421905047719]12.2.9.8.11|Critical |healthmgr |resource mon: Halfway to cpu LOW Threshold|
1145 1969/12/31|19:16:54 |C¥NEQQOEB3CES |421905047719|12.2.59.8.11|Critical |healthmgr |[resource mon: Halfway to cpu LOW Threshold|
146 1969/12/31|19:18:26 | CXNEOOEB3CES |421905047719|12.2.59.8. 11 |Critical |healthmgr |resource mon: LOW cpu State active|
147 1969!12!31|ZD:20:45|CXNKGGEB3CEB|42190504??19|12.2.E.B.11|Event_NORHAL|wlanmgI|qtn_client_create_success|
148 Z2020/08/03|14:18:29 |CXNEQ0O6B3CES 421905047719 |12.2.9,.8.11|Critical |healthmgr |resource mon: Fallkack to Normal State. |
14% 2020/08/03114:20:23 | CXNEQO06B3CES |421905047719(12.2.9.8.11 |Event NORMAL|wlanmgr |QT HOSTAFPD UP|
150 2020/08/12]16:38:15|CXNEO06B3CES |421905047719[12.2.9.8.11 |Event NORMAL|healthmgr |resource mon: /var/tmp/shmem usage Err(-4006) Ox0001]
151 19€9/12/31|20:00:34 |CXNKO0EB3CES [421905047719|12.2.59.8.11 |Event NORMAL|healthmgr |WAN's wanIfNames initialized to eth5|
152 1969f12f31|20:00:34|CXNKOOEB3CEB|42190504??19|12.2.9.B.11|Event_NORHAL|healthmgI|Cnld boot flag set, possibkle power up restartc|
153 2020/08/13|08:14:40|CXNE006B3CES | 421905047719]12.2.9.8.11|Event _NCORMAL|wlanmgr |gtn client create success|
154 2020/08/13|08:17:08 |CXNEOO6B3CES |421905047719[12.2.9.8.11 |Event NORMAL|wlanmgr |QT HOSTAPD UP|
155 2020/03}1?|02:15:5&|CXNKDDGB3CEB|4215050&??15|12.2.E.B.11|Event NDRHAL|healthmgI|Iesource IOT 2 !va:ftmpfshmem usage EII: 4006} Dxﬂﬂﬁll

Some additional event data can be extracted from the System and CPU logs.



Wearables are everywhere. A first look into Huawei GT2 smartwatch




Sensor set

GPS

Bluetooth
Accelerometer sensor
Gyroscope sensor
Geomagnetic sensor
Optical heart rate sensor
Ambient light sensor

Air pressure sensor




The eMMC memory chip with 4GB of space!




The eMMC chip is smaller that smallest one we have adapter for

The memory had to be precisely adjusted
inside the adapter for the image

extraction, since only size differs but not
pinout




The file system struc

Record start: | 413321856 | Data start: | 421017600

E Event log explorer

Navigator Hex viewer Bitmap viewer
Irm @ I‘.a :I:. J Frame size: 572@ P B FETA
== = = Current frame: s22300F8] ;  7a0sser|| L
Hex | Bitmap | Structure Records Save Frame Show
wiew | view view view all view III @ \II structure
View settings
BECopy0 = Workspace 5] copy 0 %
» MBR * Volumel [Microsoft FAT32) NO NAME 383.75MB » Root » USER » LOG 00 01 02 03 04 05 06 07/08 09 0R 0B 0C 0D OE
0019183800 [5B 31 3% 39 39 5D 20 58 62 713 70 5D 20 5B 49
4 [=iDump Name Ext Size Last modified 0019183810 |46 4F 5D 20 43 4E 49 54 3R 62 6F 6F 74 20 62
4 5 MER 0 0019183820 |69 6C 64 20 64 61 74 €5 3R 22 2B 2R 20 46 65
— 0019183830 |20 20 36 20 32 30 32 30 20 22 2R 2R oD oA 5B
Volume0 (Microsoft FAT32) MO NAME 383.72 MB | .- [Z] boot_debug log  3.67 KB 01/01/1980 00:00:00 0019183840 |39 39 39 5D 20 5B 62 73 70 5D 20 5B 49 4E 46
4 Volume?1 (Microsoft FAT32) NO NAME 39375 MB 1. [ gpu_debug log 1024,00 KB 01/01/1980 00:00:00 0018183850 |50 20 48 4E 49 53 3R £2 6F £F 74 20 &2 75 69
- 0019133860 |64 20 74 69 &D 65 3R 2B 2R 22 20 31 31 32 31
4 L% Roat o. =] Pu_pump LOG  £40.00 KB 01/01/1380 00:00:00 0018183870 |32 35 37 20 2R 2R 22 0D oA SB 31 39 3% 3% 5D
4[] user O =] gpu_error log 64,00 KB 01/01/1980 00:00:00 0019183880 5B 62 73 70 5D 20 5B 49 4E 46 4F 5D 20 49 4E
- 0019183890 |54 3R 62 6F &F 74 20 €2 75 63 6C 64 20 76 65
L7 aLeum L1 El gpuevent log 123,00 KE 01/01/1330 00:00:00 0019183820 |73 69 6F 6E 32 22 22 2R 20 31 2E 30 2E 30 2E
[J7 Buscaros [ . [5 sru_rs LOG 432 KB 01/01/1980 00:00:00 0019183880 |20 2& 2A 2R 0D 0A 5B 31 31 36 35 39 34 5D 20
= oo 00191838C0 |62 6F &F 74 5D 20 5B 45 52 52 4F 52 5D 20 66
L= conrie L B gpupower log 3003 KB 01/01/1560 00:00:00 00191838D0  |6C 65 20 63 6C 6F 73 €5 20 65 72 72 0D 0A 5B
=3 pata [ 5 opu_safety log 1529 KB 01/01/1980 00:00:00 00191838E0 34 30 31 32 30 5D 20 5B &2 6F &F 74 5D 20 5B
O=3ces O B m3dsp_debug log  5.20 MB01/01/1380 00:00:00 00191838F0 |52 52 4F 52 5D 20 66 €9 6C 65 20 63 6C &F 73
. - 0019183800 |20 &5 72 72 0D 0A 5B 33 37 33 36 30 32 5D 20
17" 106 | O. =] M3 ERROR LOG 16 bytes 01/01/1380 00:00:00 0019183910 |62 6F 6F 74 5D 20 5B 49 4E 46 4F 5D 20 3D 3D
17 marker [ . 5] meu_debug log 1024.00 KB 01/01/1980 00:00:00 0019183820 |20 75 70 64 61 74 65 20 73 75 63 63 65 73 73
B e 0019183830 3D 3D 3D 0D 0R 5B 31 33 37 37 5D 20 5B 62 73
O =0res O. =l Mcu_pume LOG 222 bytes 01/01/1560 00:00:00 0019183840 |5D 20 5B 49 4E 46 4F 5D 20 49 4E 49 54 3R 62
17 Test [ [El meu_error log 64,00 KB 01/01/1980 00:00:00 0019133850 |6F 74 20 62 75 €9 6C €4 20 64 &1 74 &5 3R 22
= o 0019183360 |2 20 41 70 72 20 31 30 20 32 30 32 30 20 2
FaTa 0. 'J.mw-event lag  64.00 KE 01/01/1980 0000 0019183870 |2A oD ok 5B 31 38 37 37 5D 20 5B 62 73 70 5D
Fsinfo O 5 meu_power log  29.67 KB 01/01/1980 00:00:00 0019183980 |55 49 4E 46 4F 5D 20 49 4E 49 54 3R 62 6F 6F
Volume2 (Microsaft FAT32) NO NAME 287.44 MB [, [El meu_safety log 908 KB 01/01/1950 00:00:00 0019183890 |20 £2 75 69 6C &4 20 74 €2 €D &5 3A 2R 2A 2R
) 00191838A0 |32 33 3R 31 30 32 32 32 20 22 2B 2R 0D OR 5B
Volume3 (Micrasoft FAT32) NO NAME 2.47 GB 0019183880 |38 37 37 5D 20 5B 62 73 70 SD 20 5B 49 4E 46
00191835C0 5D 20 4% 4E 4% 54 3R 62 6F 6F 74 20 62 75 69
0019183800 |64 20 76 65 72 73 69 6F 6E 3R 2A 2R 23 20 31
0019183%E0 |30 2E 30 2E 33 20 22 2B 2R 0D 0B 5B 33 30 36
00191833F0 |35 35 50 20 5B 62 €F €F 74 5D 20 5B 45 52 52

[1999] [bap] [IN
FO] INIT:boot bu
ild date:*** Feb

& 2020 ***__[1
993] [bsp] [INEQ
] INIT:boot buil
d tillez*** 11:16
57 ®%%__[1999]
[bsp] [INFQ] INI
T:boot build wver
sion:*¥% 1.0.0.3
*%% [116594] [
boot] [ERROR] fi
le close err..[3
40120] [boot] [E
RROR] file cleose
err..[378602] [
boot] [INFO]
update success
.[1877] [bsp
] [INFO] INIT:bo
ot build date:*¥
* Bpr 10 2020 **

.[1877]1 [bspl
[INFO] INIT:bcot
build tille:*=**
23:10:22 *%¥,.[1
877] [bsp] [INFO
] INIT:boot buil
d wersion:*¥* 1.
0.0.3 **%,,[3067
55] [boot] [ERROD

B

HE=aE bl == R

Byte position: 5; Row: 822324; Address: 42 4 @

i

LR, ILR=RE  HELS Who== L Rl P

ture — multiple FAT32 volumes

T

e T

SO e T Y F: B TS

Pty o R o

= 3 e e 27 O w2t ] P e T CTEERE AT o DR

e il Rl I P

Address:

421017600 Selected: 0O

Quick analysis shows lots of logs of smartwatch boot and usage




ata storage fo

Mavigator Hex viewer
01F| (gef (@] Frame size: 512
laf| @ |8 Bl 3
—r = Current frame: 8276603 / 7405367
Hex |Eitmap Structure Records — Save Frame Show
view | wview view view all view E @ m structure

View settings

der was identified

Visual Mand Reconstructor - Huawei_Watch_GT2_LTN_B19%

rd

*» MBR * Volumel (Microsoft FAT32) NO MAME 393.75MB » Root » USER » DATA » HEALTH
4 (= Dump MName Ext Size Last modified
4 55 meR [
Volumed [Microsoft FAT32) MO NAME 393.72 MB | 10 atrial_data bin 316 bytes 01/01,/1980 00:00:00
el Volume? [Microsoft FAT32) MO NAME 393,75 MB [} o ™0 ete_for_tha bin 0 bytes 01/01/1980 00:00:00
4 []7 " Root O . ™0 ete_for_tha_file bin 8 bytes 01/01,/1930 00:00:00
4 17 user O o I ete_result bin 0 bytes 01/01,/1980 00:00:00
17 ateum O ™0 hrm_adaptparamdata bin 146 bytes 01/01/1920 00:00:00
[J7 BuscarDs O ™ hrm_fallreminddata bin 3.99 KB 01/01,/1980 00:00:00
O COMNFIG | . ™0 hrm_historydata bin 126 bytes 01/01/1920 00:00:00
4 D DATA D 10 hrm_raisereminddata bin 3.99 KB 01/01/1980 00:00:00
] HEALTH ] - ™ motion_data bin  28.3% KB 01/01,/1930 00:00:00/
17 arps ], 14 osa_rri_data bin 0 bytes 01/01/1980 00:00:00
[ LoG [ - ™ osa_spo2_data bin 0 bytes 01/01/1980 00:00:00
O IMARKET | . M0 premature_data bin 316 bytes 01/01,/1980 00:00:00
O RES | . U pressure_altitude bin &40 bytes 01/01/1%80 00:00:00
[ TEST | MU pressure_warn bin 432 bytes 01/01/1980 00:00:00
FATO l:l 0 RRI_DATA BIM 0 bytes 01/01/1980 00:00:00
FsInfo | - ™0 sample_data bin 289.00 KB 01/01,/1920 00:00:00
Volume2 [Microsoft FAT32) NO NAME 287.44 MB | M0 sample_data_file bin & bytes 01/01/1980 00:00:00
Volume3 [Microsoft FAT32) NO NAME 2,47 GB O ™0 sample_state bin 128,25 KB 01/01,/1980 00:00:00
l:l U sample_state_file bin & bytes 01/01/1980 00:00:00
| - ™0 sleep_data bin 704,00 KB 01/01/1980 00:00:00
| . U sleep_data_file bin & bytes 01/01/1980 00:00:00
[ o MU sleep_state bin  60.00 KB 01/01,/1980 00:00:00
D U sleep_state_file bin & bytes 01/01,/1980 00:00:00
D ™ spo2 BIM 0 bytes 01/01/1980 00:00:00
| - 1 spo2 _file bin 8 bytes 01/01,/1980 00:00:00
O . M strength_data bin  47.44 KB 01/01,/1980 00:00:00
| ™0 stress_data bin 0 bytes 01/01/1980 00:00:00
O MU stress_data_file bin 4 bytes 01/01/1980 00:00:00
| o 0 stress_ui_data bin 484 bytes 01/01/1980 00:00:00
l:l o SWIMHR BIM 0 bytes 01/01/1980 00:00:00
| o 0 swimhr_file bin 8 bytes 01/01/1980 00:00:00
| o M swim_section bin 0 bytes 01/01/1980 00:00:00
[ o U swim_section_file bin & bytes 01/01/1980 00:00:00
| o 1 workout_detail bin 1024 bytes 01/01/1980 00:00:00
O o ™0 workout_detail_curve bin 0 bytes 01/01/1980 00:00:00
| 0 workout_detail_curve_file bin 8 bytes 01/01,/1980 00:00:00

g Copy 0 X
00 01 02 03 04 05 06 07 03 09 ok 0B|0C 0D OE
0019421800 [00 00 00 00 23 BY E2 62 00 00 64 01 10 00 01
0019421810 |51 E6 42 B1 54 03 36 B3 12 24 03 50 51 40 62
. floo19421820 |F1 S5F 44 61 2E 42 OF 14 22 50 99 3B 1B C7 D1
— | 0019421830 [9D 38 €0 14 45 FO OF 4C 35 D1 1F D2 50 EB 7R
0019421840 |B5 13 D9 CF 52 87 FE 338 OE 5E &8 71 D& DC CD
0019421850 26 FC R7 s5C DR 26 52 18 2C 45 EC 09 EC 47 A2
0019421860 |15 46 E2 7R DA 70 29 8B DC 02 FC 79 4E Rg 11
0019421870 |BD 5& BR F4 6F 95 B5 CO 0D FD 0& 31 3C Ra 6E
0019421880 |31 09 ED 74 D2 F5 22 15 34 5D 53 32 BB 6% El
0019421890 |BF 7F CE 87 SR 03 2F EF 2C 07 34 2B D5 &2 AC
0019421BA0 |1C 80 &4 Fe& D2 78 01 F5 E2 &B FA 02 ED 5C De
00194218B0  |8C 15 C5 B1 09 D7 16 9% FC 42 FF 2F 7E 50 46
0019421BC0 |37 FC 01 03 30 BR E2 Ro BA DR 2D 66 06 FB 52
0019421800 |23 92 E3 DD 10 77 82 05 E2 B4 &1 30 FO 34 FR
00194218E0 |2D 5C 1B 10 ER 81 Cé 93 54 20 3B 5C 82 DO 01
00194218F0 |7C 48 02 96 CO CE C1 C0 1F 2E 4F 5D 4D 0E 03
0019421300 |14 EB Fé 12 47 5F 0D Do 32 38 4A F3 78 Mo e&cC
0019421910 |SE 43 07 A7 F4 R4 R9 €A 36 5E 7F 15 45 45 04
0019421920 |50 79 1R F7 FD 91 8D 03 2R 1B 96 11 BC 50 3R
0019421930 |73 2R 90 01 0D E7 &7 42 A5 12 02 2B 06 54 A5
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Further analysis is required to pull out the readable data



Historical data access can be gained via direct NAND reading

It’s almost IMPOSSIBLE to wipe out the data from eMMC chips,
most of devices keep erased data for an indefinite time.
Connection to technological NAND pads of eMMC memory is
required to recover all the artefacts of the user’s data. The
eMMC-NAND Reconstructor is the tool for handling such tasks.

More information about technology can be found on
https://rusolut.com/emmc-nand-reconstructor/

also in scientific paper published in IEEE
https://ieeexplore.ieee.org/document/9777707
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