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Who we are

Vendor of data recovery and digital forensic tools:
» Visual NAND Reconstructor
« eMMC-NAND Reconstructor

Leading position in flash memory data recovery and digital forensic research

10 years on the market

Trained many LE agencies around the globe / \
Pioneer of direct NAND data extraction of eMMC chip (bypass controller) (Link)

Frequent speakers on various scientific and digital forensic conferences rUSDlum
Published IEEE scientific paper (Link) www.rusolut.com

Polczynska 10,
Warsaw, Poland
+48 535 054 431
info@rusolut.com
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https://rusolut.com/emmc-nand-reconstructor
https://ieeexplore.ieee.org/document/9777707

Why vehicle forensics is an important?
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Infotainment systems — car related data

Every modern car has at least one data
source, sometimes two or more.

Among others we have:
* Serial Number,

* VIN, - |
° fuel data, . i1 :‘ TN = |
* Power up and power down, N SEl S sttt
* Durations of trip,

* Radio usage...

Latitude 1682663912
Longitude 784841424
Velccity 1
Heading 274
LocAttributes 274.39999

If the system supports GPS:

EllipsocidHeigh 0

° destination, Altitude 1216
° trips VisibleSatellites 12
TrackingSatellites 0
’ H Fix 1 ?
e Coordinates, epavdop 0
1 GPSHdop 0
* Saved Locations... e




Infotainment systems — user related data

It synchronize huge amount of data
from phones connected to system:

Connection time

phone Serial Number
Bluetooth MAC number
contacts book

call logs

sms

o ApplicationTimeStamp.dat

I Home.dat

E‘ LastDestination.db

0 LastRoute.dat

¥ POICategoryFilterhlap\View.dat
™ POICategoryFilterSearch.dat
E' Preferred&ddress.db

I Work.dat

Q contactbook
device_history list
M devicelist.dat
HmiMain3D
..f’ kdz_device_ids.txt
hibnav_ndshbiso
= | nav_db.ini
navpers_NavigationPositioning_Pos_Loc..
M pdi.dat
.,' pdm_nbtxml
| pers_NaviControflerl astDestinationsList
8 pimd1.db
POIs
of ProvOTABackUpNBT.xml

™ service_history.bin

30718 %54 pm
25201 I pr

1B 55 3m
230 E 3:04 pm
3015 525 pr

E 5 5:25 pm
2008 430 p

| Tables (10)

> |E] ACP

> || AgendaElementIdentifier
> | BTPhoneBook

> | Email

> | InternalPhoneBook

> || NavigationAddress

> | MavigationCoordinate
> | PhoneNumber

> | PostalAddress

> | ProfilePicture

_ F Windows » phonebook

-

MName Ext
O .
(] . |&f cHzes731ccad18 wml T
[ |af cH4cd1a12atdos xml T
(] . [af cHsa4s229af04e wml
(] |af cHsssacf211b7b xml
(] |of cHecad7380dsrs xml
(] . 2 clobalPhonebook bt
(] . 0 PES248229af(Me SYN
[] . =4 pesssact211b7b SN




New Sources of Digital Evidence

It's not just mobile forensics anymore.

There are much more data sources than we
used to know.

Embedded systems do not always have the
interface connectors. Working with the
memory chip directly gives a full access to
memory and data.
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Direct methods of acquisition

Chip-off — direct read from extracted
memory chip. Physically invasive method.

NEW Solderless adapters — Non invasive
method of flash memory data acquisition

by attaching special adapter on to system
PCB.
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Direct methods of acquisition

«  Prevents the system from starting, keeping evidence data intact
«  Works on damaged or highly damaged devices
. No risk of overwriting data and losing device logs

/

Chip-off

|

 Soldering/unsoldering

* Physically Invasive method

* Most universal method

» Fastest method for unknown device

'\

NEW Solderless adapters

|

«  Keeps PCB of system intact
*  Much safer than regular chip-off




Solderless data acquisition
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Peugeot 208 - real case scenario

go Heein
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File structure reconstruction

ﬁ' Waorkspace X

b

=
=

EEEE806888

WE CREATE A SPECIAL MODEL THAT READS DATA FROM THE MEMORY CHIP

AND TRANSFORMS IT INTO LOGICAL ORDER
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How is data in NAND memory organized?
(Bitmap pattern analysis)

CONTROLLER WRITES DATA TO NAND MEMORY IN RANDOM ORDER
FLASH TRANSLATION LAYER IS USED TO STORE INFORMATION ABOUT THOSE PLACES
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Translator - Block management

PHYSICAL IMAGE
LOGICAL IMAGE/FILE SYSTES

0005

0000
0000

0001
0023

0002

0003

VA

FILES & UNALLOCATED SPACE

005F

O3FE

O3FF

001E

0007

IN ORDER TO REBUILD LOGICAL DATA WE NEED TO ANALYZE FLASH TRANSLATION LAYER
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Logical Image Assembly

i lEli‘-:?_!u:lg image 9 X ﬂ Offsets 13 * Workspace
[ Translation table 64 - 66565440 3
Block (Static) P ¥ Vaolumed (Microsoft FAT16) 33.00ME ® Root kB user_data » sglite
o atic age
Use Address H VID EM SN Use Address LPM STV Name = Ext  Size Last madified
| 470114304 1 66565440 02951| - 470116416 188 = | 4 yolumed (Microsoft FAT16) 33.00 MB I I I [T
4609708300 1 66565440 0 30238 470118528 130 e o)1 oo [, 3 agenda sqlite 123,00 KB 10/24/2018 07:55:34
AR9303796 1 BESE5440 0 31268 ATO1206840 190 (= address_baook | | 4 config_options sqlite 482 bytes 02/01/2000 00:01:04
AT1060480 1 66565440 031269 AT0122752 191 |:| __CRC |:| 7 ;El canfig_options.sqlite inf 43 bytes 02/01,/2000 00:01:04
470025312 1 66565440 031272 470124564 192 g-:mternet_user g . j; diagnosis sqlite 1,06 KB 01/01/2007 00:10:50
4 dat: i di is.sqlit inf 48 bytes 01/01/2007 00:10:50
269843968 1 66565440 0 31277 470126976 195 eEE DR # AL g AR L ves
470384640 1 EESES44D 031278 17012 195 172 Audia [ '3 diagzi sqlite 2,57 KB 02/01/2000 00:00:58
17 csqlite | O, &l diag_zisqlite inf 49 bytes 02/01/2000 00:00:58
469573632 18636 Lo S| SO [ 1==T28F [ > ! media_jkb_catalog sqlite 557 bytes 02/01/2000 00:01:30
471135648 186365440 031280 470133312 203 I e [] . &) media_jkb_catalog.sglite  inf 48 bytes 02/01/2000 00:01:30
469168128 1 66563440 031287 470135424 204 17 welcome_screen [] . 14 Pictures sglite 1,24 KB 01/01/2007 00:10:52
465438464 1 66565440 031282 470137536 205 U FATO 1. &) Pictures.sqlite inf 49 bytes 01/01/2007 00:10:52
470654976 1 66565440 031283 470139648 206 |= ~TFATT 1, & rip sqlite 3,91 KB 01/01/2007 00:10:52
470249472 1 6BGRS440 031284 470141760 208 1, & Trip.sqlite inf 49 bytes 01/01/2007 00:10:52
471330816 1 66565440 0 31235 470143872 210 [1 . 4 up_common sqlite 7.94 KB 01/01/2007 00:10:50
470790144 1 66565440 0 31286 470145984 & D / >a up_commaon.sqglite inf 49 bytes 01/01/2007 00:10:50
459979136 1 6E565440 031287 470148096 7 g 2 :jj up_config sqlite 992 KB 01/19/2018 12:22:26
5 fig.sqlit inf 49 bytes 01/19/2018 12:29:26
470519808 1 66565440 031238 470150208 13 # s U aniesas L vies
502149120 1 6656 1 22 470152320 17 O 4 up_user sqlite 490 KB 01/01,/2007 00:12:50
D a| up_user.sglite inf 49 bytes 01,/01,/2007 00:10:50
%
464707384 1 66385440 ! 33 4ro15443z - 24 O 2 ; up_user_hmi sqlite 3,52 KB 01/01,/2007 00:12:48
] 7 pa up_user_hmi.sqlite inf 49 bytes 01,/01,/2007 00:10:43
O F il ; version_history sqlite 238 bytes 02/01,/2000 00:01:30
D 7 ﬂ version_history.sglite inf 48 bytes 02/01/2000 00:01:30

IN VNR WE CAN CREATE MODEL WITH ADVANCED TRANSLATORS




<

rowid start_mileage Y end_mileage W fuel_level W

Overview of data that can be extracted

start_date_time W

end_date_time 5 star

[
O
1 5003 356585 356653 20 1312/2022 10:42:00  13/12/2022 10:53:00
2 2023 357454 357542 86 16/12/2022 0%:46:00 16/12/2022 09:58:00
3 5024 357542 357611 84 16M12/2022 10:12:00  16/12/2022 10:24:00
4 2027 357768 358028 T8 18M12/2022 16:04:00 18/12/2022 16:32:00
5 5028 3580238 358055 78 18M12/2022 16:50:00 18/12/2022 16:56:00
& 3029 358055 358059 7T 18M12/2022 18:31:00 18/12/2022 18:33:00
7 5030 358059 358306 74 18M12/2022 19:03:00 1812/2022 19:28:00
8 5031 358306 358375 73 19/12/2022 07:41:00  19/12/2022 08:07:00
9 5032 358375 358458 T2 19M12/2022 08:12:00  19/12/2022 08:24:00
10 5033 358458 358475 72 19/12/2022 08:38:00 19/12/2022 08:41:00
11 ’?‘ 2033 258458 258470 22 1912/2022 083800 10 20/2002 024100
12 5034 358475 358492 72 19M12/2022 08:42:00 19/12/2022 08:45:00
13 3034 358475 358492 T2 1912/2022 08:42:00  19/12/2022 08:45:00
14 5035 358492 358526 71 19M12/2022 14:03:00 19/12/2022 14:12:00
15 3035 358492 358526 71 1912/2022 14:03:00  19/12/2022 14:12:00
16 5036 358526 358592 70 19M12/2022 14:16:00  19/12/2022 1427:00
7 5036 358526 358592 7O 19M12/2022 14:16:00 19/12/2022 14:27:00
18 5037 358592 358601 70 19M12/2022 14:33:00  1912/2022 14:37:00
19 5037 358592 358601 7O 1912/2022 14:33:00  19/12/2022 14:37:00
20 2038 358601 358603 69 19/12/2022 14:40:00 19/12/2022 14:41:00
21 5038 358601 358603 63 19/12/2022 14:40:00  19/12/2022 14:41:00
22 2039 358603 358673 69 19/12/2022 14:43:00 19/12/2022 14:56:00
23 5039 358603 358673 69 19/12/2022 14:43:00  19/12/2022 14:56:00

-

Total: 117

.................... ZEC.EZ,=.ZEC. .EC.2EC. ... .2
=M=p8E10+50 [1X@T2.L.Z0.™=5h.0%%. . udkT. .z2A 1.1
mRBAESE2A. L9 E. TSP i ESTUs~E020AM,. LS. nacE N T
i HI A AR T (W) FBHT LB s ettt
Samsung Galaxy 57 edge. ... v innnnnnnnsand
WED BO0. ...ttt e s s s s annmsaannnnnmnmsnnnnsss
0
Galaxy B3 [(2016) ... u v et eensnsnssnsnsnsnnnnd
Samsung Galaxy 57 edge. ... v innnnnnnnsand
Galaxy Hotel. .. ... ittt ettt snnnnnnnnnnsnnd
GT-I8260. .. it eeeennssnnsnnssnnssnnnsmnnssnnsd
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Hands on case study — live demo
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Ford Sync — user data overview
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List of connected devices

9885 >»>> Paired devices(8x00000087):

9887
9818
9829
9848
9858

1669825
1669833
1669848
1669847
1669856
1669862
1669878
1669874
1669882
1669885
1669898
1669896
1669988
1669989
1669915
1669923
1669934
1669948

device:
device:
device:
device:
device:

MPCoreDump:
MPCoreDump:
MPCoreDump :
MPCoreDump :
MPCoreDump :
MPCoreDump:
MPCoreDump:
MPCoreDump :
MPCoreDump :
MPCoreDump:
MPCoreDump:
MPCoreDump:
MPCoreDump:
MPCoreDump :
MPCoreDump:
MPCoreDump:
MPCoreDump :
MPCoreDump :

[l S R S Wy QWY

[David's iPhone] [BxB88AC38
[Bawbags ipod] [8x6886d8dlc
[JULES JUKE BOX] [@xbeoe2cf
[
[

1312], active = 8, primary = 1,
i8], active = 8, primary = 8, pa
»27d], active = 8, primary = 8,
“ive = 8, primary = 8, pairorden
“tive = @, primary = 8, pairorde

D2383] [exPaeedd4ddeBbasarl
BAWBAG] [@xBB88bccfccefhdc

Index #08, Device id [name:JULES JUKE BOX][serial:CCQI
Type = Persisted. , Src Id 8, Port 1, 5tate 8x11
Deviceld: [mame:JULES JUKE BOX][serial:CCOQN! ][protocol:6
Index #1, Device id [name:David’'s iPhone][serial:DNQL 10N
Type = Persisted. , Src Id 1, Port 1, S5tate Bx1l
Deviceld: [name:David's iPhone][serial:DNQL
Index #2, Device id Lineln.

N1

][ protocol:6

Type = Command/Control. , Src Id 2, Port 4, State @xd, LasthAcce
Deviceld: Lineln

Index #3, Device id d&dl .

Type = Persisted. , Src Id 3, Port 3, 5tate 8x11

Deviceld: d&dl

Index #4, Device id [name:DavidBs iPhone][serial:F17F 10

Type = Persisted. , Src Id 4, Port 1, S5tate Bx11
Deviceld: [name:DavidBs iPhone][serial:F17F ][ protocol:6
Index #5, Device id [model:HTC Desire X][manufacturer:HTC][vers
Type = Persisted. , Src Id 5, Port 1, 5tate @x54
Deviceld: [model:HTC Desire X][manufacturer:HTC][version:2.22.2
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Navigation data of the vehicle

TR e insse ssiem = Workspace | Car stores data in various places. We

F Volumel (Microsoft FAT16] &4.00MEB ® Root B __TFAT_HID need .to analyze them |n Order tO get aS

4 Eoump much data as possible
E YVolumed [Microsoft FAT18) &4.00 MB
4 |7 Root

al] __TFAT_HIDDEM_ROOT_DIR__
Application Data
Applications

Documents and Settings
GrammarFsh

Edinburgh
MediaCache T

PresetStore
United

Temp 4 Kingdom
o 51°49'51.9"N .
Windows . Isle of,Maq

DumpfFiles 0027|OO 1||W

ExtraDumpFiles )

Installer : ee—y
Birmingham

LogFiles = _ Sae

phonebook '

Profiles

Joddooood

b

Manchester

Dublin
@

oguoon

Userlexicons
FATO
F&T1
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Isn't tractor a vehicle? ©

ECU from auto-steering equipment of a tractor after fire accident. Analysed was conducted in order to
establish the cause of an accident. Device was brought to analysis and system logs were extracted
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Physical image acquisition

headers image selected system

Dump

4 S5uBio

4 | Volume0 (UBIFS) logs 262,50 MB

4 []7 " Root
4 []7 lextracted
4[] var
«[ 158 log
17 service

Check | Save Save | Checkfile Create unallo

data dump

17 timaru

58 update
17 mfotest
4 []7 status
O== update

\

\

.\

\

I T T T

01

files data

ECC

» UBIO » Volume? (UBIFS) logs 262,50 MB » Root » .extracted » var » log » timaru

Name

[#] 00139_2020 +
[] 001392020
[ 00139_2020
[5) 00139_202¢
[ 00139_2020
[ 00139_2020
[5] 00139_2020-1
[8] 00139_2020. %
[#] o0139_2020-
[5] 00139_202
[5] 00139_202¢
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[5] 00139_2020
[] 00139_2020
[ o0139_2020

2

Correct selected  Android data

extractor

75-08-12-44 trace
- 08-15-14_trace
-08-17-44_trace
© 08-20-14_trace
 08-22-44 trace
- 08-25-14_trace
+ 08-27-44 trace
-08-30-14_trace
© 08-32-44 trace
.08-35-14_trace
.08-37-44_trace
~ 28-40-14_trace
5-08-42-44 _trace
. 08-45-14_trace
 08-47-44 trace
© 08-50-14_trace

08-52-44 trace
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Size

6.72 ME
6.65 M¥
6.66 ME
6,70 MB
6.79 ME
6.68 ME
6.69 ME
6.80 ME
6.72 ME
6,72 ME
671 ME
6.78 ME
6.79 ME
6,71 ME
6.70 ME
6.77 ME
6.64 MB
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Proprietary file systems in vehicles and loT devices
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Eyte Sync with
arder dump

M ecro

e Chur Obje soquence nur  Byte count  Parentt Mame Permissio UID GID  atime File size Address 00 01 02 03/04 05 06 07 /08 09 0OR QB |oC 0D QE OF
0x00 Data (0x00) 0x000401  0x000186  Ox0000113F Ox0800 0x0010307700 =« B 0010ED26CO 32 30 31 3% 2D 30 33 2D 30 37 20 30 32 3& 31 33
000 Data [0x00) 0x000401  0x000187  OwDO00113F Ox0800 0x0010302CC0 0010ED26D0 3: 33 31 20 5B 31 33 2E 30 3; 34 5D 20 47 41 55

0n00 0x00 0000401 0x000 0000 On0300 00 O0010ED2EED 32 63 7% 63 6C 65 3C 3% 3E 32 73 65 74 44 54 43
Diatel] ! L L5 e (030350 O0010ED26FD 57 61 74 63 63 64 6F €7 52 65 73 &5 74 20 57 55
00 Data (0x00] OeDO0401 OxDO01BS  Ow0000T13F OwDB00 k0010303040 0010ED2700 |52 3C 30 78 32 30 30 30 3E 20 6C 61 73 74 20 &5
00 Data (0x00) 000401 0000184  OnD000113F w0200 o001 0304580 O010ED2T10 6E 74 72 7% 3R 20 3C 3E 0OR 32 30 32 30 2D 30 32
OO0 Data (000) ____ 0:000401 0000185 _(G:0000113F _0x0513 oootosoinco | IO%OERTE0 120 5T 38 39 30 35 3 13 06 3a 23 70 23 2c ek ae
(B0 File header (0x10)  0x000402 0000001  Ox0000ED2T m010B %1 onoff.log 3166 00 Ox0 OxSCBO07E4B OxSES51DBB2 OxSES1DBBE  Ox10B (Ow0010ESBCB0 0010ED2740 33 39 3E 3L 73 65 74 44 54 43 57 61 74 63 63 64
(20 File header (0x10) 0000402 Ond00201  Ox000053A2 w0000 201 OMCPersist.cfg B144  Ox3F0 Ox3FO Ox5685D031 OxSDT7990F3 OxSDVIO0F3 O Ow001DF226C0 Q010ED2750 §F £7 52 €5 73 €5 74 20 57 55 52 3C 30 78 32 30
0x20 File header (0x10)  0x000402 0x000201  OxDO0DS3A2 w0000  Ox201 OMCPersist.cfg  OxB1A4  Ox3F0 Ox3F0 Ox5685D031 OxSD7990F3 OxSDTI90F3 0x0  0x001DF22F00 0010ED2760 |30 30 3E 20 6C 61 73 74 20 &5 6E 74 72 79 32 20

) ) 0010ED2770 3C 32 30 31 3% 2D 30 33 2D 30 37 20 30 32 3R 31
a0 F?Ie header (Ox10)  OwD00402 OxDO02071  OwDOD053A8 w0225 201 OMCPersist.cfg OxB144  Ox3F0 Ox3F0 Ox5685D031 OxSDTI90F3 OnSDTI90F3 (w225 (mOO1DF23FS0 R AT T% TR 5T B0 Th Tm oz B Th R BF 20 Ew o6 e o
0x20 File header [0x10) 0000 [01 |ﬁ Ila@a Frame size: 432,&@ ﬁ @
80 File header [0n10) 0004 | (10 N,
4 i Current frame: 59645@; 262143 --a.-l
W Hex | Bitmap Frame Show
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Car stuff for research

Over 160 car
infotainment system
checked so far!




www.rusolut.com

BONUS — DJI Drones.
A new unigue findings




Downward photograpths of the drone during launch
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THANK YOU!!!

* Do you connect your phone to your rental car
while on vacation?

« What is best method of data acquisition?

* Is it safe to start the car and boot system during
investigation?

* Drones — what's better — GPS flight track or
photos of launching site and drone’s owner?

To learn more about this topic, join our conference
on September 10-12 2024 in Warsaw, Poland

Our partner
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forsolution

www.forsolution.cz
Okruzni 62, 250 84
Sibrina, Czech Republic
+420 608 361 321
info@forsolution.cz
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